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Philip B.K. Potter

The Cassandra Trap: How 
Beijing Could Come to 
Doubt Its Own Digital 
Oracles

The Chinese Communist Party (CCP) has fully embraced artificial 

intelligence (AI) as the foundation of its strategies for governance and social 

control. The plans for AI run the spectrum from mundane to Orwellian. At 

one end, AI eases traffic congestion and streamlines public services. In the 

middle, it helps enforce China’s social credit system and monitors the perform

ance of government bureaucrats. At the extreme, AI powers predictive policing 

programs which claim to anticipate social unrest and sustain the mass surveil

lance and detention regime in Xinjiang.

The prospect of AI-enhanced autocracy is a daunting one for China’s demo

cratic competitors. While Chinese investment in AI still pales in comparison 

to the United States, the People’s Republic of China (PRC) is expending signifi

cant capital in its pursuit of AI dominance.1 In summer 2025, the Chinese cities 

of Hangzhou, Shanghai, Shenzhen, and Chengdu pledged nearly $400 million to 

subsidize AI investment in their regions.2 Chinese engineers have proven worthy 

competitors to Silicon Valley, as evidenced by the shockwaves set off by Deep

Seek’s advances in January 2025. DeepSeek, a Chinese AI model, demonstrated 

capabilities comparable to those of American frontier models, but at a fraction of 

the development time and cost. But for all the handwringing about Chinese 
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advances and investments, artificial intelligence also confronts the CCP with an 

underappreciated risk that I call the “Cassandra Trap.”

China’s leaders, including Xi Jinping, have a habit of framing their thorniest 

dilemmas as classical “traps”—from Graham Allison’s Thucydides Trap, which 

warns of war between rising and established powers, to the Tacitus Trap, 

which holds that once a regime loses public trust even its honest actions invite 

suspicion.3 The Cassandra Trap recalls Cassandra’s tragic fate: she was cursed 

by Apollo so that her prophecies, though true, would never be believed. She 

foresaw Troy’s fall but was powerless to prevent it. For the CCP, the danger 

lies in its reliance on AI—adopted out of distrust for its citizens and bureau

crats—colliding with the inherent opacity of the systems themselves. Because 

AI models can never be fully transparent, trust in their outputs is vulnerable to 

collapse. And once that collapse occurs, leaders have no fallback. A system 

built to provide omniscience instead risks pro

ducing doubt and paralysis. Therein lies the 

trap.

What makes China’s AI-enabled govern

ance look formidable in normal times—its 

centralization, surveillance, and discipline— 

becomes brittle in a crisis when trust and adap

tability matter most. Take, as a hypothetical, 

the PRC’s integration of AI into real-time 

military decision-making. In a fast-moving 

crisis in the South China Sea where success 

depends on anticipating an adversary’s fleet 

movements to ensure force readiness, loss of trust in these systems could lead 

to costly delay and potential defeat. Similarly, in a fast-moving social crisis, 

doubt in the instruments of state control could leave the CCP vulnerable to 

protest and political disruption.

The crux of the problem is that AI systems cannot be made fully explainable at 

scale or under crisis conditions, making confidence hard to restore once doubt is 

introduced. And uncertainty can creep in from many directions in a political 

system where information is often distorted and institutions rely on control 

rather than trust. Citizens and bureaucrats can withhold information and 

subvert reporting out of self-preservation. Adversaries can exacerbate the 

problem through cyber intrusions, real or even just feinted. The result is a 

system that projects power but can become unsettled, leaving leaders hesitant 

when they need their digital oracles most.

This fragility is both caused by and exacerbates the information problems 

inherent to authoritarian regimes.4 Because dictators cannot easily tolerate trans

parency or dissent, the data they receive is often limited and skewed. For the 
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authoritarian, the promise of AI lies in the potential for it to overcome these 

informational weaknesses by collapsing disparate signals into centralized decision 

systems. For example, Beijing has turned to AI-enabled monitoring of satellite 

imagery and emissions sensors to identify pollution violations that local officials 

have incentives to conceal.5 These systems are designed to give Party leaders 

direct visibility into conditions on the ground without relying on potentially 

complicit local cadres. Yet, the very attempt to automate trust can deepen the 

problem. Once data integrity is in doubt—whether through adversarial manipu

lation, bureaucratic distortion, or simple technical opacity—the system lacks a 

capacity for redundant, credible information confirmation.

Understanding how this trap forms, and how it might be sprung, requires 

tracing its logic from first principles to strategic implications. The first portion 

of this article identifies and defines the three features of the Cassandra Trap: 

elusive explainability, the unreliability of data in 

autocratic systems, and the vulnerability to adversar

ial interference. With those ingredients established, I 

turn to the implications for US-China competition, 

examining how the structural differences between 

the two political systems shape each country’s 

relationship with AI and its failure modes. I then 

develop four concrete strategies that US policy

makers could employ to exploit the vulnerabilities 

baked into the CCP’s AI-dependent governance. 

The article concludes by arguing that Beijing’s most likely approach—treating 

AI as an omniscient oracle rather than a fallible tool whose outputs demand scru

tiny—may ultimately prove more consequential than any gap in hardware or 

algorithms.

The Features of the Trap

Unlike other technologies at the heart of US-China competition—solar panels, 

rare-earth magnets, lithium batteries—artificial intelligence, particularly when 

based on large language models, is intrinsically social. It is trained on human 

inputs and relies on human interpretation. To trust a complex model’s outputs, 

decisionmakers must have confidence in the process by which the model 

reached its conclusion. This is commonly referred to as “AI explainability.”6

“Explainable,” however, is not the same as “explained,” and the distinction 

matters a great deal for trust in systems deployed to monitor at governmental 

and societal scales. While technical progress is being made on the explainability 

problem, it remains vexing in the short term and is likely not fully solvable at 
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scale in critical moments. Even advanced explainability tools are like MRI scans 

—invaluable for diagnosis but impractical for continuous use. Just as doctors use 

MRIs to probe invisible ailments layer by layer, engineers rely on tools like attri

bution maps and counterfactual traces to peer inside a model’s reasoning.7 These 

methods can provide a targeted diagnosis of a suspicious output but are far too 

slow and resource-intensive to assess every decision in real time. Moreover, the 

accuracy and usefulness of outputs depend heavily on the quality of the queries 

themselves, which require contextual details that users may not possess, may hes

itate to record digitally in authoritarian contexts, or may lack the time and incen

tive to provide.

The only real way to mitigate these problems is through mechanisms that build 

redundancy and cross-checking into the system. Effective incorporation of AI 

into governance requires not only confidence in the models but also overlapping 

channels of verification that allow inconsistencies to be addressed before they 

cascade. Whether AI enhances governance therefore hinges on institutional 

context: it can either function as one component of a system of systems which 

augments human capacity, or as a monitoring tool intended to centralize, 

monitor, discipline, and control those systems.

Democracies can rely on independent institutions, bureaucratic expertise, free 

media, and pluralistic debate to perform this function. In China, however, where 

dissent is often punished and political incentives reward conformity, these safe

guards are weaker. The brittleness of China’s centralized approach is fertile 

ground for a Cassandra Trap. Bureaucrats and functionaries routinely withhold 

concerns, dissenting views, or inconvenient truths out of fear or futility. 

Silence is reinforced by a political culture which can reward subordinates for 

echoing leadership’s expectations rather than challenging them.8 In such an 

environment, even when AI systems produce accurate warnings or insights, 

those signals may be ignored, downplayed, or filtered before they reach 

decision-makers. The CCP’s reliance on AI thus amplifies a risk inherent to auto

cracy—without trusted redundancy, any crack in model validity can trigger cas

cades of distrust which no parallel institution is equipped to correct.

The problems, however, go even deeper than explainability. Uncertainty is 

magnified when the training data and model designs are themselves potentially 

poisoned by internal political incentives or outside actors. The same political 

incentives pushing Beijing to adopt AI so aggressively raise questions about the 

quality and reliability of the models themselves. CCP leadership doggedly 

pursues AI systems because it distrusts its own bureaucratic cadres, to say 

nothing of its own citizens, ethnic minorities, and political dissidents. But the dis

trust embedded in these relationships can poison the very data that powers AI 

models. For decades, lower-level officials have falsified performance metrics to 

appear compliant, while citizens have self-censored and obscured their true 
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behaviors and preferences—meaning that the models are trained on inputs that 

are saturated with systematic errors, bias, and misinformation. Academics have 

found evidence of such “distorted information flows” within the Chinese 

bureaucracy, where fiscal data has been systematically inflated to meet certain 

performance metrics.9 The prompts and data that officials and citizens put into 

the models that monitor them will presumably have similar biases and strategic 

omissions.

This pattern of systemic distortion is not hypothetical.10 In the early stages of 

the COVID-19 outbreak, Wuhan officials withheld case data from Beijing, 

fearing political retribution—a decision that cost critical response time.11

Similar bureaucratic delays occurred during the 1998 Yangtze River floods and 

the 2008 Sichuan earthquake, when local leaders suppressed warnings to avoid 

blame.12 Under pressure, Chinese bureaucrats often prioritize self-preservation 

over accuracy. If such behavior persists in the era of AI-driven governance 

(and there is no reason to think that it will not) the CCP risks training and refin

ing its systems based on falsified inputs and receiving correspondingly distorted 

outputs. This could deepen the very crises the Party wants to predict and control.

Beyond the challenges presented by explainability and biased data, Beijing 

faces the very real risk that adversaries might deliberately seek to compromise 

China’s AI systems through cyber intrusions. Empirical research in adversarial 

machine learning underscores how even robust models can be derailed with 

minor but carefully crafted inputs. Imperceptible changes to text, images, or 

code can induce incorrect outputs.13 The risk of data poisoning, the use of com

promised training data to subtly bias model behavior, has been demonstrated at 

scale.14 Notably, because the Cassandra Trap is about perception and trust rather 

than reality, breaches need not be successful or even real to erode confidence. 

Mere suspicion of the integrity of the system can be enough to sow doubt.

Consider a scenario in which an AI-enabled internal security system flags an 

emerging pattern of coordinated labor unrest across multiple inland transport 

hubs, based on anomalous mobile phone co-location data and shifts in freight 

movement. Even if the underlying signal is accurate, a single report, regardless 

of whether it is true, that the data or model has been corrupted would immedi

ately complicate decision-making. Rather than acting on the alert, senior officials 

would likely require cross-validation from provincial security bureaus, manual 

review of raw feeds, and supplemental human reporting before authorizing a 

response. Each additional layer of verification introduces delay, and in a system 

conditioned to avoid political blame, delay and obfuscation are the rational 

responses. The result is not paralysis because the warning is false, but because 

leaders can no longer be confident that it is true. In a crisis, that loss of confidence 

can be decisive.
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These three elements—elusive explainability, the unreliability of data in auto

cratic systems, and the risk of adversarial interference—form the necessary ingre

dients of a Cassandra Trap for the CCP. If the trap springs, Party decisionmakers 

could swing abruptly from steady-state reliance on AI systems to outright loss of 

confidence in their outputs. With no trusted fallback, hesitation and paralysis 

may follow, rendering Beijing disadvantaged in the face of domestic unrest or 

deterred at a decisive moment, such as a confrontation in the Taiwan Strait.

Implications for US-China Competition

AI derives its power and peril as much from how it is woven into social and gov

ernance structures as from the technology itself. Algorithms must be trained on 

human behavior, institutional records, and political priorities; in turn, their 

outputs reshape incentives, norms, and authority. This feedback loop means 

that two nations can develop and deploy the same technology and arrive at radi

cally divergent outcomes. For CCP leaders in particular—who have plainly stated 

their intent to integrate AI across industry, government, and society—this 

outcome could be unexpectedly adverse.15 The structural foundations of the 

US and Chinese governance systems create fundamentally different relationships 

with information, authority, and trust—differences which are especially conse

quential in the context of AI integration and crisis decision-making.

At its best, the US political system is characterized by distributed authority, 

institutional transparency, and a culture of public accountability. Power is inten

tionally fragmented across branches as well as federal, state, and local levels. 

While sometimes inefficient, this fosters resilience and adaptability. In the mili

tary domain, principles such as mission command empower subordinate decision- 

making and decentralized execution by focusing on a commander’s intent rather 

than detailed orders, reinforcing resilience through a culture of initiative and 

decentralized problem-solving.16 This is mirrored in civic life, where trust 

tends to flow upward from local institutions, and where corruption is popularly 

perceived as more prevalent at the top than at the bottom, imbuing a degree 

of grassroots legitimacy and responsiveness.

Vocal opposition by some segments of the US populace to broad scale AI 

adoption and data centers, an increasingly polarized information ecosystem, 

and declining trust in institutions overall might lead some to believe the US pos

sesses ingredients of a domestic Cassandra Trap. But while these are real vulner

abilities in the US system, and it will require work to address them, they pale in 

comparison to the issues dogging the CCP. The US political system invites dis

agreement and public accountability whereas the CCP, by design, does not. The 

CCP has engineered a system anchored in centralized control, enforced political 

Philip B.K. Potter

140 THE WASHINGTON QUARTERLY ▪ SUMMER 2026 



loyalty, and pervasive surveillance. Authority is 

expected to flow vertically, and deviations from 

central directives, while common, are seen as pathol

ogies rather than adaptations. Local fragmentation 

and provincial autonomy are a longstanding feature 

of governance, but they are cast as errors to be cor

rected, not strengths to be cultivated.17 The 

People’s Liberation Army reflects the same logic, pri

vileging more rigid hierarchies and political 

reliability over initiative, while civic culture is 

shaped by conformity, compliance, and the avoid

ance of dissent.

These distinctions are reflected in both nations’ approach to AI governance. 

The United States and China are both home to competitive, commercially 

driven AI sectors with numerous private actors racing to develop frontier capa

bilities. The meaningful difference lies not in market structure but in how each 

system regulates the relationship between AI and the institutions of governance 

and social control. In China, that interface is tightly managed: private AI actors 

operate in a permissive commercial environment but within a framework that 

mandates cooperation with state surveillance objectives, requires data sharing 

with Party institutions, and orients deployment toward social monitoring and 

political loyalty.18 In the United States, the equivalent interface is fragmented, 

contested, and subject to public scrutiny, a messier arrangement, but one that pre

serves flexibility, invites correction, and limits the degree to which AI outputs 

can be insulated from accountability.19

This contrast underscores a long-recognized paradox in complex systems called 

the “irony of automation.”20 As machines take over routine functions, the role of 

the human operator does not disappear, but rather becomes more critical and 

more demanding. Instead of handling a mix of easy and hard tasks, human oper

ators are left with only the most difficult and time-sensitive problems, often 

without the benefit of practice on simpler cases. They must also supervise the 

automated system itself, catching errors or anomalies that the machine cannot 

see, which introduces an additional layer of vulnerability. Highly automated 

systems therefore require more attentive, skilled, and trusted human operators, 

not less.21 Yet this human-in-the-loop role is prone to errors, including auto

mation bias (over-trusting machine outputs), loss of situational awareness, and 

“skill fade” as operators lose proficiency through lack of use.22 For the CCP, 

embedding AI deeply into governance and military decision-making risks 

demanding more judgment and initiative from human actors even as the political 

system discourages both.

While there are 
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Chinese leadership’s push for AI integration into governance suggests they 

believe AI will not fall victim to the “irony of automation,” but there is little evi

dence to support this confidence. For the foreseeable future, effective AI will 

require significant human-machine collaboration, especially in high-risk 

environments. Such successful collaboration, though, requires the human oper

ator to question dubious outputs and take responsibility when the machine 

makes errors or produces something ambiguous. It is unlikely the need for 

human judgement will completely disappear in high-risk decision-making, so it 

would be prudent for CCP leadership to take this into account when developing 

their AI strategy. Structural biases in the PRC system, however, suggest that they 

have not and will not.

The two countries also have divergent approaches to AI governance. In the 

United States, efforts are fragmented but adaptive—driven by private-sector 

innovation and partially constrained by public scrutiny. Initiatives like the 

National Science Foundation’s National AI Research Resource and National 

Institute of Standards and Technology’s AI Risk Management Framework 

emphasize openness, interoperability, and responsible use.23 In contrast, 

China’s 2017 “New Generation AI Development Plan” and 2021 guidelines 

from the Cyberspace Administration of China explicitly call for the use of AI 

to achieve state-centric goals such as ideological conformity, data sovereignty, 

and societal control.24 These mandates accelerate deployment but also bind tech

nical systems to political incentives, making Beijing’s AI outputs a reflection of 

what the regime wishes to see rather than what may objectively be true.

A final potential amplifier of mistrust lies in the CCP’s hunger for predictive 

analytics. AI systems are getting better at interpretation and forecasting, but the 

inevitable mistakes that arise from rapid adoption can leave leaders wary. On the 

other side of the equation, repeated errors or overzealous actions which punish 

citizens unfairly also risk sparking backlash. For instance, the social credit 

system has already generated public anger when individuals were blacklisted 

for trivial infractions such as incorrectly separating garbage or eating on the 

subway, prompting authorities to scale back or quietly suspend certain enforce

ment measures.25 These episodes show how missteps can erode legitimacy and 

trust: once leaders and citizens learn that the system can be wrong, it can be chal

lenging to restore confidence.

Contemplating the Cassandra Trap highlights an important and more general 

asymmetry in US-China competition. The United States’ messier, decentralized 

system may at times bog down, but it also provides resilience in the form of mul

tiple channels for information, pluralistic scrutiny of data, and operators trained 

to question rather than blindly accept automated outputs. Beijing, by contrast, is 

betting on AI as a substitute for social trust and bureaucratic initiative, and to 

otherwise address challenges which stem from deep inside their autocratic 
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model. Under these conditions, sustained pressure 

may be sufficient to expose the internal frictions 

and self-defeating dynamics built into China’s AI- 

dependent system.

Opportunities for Contestation

While the CCP’s AI strategy is engineered to tighten 

control, the very design choices that make it powerful 

in peacetime expose a series of exploitable pressure 

points in crisis. American planners can lean into the Cassandra Trap by pursuing 

four strategies to use the system’s weakness to their advantage.

First, target model integrity and data reliability. Injecting calibrated ambiguity 

—through diplomatic messaging, cyber-enabled influence, or the selective release 

of contradictory open-source evidence—can force Beijing to question the prove

nance and trustworthiness of the data feeding its AI systems. The objective need 

not be to deceive decisively or to overwhelm China’s information architecture, 

but simply to introduce enough uncertainty to disrupt confidence in automated 

assessments. Because senior officials already distrust many data sources and 

struggle to interpret opaque, rapidly updated models, even modest amounts of 

synthetic noise can trigger demands for cross-validation, manual review, and 

additional reporting. In a highly centralized system, which punishes false posi

tives and political misjudgment more severely than delay, these verification 

cycles consume time, diffuse responsibility, and blunt initiative. The result is 

not confusion for its own sake, but a predictable shift from speed to caution 

that consumes time, compromises initiative, and provides strategic advantage.

Second, exploit human incentives inside the bureaucracy. Routine anti-cor

ruption drives and the threat of scapegoating encourage officials to prioritize 

self-preservation over candor. By highlighting inconsistencies between central 

directives and local realities, competitors can take advantage of this culture of 

caution, motivating regional leadership to pause for further verification rather 

than make a mistake. The same logic applies to the “lie-flat” ethos spreading 

among mid-level Chinese technocrats and young professionals; the more atten

tion is drawn to the risks of acting, the more likely those officials are to freeze 

in place.26

Third, illuminate and expand the Chinese system’s blind spots. Ordinary citi

zens, hackers, and even local police units have developed ad-hoc workarounds to 

avoid triggering the government’s automated surveillance. For example, in the 

face of Beijing’s use of spyware on citizens’ phones, one coder created an 

Android application that hides sensitive information like location, messages, 

US planners can 
pursue four strat
egies to exploit 
China’s Cassandra 
Trap
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and contacts.27 Showcasing and normalizing these behaviors (but without necess

arily directing them) erodes the perceived omniscience of the monitoring archi

tecture. As doubts accumulate, CCP leaders must assume that their dashboards 

may be poisoned or simply incomplete. That credible fear alone can slow decision 

cycles, buying the precious hours or days needed to de-escalate a showdown.

Fourth, exploit frictions between Beijing and local officials. Provincial and 

municipal leaders frequently drag their feet on directives that shift costs or liab

ility onto them, especially when compliance threatens local budgets, political 

standing, or personal security. Empirical research on China’s anti-corruption 

campaign shows that heightened central scrutiny systematically alters local offi

cials’ behavior: when inspection intensity rises and punishment becomes more 

visible, officials respond by reducing discretionary activity, delaying approvals, 

and avoiding initiatives that could expose them to future blame.28 Rather than 

improving compliance, intensified oversight often produces caution and 

inertia, as cadres prioritize political survival over policy execution. By underscor

ing the gap between central mandates and local capacity—policies that impose 

financial burdens, require improvisation, or entail visible downside risk— 

outside actors can amplify these existing incentives for delay and dilution. The 

result is not open resistance, but quiet non-implementation, slowing policy 

rollout and weakening the appearance of seamless central control from within.

Some might reasonably question whether setting a Cassandra Trap is too 

passive a tool given the stakes of AI competition, but its strength lies in its 

subtlety. It is far easier—and often more effective—to sow uncertainty than to 

deliver consistent, timely disruption. Undermining trust in the system’s 

outputs, especially during moments of crisis, can be just as powerful a deterrent 

as degrading the system itself.

Resilience Over Omniscience

The United States and its democratic allies would do well to lean into their 

decentralization, adaptability, and trust in distributed decision-making. Rather 

than racing to match China’s intrusive use of AI, the United States should 

simply take its cue from Apollo (the Greek God, not the space program), 

sowing doubt and creating conditions under which Beijing’s omniscient centra

lized systems become its undoing. Thus, for China’s democratic competitors, 

the long-term strategy must not be simply technical, but cultural. Resilience in 

the age of AI will hinge on the capacity of individuals and institutions to ques

tion, reinterpret, and when necessary, override automated outputs. That requires 

an educational system designed not merely to produce technical proficiency but 

to foster independent judgment, critical thinking, and institutional initiative. 
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Students must learn how to work with AI tools 

without surrendering to them—understanding both 

their potential and their fallibility. In effect, cultivat

ing the habits of autonomy and distributed decision- 

making in the classroom prepares future leaders to 

preserve those same qualities in government, the 

military, and civil society. Such investments ensure 

that democratic societies retain the adaptive advan

tage in an era when authoritarian rivals may be paral

yzed by rigid, over-centralized reliance on their digital oracles.

In the long run, democracies will retain an advantage not just by building 

better AI, but by avoiding the brittleness that comes with over-centralized 

reliance on it. Beijing’s gamble is that AI can substitute for trust; the Cassandra 

Trap suggests that gamble may one day prove its undoing.
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