or (Nearly) Zero Dollars
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HVAC Server

e On Facilities Manager's Desk
e Open Door

e 2010 Hardware

e Windows Server 2008
e No Disk Encryption

e Not Domain Joined
e HVAC\Administrator

e Password: 1234
e No Antivirus/EDR

e Not Domain Joined

e No System Monitor/Alerts ll i
e No béckups '
e 24 /7 3rd-Party Remote Access DANGER "

e No Network Isolation




W 2023 = 2024YTD 9. Education: Hubs of Knowledge and Innovation

Critical infrastructure g'sg Educational institutions, particularly universities, are increasingly targeted for their intellectual property,

State institutions/ 376 personal data, and operational vulnerabilities. Attackers often aim to disrupt operations or monetize
political systems = 82 ] stolen data on the dark web.
Education I? 83 5 '
Total Major Threats:
Corporate targets _I 10 113 cyber incidentsk .
Media 10 29 171 « Dark Web Exploitation: Selling stolen academic research and personal data.
5 63 . « DDoS Attacks: Crippling online learning platforms and administrative systems.
Other .1 0 Mitiaation Strateaies:
Asof Mar. 36 3004 Global Avg. Weekly Cyber Attacks Per Industry
* One incident may target more than one sector. Initial a ¢ (2022 Q1 Compare to 2023 Q1) ment robust cybersecurity frameworks including identity
malevolent actors may not always coincide with report _ | ini : k |
Source: European Repository of Cyber Incidents Educ ation /Research 2507 [+15%) r security awareness training. strong network segmentation and
e 1725 [+3%) help reduce exposure to cyber threats.
Healthcare 1684 [+22%]
Communicatons 1538 [+9%]
ISFM5F I 1312 [-11%)
Finance/Banking SEE——— 1712 [+3%]
Ulies . me—— 1155 (+17%] Schools and colleges are top targets of
Retal/Wholesale m——— 1079 [+29%]) . . .
Th - dustri —— N Insurance/legal  EE————— 1055 [+13%] cybercrlmlnals in 2024
ree Indaustries stand out as ke Leisure/Hospitality I 997 [+45%]
Y Manufacturing  EEEEEE—— 592 [+1%] Average weekly attacks on educational institutions are up 37% so far this year.

targets in the first half of 2023:
technology, energy and education,
according to recent analysis by
Gatewatcher.

SIAVAR/Distributor I 553 [+5%]
Consultant I 2B [+ 265%]
Transportaion I B4 [+ 2%
Joftware vendof IEEEEEEEEEEEEEENN——— 763 [-5%)]
Hardware vendor I 525 [+31%]

ducation

Gatewatcher CEO Jacques de la Riviere tells ITPro that schools and
universities “suffer from a significant and recurring lack of resources,
investment, and staff — and they offer criminals a lot of return”.

Why Education Is a Prime Target

Educational institutions, from schools to universities, have become prime targets for cybercriminals
due to the vast amount of personal data they store. Students’ personal information, academic records,
and financial details are valuable to attackers, particularly those seeking to exploit vulnerabilities in

legacy systems or unsecured networks.

“There is access to a database of student and teacher accounts,
confidential information that could be resold and technological and
engineering data at research establishments.”

Higher education institutions are often targeted by Ransomware and phishing attacks, with the
disruption of research and academic resources being a significant concern. Moreover, the decentralised

nature of many educational systems means that security may be inconsistent across departments.

Impact of Cyberattacks on Education



Internal Vulnerability Scan

For

Philomath School District

November 7%, 2023
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Detailed Findings and Recommended Mitigations by Vulnerability

ks secinn goetants detaded Scan results from e network mappng and vaineraldty scans. Vilnerabdites idenibed have 3 recommended mibgabon

Solpion ot shousd ba conscend i oo I0 eslalissh of maeiam 3 e Re ek
p—)

Widrtrrability Siroality LCV55 Riscommandalion
Microsolt SOL Senver Critical 10 Uipgrade lo a version of Microsolt SOL Senver that is
Unsupportied Viersion curranily supportied,
Derlisction | nermobs chick)
Vidmerability Severity V5SS Recommendation
Mazila Foundation Criical 10 Lipgrade fo a version that is curently supported.
Unsupporied Apphication
Dalachon
Widnarability Sty LSS Recommandabon
Unsupported Web Server  Critical 10 Remaove the wab sanver if # is no longer needed.
Derlection Otherwise, upgrade o a supporied version if possible or
gswilch bo another server.
Visneisrahddy SRty LVa5 Racommandabon
Apache Logd| SEol (<= Critical 10 Lipgrade fo a version of Apache Logd) that is curnently
1x) supported
Visnerahdity Sanvarity CWa5 Recommandalion
Microsolt MWET Core SEol  Crtical 10 Lipgrade to 8 version of Microsolt NET Cone that is
| curmenlly supporied.
_Vuinerabd ) Savanty _CVSS Racomimendation I
ASPMNET Cove SEcl Critical 10 Uipgrade o a version of ASP MET Cove that is cumanily
Supportid
WVidnarabulity Sevedity CV5S Recommendaton
Unsuppored Windows 05 Critical 10 Upgrade 1o 8 suppored serdce pack of operating System
[rernoia)
Wirasrabdity sty LSS Hecommandabon
S5L Version 2 and 3 Cribcal 98 Congull (he spplicabon s documetabon io deabls S50
Protecl Dehescson 20and 3.0
Uise TLS 1.2 (with approved cipher suites) or higher
inshead
ulnarability Severity CVES Recommendalion
Zooghs Chrome < Critical 5.8 Upgrade lo Google Chromes version 119006045105 o
115.0,6045.105 Multiple later.
Wulnerabslibes
Vidnerabikty Severty CWES Recommendation
Mozl Firlh
Curl 7H9<8
_Bufler Qverft
Widrarahdl
KBS031364
2122 | Azure
Z2HZ Securit
[Dcober 202
Meczilla Firefc
Wuldnerability
Mecrosoft Me
Cuainng RCE
21554, Quau
Vulnerabd
== LINN BENTON LINCOLN
Wl ekl b
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S2Score

Overall Score

Administrative

Physical

Internal Technical

External Technical

New scan (Y/N)

Number of response changes

S2SCORE® Scale

The S2SCORE® is calculated in a range from 300 to 850, The lower the score, the higher the risk, and vice versa,

The applicable ranges for a $25CORE" are:

Excellent T80.00 = 850.00
Good 660,00 = "T79.00
Fair 600.00 - 659.99

Poor. 50000 - 59999
Very Poor. 300.00 - 459999




A

Get your & {:HogeJrher
J

e IT Logins/Passwords/Credentials
o Service Accounts
o Tech Accounts
o Generic Superadmin
o Generic/Shared Accounts

e Apps & Services
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Vaults Coend Tools Reports Organizations

FILTERS All vaults
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Log in

[- russianhacker@microssoft.biz

Remember email

Continue

Create account

Vaultwarden Web
2025.7.0

A modified version of the Bitwarden® Web Vault for Vaultwarden (an unoffscial re
Vaultwaddén i gl astodiated with the Bitwarden® project nor |



k Account Goals

1. Generic SuperAdmin for All the things!
2.0ne account per thing.
5. MFA AH .I.he .I.hlngsl Account Type Permissions Generic? Provisioned? 5507 MFA?

Service ? Yes MNo Mo Yes

. SuperAdmin A Yes Mo Mo Yes

4. ObVlOUS nd meS Tech Admin B Maybe Maybe Maybe Yes
School Admin C Mo Yes Yes Yes

5 i SSO 'I:O I e\/e ryo N e e ‘ Se ! Specialized Staff D Mo Yes Yes Yes
Staff E Mo Yes Yes Yes

Students F Mo Yes Yes MNo

6.Strong passphrase /password
/.Least-privilege
8.No shared staft accounts



SuperAdmin (Web Apps)

e Email: BingBong.Adminephilomath.kl2.or.us
e Username: BingBongAdmin

e Password: Mulled-Reptile3-Strobe-Sandblast-Machine v

N

bitwarden

Login credentials

\

Bing @ SSO
Bong®. =31 MFA (TOTP)

> ¥




: Adrminstrataor Froperties
Local Admin P

Remote conbrol Remate [

(Servers) Gened | MembaiO | F
L Adrmanstrator

= O
it
o

G Wm Mm O

[ T i S i -3

I
i I ¥ I
e A

Set Password for Administrator ? X

Mew pazsword 'Pa SSWO rd] ‘

Confitm password Password] s Password]

1. If you chck OFK., the following vall occur:
This user account will mmadiately loze access to all of s encrypted
filez, ztored pazswords, and personal zecunty certificates.

If pous click Cancel, the password will not be changed and no data loss wall
DCCLN

0K Canced




Microsoft LAPS: Install and Setup Guide
Step 1: Install Microsoft LAPS Software on Management

Computers

/ Windows Server / ldentity and access /

What is Windows LAPS?

M | APS Admins

PESLIEPC Properties

Location Managed By Dial-n
General Operating System Member Cf

Local Administrator Password Solution

Delegation

Curment LAPS passwond expiration:

16 October, 2025 08:03

?

Bit Locker Recowveny

LAPS (Workstations)
Scope Details Setfings Delegation Status

Policy definions (ADMX files) retrieved from the central store.

System/LAPS

Policy

Cuf@.muﬂﬂmdpmmﬂdemﬁu‘s
' Authorized password decryptor

Policy
Configure password backup directony

I&dmﬁm?
Policy

Configure size of encrypted password history

I Encrypted password history size

= Policy

Enable password backup for DSEM accounts
LAPS Enable password encryption
Mame of administrator account lo manage

I Administrator account name

Policy

Set new LAPS password expiration:

Thursday , October 16, 2025 8:03 AM v| Expire now

-Famdﬁd'thgs
Passwond Complexity
Fassword Length

LAPS local admin account name:

localadmin

Password Age (Days)
Passphrase Length (words)

LAPS local admin account password:

Password]

Policy

Post-authentication actions

Copy password

(e pessyord_|

Grace perod hours):
Actions:




v o Workstations
=/ Accounts (Workstations)

v 3 Servers
wr Accounts (Servers)
h!ﬁ Accounts (Domain Controllers)

Computer Configuration (Enabled)

Windows Settings

Security Settings
Local Policies/User Rights Assignment

Policy
Deny log on as a batch job
Deny log on as a service

Deny log on locally
Deny log on through Terminal Services

A {9

HY Domain Admins
%Eewer Admins
MY Workstation Admins

Setting

PHILOMATH\Workstation Admins, PHILOMATH\Entemprise Admins, PHILOMATH\Domain Admins
PHILOMATH\Workstation Admins, PHILOMATH\Entemrise Admins, PHILOMATH\Domain Admins
PHILOMATH\Domain Admins, PHILOMATH"\Enterprise Admins, PHILOMATH\Workstation Admins

NT AUTHORITY\Local account, PHILOMATH\Domain Admins, PHILOMATH\Entemprise Admins,
PHILOMATH\Workstation Admins



Other user

ADMINPERSON
PASSWORD1 =

Sign in to: PHILOMATH




| Active Directory Users and Computers
File Action View Help

Service Accounts . Uk meie e

| Active Directory Users and Computers [DC.philomath.k12.0r.us] Namea Type
Remote Deskiop Services Profile COMe erbute Edtor > S Saved Queries 2, Meraki User
| v 33 philomath.k12.0r.us E,E-canne T
i » (1 Builtin _
. E. Service User
e fae ‘= SUmpiEs E}Sewite User
oPhone ol at » 2, Demain Controllers _
sCrtical SystemObeect ol set > » || Foreign3ecurityPrincipals E’ S'EM_CE Users
3 Deleted <not st > » | Managed Service Accounts E" service User
sRecyced ol sets v 31 PSD17) E. Service User
pegPhoto nol set > v (3] Users E}Sewite User
ok el v (3] Security Groups &, Service User
abeted R ol et > y &1 Data Groups EI- Service User
astKnown Parert <not get > . :
ast L ogolf enot st s 3 :.._ Entra Groups E', Service Ljear
jsall 000N F— » &) Filter Groups E,Ser-.rir_e User
» &) Main Groups R, Service User
egacyExchangeDN  «not set: . » =) Manual Groups &, Service User
m Prwd History v 3| Overnide Groups Eggwife Llcas
3 Owerride Main
v |3 Override Student Services
v (g Owerride Unicn
2| Print Groups
= | Student Services Group
= | Tech Groups

Hing Lser FHILUMATH Seraice amman



Generic Account Emails

-

7

" Admin Console

Login with Google

® Default

Google SAML

PROTOLOL

SAML

CERTIFICATE TYPE
SHA-256

AUTO-ACCOUNT CREATION

® Enabled

—>

CREATED AT

Sep 1, 2020

UPLDATE STHATEGY

Always Update

Test

Adobe Admin

Organizational unit

philomath.k12.orus > Service

® Active

Google 0IDC

FPROTOCOL

OIDC
CREATED AT AUTO-ACCOUNT CREATION
Oct 18, 2021 ® Enabled

UFDATE STRATEGY

Always Update

Test

(5&1: default)




Parent of a Canvas User?
Click Here For an Account

% CANVAS

Login

such.admin@philomath.k12.or.us

Password

Forgot Password?

Help  Privacy Policy Cookie Motice Acceptable Use Policy

Facebook X.com

< INSTRUCTURE

Meet the Instructure Learning Platform:

Canvas LMS  Mastery Connect  Elevate Analytics Impact

Google Group Alias:

) Lall &
SERVICE - IT Admin (0)
pphilomath k12.orus
® Up o date Group details
i .I Illi '.\_
EDIT MEMBERSHIP QUE
INSFECT GROUP Alases

Group labels

Access type: Custom  Mailing Dynamic

@philomath k12.0r.us

Add a group description

lomath.k12.or.us
k12 orus
llomath.k12.orus
k12 orus
hk1Z.orus
ath k12 or.us
athklZorus
WS

k12.0r.us

iOF. LS
ymath k12 .orus
wmath.k12.orus
lomath k12 orus
nath.k1Z.orus
ith k12 or.us
philomath.k12.oru



Generic Staff Accounts

e Substitutes

e Student Teachers
Qo\un’reers

S

First.Lastesub.domain

First.Lastestudent.domain

K-2 Students



Scream Test!

e Mostly a last resort

I N
e Mind your timing

e Disable, don't delete

e Have a backout plan




b
ONE-TIME |
PASSWORD |




Hello Philomath!!
Josh Bete with the Tech Department How do | enable 2FA? (Two-Factor Authentication)

Towdary 1 e i b 50t Afece TorD-F a0 tor Autherrteladngn (AFs inown ot TFA siti-Facbor or MFA ) I'm sure you've all heard by now the need for Two-Factor Authentication, but as a refresher 2FA:
i ulry Pulrer el whetpees aboutl € ared 0 ueme f rury Leem Bor & be Srary moraier bt Peee s the Sruth

Most of you ane usng JFA alfeady somewhene, whether you lonow £ OF not

» Reduces the likelihood of your account being compromised by over 90%

« |s now mandatory for all staff to maintain PACE insurance compliance.

I i rpieenl o= iy o el o e pos il St O ] Seieviage il G oo |l Tl sty Sl o well (B ieeeeed 0 * Takes about 90 seconds to set up.

There are multiple forms of 2FA. We highly recommend just doing "Phone Numberand getting a text message. It's the most

H.H]-r ks and ofvef e OTUSonS Rdse “'-":F-"!'d A o YEAS TR, ] s ?:!:hﬂ PR convenient, you might get 3 or 4 texts a year, your phone number isn't used for advertising, it's not sold to anyone, the tech
- department can't see anything you're doing on your phone, and Google doesn't get any additional access to your phone.
Two-Factor Authentication:

Here are the steps to enable 2FA:
+ Taiory 8 whoppryy P9 cordhs I0 10l U W Coger
o Reuiet The Bl of WOuF SO0 Dy COMErOimcted [uscied) By 0er 0
= Wl oo b EEbEry 07 Al LA 80 e PACE @ D DO ) e avemr = =5~

. N L e

1) From GMail or Google Drive, click your little profile icon in the top-right and click "Manage your Google Account®

1]

M Gmad O Sarch

| highly recommend you get ahead of the curve and enable it now., before & becomes mandatory.

& A Comgena Ci
=
Hete i the seup Guate! ~ Ry
(5 steps. 90 Seconds. ) B -
Em e onf e B w ] L " i | il e T 1= ¥ T it £ iy ol i Ty g F

I'm gonna be real with you about phones._.

| e iow=wp Bl Muper 8 O G reberwaloer Sl T pfeecsr st Wt | ordierilaeed Ter refl aispieries ey coreaeTTl e Lirgeely oo rreed

Im D i rore T ampTre n dedreeeed s cnamg ST D Tewr phore wree B et reesPy 5 oSy s ey oo (Bl a8l pierty for our purpeea |
WA el D] Gy [up i OoF P bl flaleeied Sl dwb e yede®sh 3 Cdefrprrinhfsl &

T i e o el Silr et i Mined Furt iFiS P LS Pordei. el Ty bl Bt T AT fadeireerdd. | Paby st B Diies Bl o drel it S e e
ONOrep e O pE D OF Dl P TPy D MR AT DTl T SRR SO T GV H0eaO B 06 OF FaDfiy O Dyl MOy B T3 PETT e
eyl T D L] Tl DOl DebC S 30 Ml Sl e b T R0 D rade-E  FROES ek MumiDer s | G0y D00 F png OPeOeSel B urbd B SehDui Ty By T
it o pond T 1=l B ooy £ B Ay o o e a1

[ e s AT TLERT WO e Al

FPgrncrafy S ey care ol ol choerae B ey morwy ol piyyeesl ety by e s wenure . Py end recrmeeraery
1 srel [oef ol BP0 Sl Py Tl ] ey L0l fi e O S Laalehl datEalegg

Er ma uf alilnf T PR Ll | oy o

HEAe] e A T AR ERONGRy NIRRT A e Do e 800 Taets Fa0ior A0 & reamie OF saeone.

. s pop men o Bl R aop am e n i o LE. LEn BN BN ED  comoomm oEC E . o Smm oaEn. (EE. BE Ew on BEN Em N Ea mme. s mw pEoEMS um mn QR En BN o Som.  cnu CEoaEN. m omn m. - SEEES. cmn moam QNS B Ew. B on auam mEEe Emo CEms s sm mnoome an BEEs m GEEER - i meoan o me g omniienad oBTe SEUERR. i . o . moame nogm o mm o - mom



Philomath™

My Devices

el &l e Sty

A
A
A
L i
L
..l

Poaplic® EH% ol 1€

P h i I D m at h MeshCentral

General Desktop | Terminal Files

Desktop - HVAC

Disconnect | Comnecied

E-

e

4
-
-

o

s
Il

Db kg mia !

el i Al

e B

Press Cirl+Alt + Delete to unloc

2858

| +Del | 5end || Clipboard || Type |  input

2 ms 00o00:10 Tools

~HCECwQL&axs)

Temms & Privacy




Proxmox

P h i IO m ath MeshCentral

0 ;l ] =

Remember this device for 30 days.

Back to login

Linux

administrator@noc-josh:~% ssh truenas_admin@truenas-backup.philomath.kl2.or.us -i truenas-backup-key-ecdsa
Enter passphrase for key 'truenas-backup-key-ecdsa': l



Student Services:
o SpEd (Special Education)

Staff Positions:

o Admi
mn o SpEd Case Managers

Group Info Teochr

o Counselor e SLP (Speech/Language Pathology)

e Instructional Assistant e ELL (English Language Learners)

Non-School Locations: * Custodian e MTSS (Multi-Tiered System of Support)

e DO (District Oftfice) * Media (Library) o Formerly RTI

e SSO (Student Services Office) : E:if:n Union/Contract:
e FO (Facilities Ottice) + Manager e Licensed (PEA Members)
e TO (Technology Oftice) . Nurse o Classified (OSEA Members)
e CCP (Clemens Community Pool) * Admin
Non-Staff Positions: e Confidential
School Locations: e Student e Exfra Duty

e CPS (Clemens Primary School) e Coach Special Cases:

* PA (Philomath Academy) e Substitute e District Media

e PES (Philomath Elementary School) e Student Teacher e District Kitchen

e PMS (Philomath Middle School) e Board Members e PEA Leadership

e PHS (Philomath High School) e Volunteers o OSEA Leadership

e KVCS (Kings Valley Charter School) e External (Usually ESD) * Registrars

e Campus Stewards



Account Creomon

PS5 Lo -:I:-u.h v TEmids 2\ CREATE-ACCOUNT-5TAFE ., PS5
First "-.qr-r Potato

Patakc .
Middle Initial (Optional)?: S-I-Uden-l- SerVICeS
LAST Name:: FOoTato

| Teacher |Coach |Counselor |CustodigePinstructional Assistant |Kitchen|Medha|Nurse|Student Teacher | Admin |OFf Cffice: SpEd
Pos1t1on7 : L 5 i

alid LocatWens A Thia position: BES CPS5 | KVCS PA | PES PHS S
LacCation S : B

Patat

Populate Groups

: LSPRE-GCDS-AD-SCRIPTPS1 X | CREATE-ACCOUNT-STAFE.PST

arrployes Type

Flease Reviow:

Full Name: FOCATO FOTati
UserPrincipa | Nam potato. poTaboRpn lomath . K ISgEr . us Qa7
s AMAC countName ; potapota S48 if ($True) {
Mail: potato. potato@phi lomath.kl12. or.us 949 start-Transcript -F'i!th $global :LOGFILE -Force
Ol ; OU=BES, DU=5taff , 0U=Users ,0U=P5D17] , DCMgi Tomath , DC=k12 , DC=0r , DC=us 950 Delete-DisabledStaff
U ST migu 1 S e ane:: LR=otato Potato. OU=BES DlI=5TarT . DlUlss erss =500 7 ) L D =0 | st B L =12 D =pr . DL =5 g951 Delete-D9sabledStudents
Home [hrectory: ‘truenas.pht lomath. k12.0or.us' ".—-'I'- potapota 952 '--l":ﬁr'Ftr'-"':'ﬂf_”Dﬂlﬂ
Press Enter to Verilly User: 95 3 Check-Tit1e0ffice
954 Set-BasicInfo
= 1 Check-BasicInfo

S5et-IPphone
Fix-5taffuserAccountContral
Set=-StaffUnion

LD LD
i
o Ty W

O LA
T -]

Set-EntrabroupMesbers
Set-5taffFilterGroup
Set-S5taffDataGroup
Clear-MainGroupMembers
Clear-55GroupMembers
Clear-UnionGroupMembers

Position

e
. £T

o O &N on

v

(Vo ¥ m]
Y ol il P e

e

Set-55GroupMenber s
Set-MainGroupMembers
S5&t =Un1onGroupMember s
Fix-UmionConflict
Set-Overri1deGroups
Set-MetaGroupMembers

Member Of Pasaword Repication Dialin  Object

SE4510MS FRemote cortrol
COM- Atibute Edtor

Accourt  Profile  Telephones  Drgamizaton

Suspend-Inactivelomputers

Move-5tagedComputers

repadmin /syncall JA fe

iF (SUNATTENDED) {
Archive-5StudentFolders
Create-StudentFolders
Archive-StaffFolders
Create-StaffFolders
Fix-5ShareFolders

T T

d
W oh s

WD WD W R0

PG

350
Substitute
TO

Lo ]
Al Fed =

¥

Stop-Transcript
Send-MTPReport

D LD
0N DD on 0o

W o L




e Wiwow  Hep

Geesegle Cliisd Direclany Syrs - 5. 039 - Mo/ bdmisaniaten Goeghe Ol et riyss enfialc anfig we

Googhe Clowd Directory Sync

Goagle Bamain Canfiquration ®Valation Revis & Syne |

LOAF Canfiquration P —

L Corfigs
-\.mm a |:|-----|!--I--I:;||ﬂl|II

i ganiFatsnsl Unity Crgargational Unty
L dercowrty

Rinse Arcounks [T L]
e Frpilad.

o Leges

Rt flrssinng
Lagging
Jwme

To @) PES SpEd Case Managers X () PMS Custodians X
© ccCP Licensed Staff (PEA Members) X () KVCS Coaches X

@ PMs Office Staff X  cpd I

| CPS Staff
Subject cps.staff@philomath k12.or.us

o CPS Admin Mail
Classification cps.admin@philomath.k12.or.us

CPS Teachers Mail
cps.teachers@philomath.k12.or.us

PSD CPS All Staff
psdcpsallstaff@philomath.k12.or.us
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CAM—>GAM7 < GCAMADV-XT3

How to Install GAM7 S e AR S TR Or DN T A

T plak I dudperedsd st aff-faden’

#kr BEka
i PLi

Installing GAM7

Use these steps if you have never used any version of GAM in your domain. They will create your GAM project and all e per Lok ryimak |10
necessary authentications. d "HisTr"
"|| |.-.l|-||=-.u| L=

Things we do with GAM: .
e Sync ImmutablelD for MS365 SSO ) Creste & Mist of all pernissiens (Ve Esurh

"iwwar il peimleslon fOls, g

e Take ownership of all Calendars
e Take OWﬂGFShip of all Shared dl’iVGS ‘- - .'l-llm--l-ll--r-.-l--ll- Fepes |owes
e Unshare all files owned by suspended users

= =i I.-Jl-r:-.ul.l.'

e Enforce Drive Sharing Settings

e "Hide"” Groups and Users ' ' “~PEARARYRRALS
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Google Credential

Provider for
Windows®

Google Credential Provider for Windows®
(GCPW) lets users sign in to Windows®
devices with the Google Account they use for
work. GCPW provides users with a single sign-
on experience to Google services and all the
security features available with their Google
Account. |

Sign in using your work account. 8




Chrome
Remote
Desktop




For Heln, chek Help Topics on tha Help Menu
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Network Chomges

~/1 IP Schema

a.167.x.x.x = 10.x.x.x PRE
V2. VLANs L\

a.30 — 200+

. Linewize

by Qoria

UBIQUITI

N E T W O R K S
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- 5.Firewall
‘asco Merak a.Meraki = OPNsense '-



Firewall

Filter

Switching




®
OPNsense
Securing networks made easy

Linewize l t

o G Linewize

m— |




'?""-’“-"Ez_

e Cheap

o 2 Mini PCs
o 1 Raspberry Pi
o 2x Dumb Switch

e Hardware Agnostic

e Hardware Failover
o Proxmox High-Availability

e WAN Failover
e Centralized L3

B .
s —— /

L

OPNsense’

Securing networks made easy

Trunk —

NFS —
Management —
Passthrough ......... >



@ JPNsense s e g p—— i B

Lodebry

Dashboard

LS

Lobby: Dashboard

Fasyword

TYEHE O

System Services Interface Statistics Gateways Firawall
Lopout Information
B Hoportie [
e e ACME cliand [} |_|'|'I:ll'|li':| :
= System Narme » |G —— R -
l-h-—l--—

ih Interfaces
&8 Firewall
g VPN

O Services
¥ Power

& Help

Versions
OPMNsense 25.1.1
amdGd
FreoBSD 14,3
RELEASE -4
Openssl 2.0.07

Updates

Uptime
d1 days, b ld:3]

Syitem Conlifaiation

a0
u
g

Lo

[ Pyl Belay (opldld)

> |

DL Pyd Belay [aptl))

N FIREWALL

IPsec VPN

Storage DDR3 RAM

DEC2687 - OPNsense® Rack Security Appliance

jory: Hardware

Powercord

LS

NEW MODEL!

UPTO 50% FASTER*
¥ -:_-:"."'l.::" o from ff I PSS '.:"':._-.-?-ﬁul:::l =

aragd o the prey [ |



Bonus: Integrations:
' OPNsense e Multi-WAN 1
Securing networks made easy .
* VPN e Radius
o WireGuard ¢ Zabbix
Standard Stuff: > OpenVPN o XEN
: e VMWare
e Firewall o IPSec N
¢ NAT e DDNS ° Wazuh
e ACME / CA e Virtualbox
e VVLANSs . NTP e QEMU
. _ * Puppet
e Trattic Shaping / QOS « IDS/IPS . NUT
e DHCP o Suricata : 'C\';?’fdoud
® DNS > Crowdsec e Google Drive/Cloud

e Reverse Proxy e Tailscale / ZeroTier

® Web Ul + MFA + SSO e Lload Baldncing e Tor



i.II

OPMNsensa

Services: Intrusion Detection: Administration

W General Settings

w  Detection

Pattern matc her

w LogRing

Enabie sy

og alerts

Rotate |« T4

Apply

|

I
"ﬁ' | Security Stack , Search for anything...
o

Organizations

"R BN BT R .
Enroll command How to install Security Engine?

L Try the new Enterprise offer!

Monthly alert quota exhas 500 [/ S00 alerts received

(U Engines U
= Cuota reset on 30th SEF'.'E o Recover 34812 mlﬂﬂ]ﬂg alerts

/N Alerts

@ Dacisions {:l Search by name, tag or id

~ Remediation Metrics Show only archiv
lad Active Inactive SIOWCDN Y ACTIVEC

¢ Hub

Enroll date (newest)

8 Service API
Security Engine Troubleshooting

[ Notification settings Get an ow urity Engines’ status and identify Engines that

" Allowlists

“ OPNsense

amponent

Back to the default design

7 Feedback




e Hypervisor

o VMWare — Free DELL Server + Proxmox

X

o $15k Savings/yr PROXMOX

<> TrueNAS

e NAS

| o Tegile = Daktech Server + TrueNAS
e o $100k+ Savings

o Use whatever drives

e Phones

e Cameras
o Dahua = O

o Multiple Dol

o Cisco CUCM — Sangoma Phones + FreePBX
o $100k+ Savings
o Use whatever phones freePBX

®

d Servers + ZoneMinder

AY) ZoneMinder

ars! in savings

o Use whatever cameras



€, Phones

debian e Cameras

* Hypervisor

e NAS

\

?O\/\/

Also:
e Fail2Ban

DSTRIKE

e UFW (Uncomplicated Firewall)
e Zabbix/CheckMK Agent
e Key-Only SSH

e /FS

e LUKS Encryption
e Unattended-Upgrades



Enabled Foaturos

WP
] omcPve
| LPD Printing
Bonjous
] e Pristing

L] WS-Discovery

. Tl Conrvlegmar e

Enabby DHCPvA FQDMN compliance with RFC 4702

Shiwy IP Address

O eve

] soote

¥ 9100 Printing
] AirPrint

] »Ps Printng
L] wWs-Prirt

L] TFTP Configuration File

——

’ .
.J h

e s e
_.r R
~ =

| o

SmEEr .- e s e o

LA L A A R 1 1 ] ] (L LR LR CL L RN L 1] ] eSO

W DHCP
] automp
LPD Bannar Page Printing
O LLmmr
L] FTP Printing
[ swp
L] ARP-Ping
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PROXMOX

¥ TrueNAS

X PROXMOX



Backups - Drives

The Bathtub Curve

.

AGE OF COMPONENT >

y- - r2 77 7>
A A o A
Ry A dud Pad
/////11114

FAILURE
PROBABILITY —

y- 7 Ty
/////11114
',,,,r "
/////11144




SO ¢ 1x Backup Server

$1800 > 6x 20TB Drives (Refurb)
SO ¢ 1x TrueNAS-Backup (Old R720)
$180 > 8x 6TB Drives (Refurb)
SO ¢ 2x PBS Backup Servers (Old Desktop)
$1000 o 4x 20TB Drives (Refurb)
$700 ¢ CubeBackup Annual Subscription (Google)
$700 ¢ CubeBackup Annual Subscription (MS365)
$3000 ¢« Wasabi Fees



Fun? Stuff



ot Group Policy

Accounts (Domain Controllers)

" Accounts (Pearson)
| Accounts [Servers) o

Accounts (Staging)

" Accounts (Workstations) ® .
A PowerShell 7 (x64)

| Annoyances v. -
' Auditing o | Default Domain Controllers Policy (o B PowerShell 7.5.3

Iimue::j?;lterrrfui;a.ltefsn - ( PS C:\Users\ > degpofix /target:dc

rureAdConnect Fix (DCs O r : - _
o

" Btlocker (Workstations) ¢ M DE‘F& L It- Dl::'ma N Flﬂ II |:'_'|" (. °

" Chrome (All Users) ®9

" Chrome (Generic)

A PowerShell 7 (x64)

o
®o | |
PowerShell 7.5.3

[ Chrome (Students) ower: 7.5.3 | | | |
" Chrome (Tech) Fa LCi\Users) > dcgpotix /target:Domain
" Chrome (Workstations)

) : I- " ... r.r . -

[ Chrome Settings (Staff) 3 ’ .E I:l 1 I:. it ¥ griin o

| Datetime Format

" Default Domain Controllers Policy

" Default Domain Policy F:_l:ElIJII'tITIEnE-: 5 ?
°

' Disable Firewall (5taging] LT TF . N2 "
" Disable Remote UAC for PDO (Workstations) I||I|||I||'|d|:||I|I.5 E'I:rll'l:r ":h:I" I:"-II}

" Group Policy Loopback

' Edge ‘ Computer Configuration (Enabled)
i =_
" Folder Redirection o
" Group Policy Loopback s ' . | e e
[ Group Policy Processing (Workstations) 4 | .ﬁ Kerberos | Pobcy defintions (ADMX fles) retieved from the central store
" Hibemation (Workstations) ° _é Micraso Edit... System/Group Policy
" Kerberos
[ MSFT Ec
" LAPS (Workstations) : ; «  Enforced b Policy Setting
" M Drrve (PHS111) ail M3FTIn ¢+  liml Caaklad Corfigure user Group Policy loopback processing mode Enahled
" M Drrve (PHS506) Mode:

" Map V Drive (Staff)
" Microsoft Accounts (Disable)



Microsoft Security Compliance Toolkit 1.0

This set of tools allows enterprise security administrators to download, analyze, test, edit and store Microsoft-recommended security configuration baselines for
Windows and other Mscrotoht products, while comparing them agasnst other secunty conhgurations

Version:
1.0

File Name:
Windows 11 v23H2 Security Baselinezip

Microsoft 365 Apps for Enterprise 2412.zip

Windows Server 2022 Security Baseline zip

windows 11 v24H2 Security Baseline zip

Windows 10 Version 1809 and Windows Server 2019 Security Baseline zip
Windows 10 Update Baseline.zip

SetObjectSecurity.zip

Windows Server 2025 Security Baseline - 2506.zip

Windows 10 Version 20H2 and Windows Server Version 20H2 Security Baseline.zip
LGPO.zip

Windows 10 Version 1607 and Windows Server 2016 Security Baseline.zip
Windows 11 version 22H2 Security Baseline.zip

PolicyAnalyzer zip

Microsoft Edge w139 Security Baselinezip

Windows 10 version 22H2 Security Baseline.zip

Windows 11 v25H2 Security Baseline zip

i MSFT Edge Version 128 - Computer

(& MSFT Internet Explorer 11 - Computer

5[ MSFT Intemet Explorer 11 - User

(4] MSFT Microsoft 385 Apps v2412 - Computer

(2] MSFT Microsoft 365 Apps v2412 - DDE Block - User

5[ MSFT Microsoft 365 Apps w2412 - Legacy File Block - Uses

(4] MSFT Microsoft 385 Apps v2412 - Legacy File Block - User (OVERRIDE)
(& MISFT Microsoft 365 Apps v2412 - Legacy JScript Block - Computer
[ MSFT Microsoft 365 Apps v2412 - Require Macro Signing - User

& MISFT Microsoft 365 Apps w2412 - User

(=] MISFT Windows 11 24H2 - BitLocker

= MSFT Windows 11 24H2 - Computer

&I MSFT Windows 11 24H2 - Credential Guard

= MSFT Windows 11 24H2 - Defender Antrvirus

= MSFT Windows 11 24H2 - Domain Security

2 MSFT Windows 11 24H2 - User

= MSFT Windows Server 2022 - Defender Antivarus

=/ MSFT Windows Server 2022 - Domain Controller

2f MSFT Windows Server 2022 - Domain Controller Virtualization Based Security
5] MSFT Windows Server 2022 - Domain Security

= MSFT Windows Server 2022 - Member Server

(2] MSFT Windows Server 2022 - Member Server Credential Guard

& MSFT Windows Server 2025 v2506 - Defender Antivrus

=] MSFT Windows Server 2025 v2306 - Domain Controller

& MSFT Windows Server 2025 v2506 - Domain Controller Virtualization Based Security
(& MSFT Windows Server 2025 v2506 - Domain Security

& MSFT Windows Server 2005 v2506 - Member Server

i MISFT Windows Server 2025 v2506 - Member Server Credential Guard



Kill Old Stuft Encrypt Stutt

. LLMNR ° LM (LDAP) e LDAPS Only

 LDAP Signing
e RC4 (Kerb
e WINS . SSL é Oer eros) e LDAP Channel Binding

» NetBIOS e SMB Signing
. LLDP* * TLS 1.0 e SMB Encryption
e TLS 1.1  UNC Hardening



CERTIFICATE

1 #!/bin/bash

freePBX
N |

2 openssl s_client -connect $(dnsdomainname):636 -showcerts 2>/ "
= dev/null </dev/null | sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE O

< CERTIFICATE-/p' = /usr/local/share/ca-certificates/ e, .> .‘

= ldap_cert.crt

3 update-ca-certificates

AR



X Certificate and Key management - D

File Import Extra Help

Private Keys  Certificate signing requests = Certificates Templates Revocation lists

Internal name - commonMName CA Serial -

~ M@# strongSwan Root CA strongSwan Root CA  + Yes 308EDD3C59705399 New Certificate
JA=# carol carcllé@strongswan.org 1099DDB30EYSFD4 5E Export
Ae® dave davefistrongswan.org 3A4TDOFAD3I0B8BY93E Import

JEE® moon moon.strongswan.org 4AETT58452CA9CES e

J=E moon £ moon.strongswan.org 2Z2B2OF9CE4 JEE4CZ A
Delete

Import PKCS#12

Import PKCS#7

Plain View

Database: fhome/andi/xcaDatabase.xdb



HTTP(S
'

Method

2 View Certificates... Authorities Import...
o

5 s Sl
Issuer {internal CA)

“ General

(2048)

Country Code

(Intermediate CA)

State or Province

(Intermediate CA)

4.  |pload Custom Certificate

-

'
]

o

5 & 2 https://
o

Site information for

E| Connection secure h

Connection verified by a certificate issuer that is
not recognized by Mozilla.

Clear cookies and site data...

Your connection is

Attackers might be trying to s
truenas.philomath.k12.of

Learn more about this w

NET::ERR_CERT_AUTHORITY_INVALID




B s Crypto

B s crypto 32

SOFTWARE

Schannel
These settings enable or disable various options systemn wide, When the checkbox is grey it means no setting has been specified and the
default for the operating system will be used. Click the Apply button to save changes.

Key Exchanges

& 15 Crypto

B s coposo [ Narrac
Templates

Load and save built in or user defined templates. Select a built in template from the drop down box or load your own by clicking the open
button, After a template is loaded, chick the Apply button to save changes to the computer,

st 2ACI ]
Template

Name:  Strict

o' Description:
This template tets your server to use the strictest settings possible. It disables weak protocols induding TLS 1.0 and 1.1. It also removes
all non forward secrecy/AEAD cipher suites which may break dient connedtions to your website.

Last Updated; 20250115



purple knight

PING powered by % semperis

SECURITY ASSESSMENT REFPORI

Security Posture Overview
Domain Risk Level: 85 /100
Indicators of Exposure
It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the

better Indicators Failed to Run

A ACTIVE DIRECTORY

[-connectlocal
~ Stale Object : 0 /100 1 rules Trusts : 85 /100 A rules
matche

] ~ miaiched
ions related to wser gr t is abrouf Bnks between bwo Active

~ Privileged Accounts ; 0 /100 1 rules ~ Anomalies ;0 /100 12 rules
| matched maiched

bout administrators of the Active \ t is about specfic security controd points

IM-CONNECTVAG...

— N Tl E][.r"na ns |i_'1| .
- = Indicators
g | CPingCartle 2.5.1.00ad_he_ndsedv.de.himl B G B ndedv.de PingCastle 2015
4 2018-09-28 Appendix 2 - Scoring Method
e
Appendix 3 — ANSSI Scorecard
Staled Objects Privileged accounts Trusts Anomalies

Inacive user of compuber T+ B 55 Oid tnust probocol Bachup

Imprarsible change SIDHisory Golden Bokod

Dbsolebe OF

Trust impermeability | Local group vulrsability

0id muthenlication prolocols Trust indctive Hibwork sniffing

Provesionng
Replcation Password relrieval
Undinished migration Reconnaissance

Vulnerahiity management

WWeak passwond

Legend
scofe is 0 - no risk identified but some iImprovements detected




() GitHub v1.6.0
downloads '137k

ScubaGear is an assessment tool that verifies that a Microsoft 365 (M365) tenant's configuration conforms to

the policies described in the Secure Cloud Business Applications (SCuBA) Secure Configuration Baseline
documents.

() GitHub w050 ] PyP1 OIS0 GitHub downloads [5.8k | PyPI downloads |S22)month

cense IGO0

Developed by CISA, ScubaGoggles is an assessment tool that verifies a Google Workspace (GWS)

organization's configuration conforms to the policies described in the Secure Cloud Business Applications
(SCuBA) Secure Configuration Baseline documents.

For the Microsoft 365 (M365) rendition of this tool, see ScubaGear.
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People...

TeeN CoM\X




e |dentification, Auth
o Principle of Le

tication, Authorization

Privilege

e Confidentiality e Redundancy

o Info -> wrong place e Backups
e [ntegrity e Encryption

o Thing “works”, but lies e Network Segmentation
 Availability e Disaster Recovery Plans

o Thing broke



People People Problems

o External (Null) o Clueless
o Delegated (Third-Party)

o Internal (Access)
» Admin (Access + Privilege)

e Lone Wolves
e Fat Finger
e bager Beavers

e Actual bad guys



Trust

Internal (Staff) Admin (IT
Bl Clucless A Clueless Clueless
A Lone Wolves I Lleme Wellves @\ves
B Fat Finger B cct Finger Fett Fingier

A Eager Beavers A Eager Beavers
| WNGTCINSENSY | Asiuel bad guyes ~ Asiucl bad guys




“"“"’"ff}? a.‘
B

-

1.No foul allowed ever.
2.No harm, no toul.

3.Much harm, much foul.
4.LARPing

)






Activity Stream

¢

@ WAITING TIME TODay (1) CHANNEL DISTRIBUTION ()

[ [ .

@ New Ticket

Log in to helpdesk.philomath.k12.or.us

My Bandling timae D minwt

TITLE *

AEEIGNED Can't log in to Destiny

TEXT
| can't log in to Destiny and my pants are on ﬁrel

S

Thehorts asabgned 1o me: 11 ol

WHAT BUILDING ARE YOU IN? (OPTIONAL) WHAT ROOM ARE YOU IN? (OPTIONAL)

Technology Office Room #999

WHEN ARE YOU AVAILABLE? * CATEGORY *

Any time today Technology
If you have problems with the third-party login you can

Request the password login here.
Can't log in. Destiny x

Go Directly to Knowledge Base (No login required)

Cancel & Go Back




@

9 Classlink  Helpful Links Dastrict Website Back to Helphesk

O How can we help you? Search for an answer or a Lopic..

1+ "4

BrightArrow

= G & =

Chromebooks Document Cameras Google & GMail

ClassLink Helpful Links District Website Back to HelpDesk

Q How Do |

How do I add and use my Document Camera on my Staff Chromebook?
Document Cameras — https:/ [helpdesk.philomath.k12.or.us/#knowledge_base/1/locale /fen-us/answer/68

How do [ open Word Docs and Excel Sheets in Google from my G Drive?
Google Drive — You will have to do this process once, but most likely once per file type (i.e. once for documents, once

How do | set up Multiple Monitors/Displays with my Chromebook?
Chromebooks — 1. Make sure the Displays are connected to the chromebook 2. Click on the Clock in the lowe...

How do I stop my Chromebook from going to sleep\shutting off frequently?
Chromebooks — settings there for 'When Inactive and plugged in/on battery’ that you can change to 'Keep Display On' or "Do

How do I open a ZIP file on my Chromebook?
Chromebooks — (If you do not have a mouse, on the touch pad you do this by clicking with two fingers together at the

How do I use Printers on my Staff Chromebook?

OO TE RS — TILLENS. | f TE LD S K DR RCH T LB 2L il HNERN LS W E o W ] S

9 Classlink  Helpful Links  District Website  Back to HelpDesk

QL How can we help you? Search for an answer or a topic.,
B Phitamath SD17) Knowledge Base G chromebooks E How do | access the M Drive or V Drive on my Chrome Laptop f Chromebook?

How do | access the H Drive or V Drive on my
Chrome Laptop / Chromebook?

You CAN access your Windews H Drive (Home Folder), as well as the Shared Drive (V Drive) from a Chrome device!

There are some limitations however:

1) You must use a district-managed device.

2) You must be on-site and connected to Chrome WiFi (or wired internet). You CANNOT access the H and V Drives from home
using this method.

3) You will need to login to the shared folder again if you restart your Chromebook.

To get started:

First, sign into your device. Then click the menu button (Circle in the bottom left of the screen):

O

MNow look for the "Files” app, and click it.

>

Play Store
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Stutt you 100% have to pay for

WKH e Antivirus

CROWDSTRIKE
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BONUS!

DYMO Label Maker Machine with Tape -
100H LetraTag Handheld, Comes with 3
LT label tapes. Great for Home & Office
Organization

Visit the DYMO Store
G oAy s (A8 05 | Search or atk

B+ baught in past month

_52-;.:..-'“ '5-.33!!2

List Price: S0 )

FREE Returmns
Avallable at a lower price from other sellers that may not offer free
Primé shilpping.

Style: Machine + 3 Tapes

Machine + 3 | | Pink Machine * 2
Tapes Machine + ...  Tapes

3302 $25.240 24,99
L] | FORT [E N
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stCO re Last Snapshot New Snapshot
Overall Score [_) () C} ' '.f /] (+178) .

Administrative S2SCORE® Scale

The S2SC0ORE® 15 calculated in a range frgm J00 1o B50. The Ioaver the scorg, the higher the risk, and vice versa,

Physical (

Very Poor Excellent

Internal Technical The applicable ranges for o S2SCORE are:
Excellent T80.00 = 850.00 Poor 50000 - 599949
Good 660,00 - T779.00 Very Poor. 300,00 - 49999
External Technical Fair 600.00 - 659.99

New scan (Y/N) - No

Number of response changes - 67
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