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“System Administrator” - Philomath School District



HVAC Server
On Facilities Manager’s Desk
Open Door
2010 Hardware
Windows Server 2008

Not Domain Joined
HVAC\Administrator
Password: 1234
No Antivirus/EDR
Not Domain Joined
No System Monitor/Alerts
No backups
24/7 3rd-Party Remote Access
No Network Isolation

No Disk Encryption







S2Score



Get your shit together

IT Logins/Passwords/Credentials
Service Accounts
Tech Accounts
Generic Superadmin
Generic/Shared Accounts

Apps & Services





1.Generic SuperAdmin for All the things!
2.One account per thing.
3.MFA All the things!
4.Obvious names
5.SSO for everyone else!
6.Strong passphrase/password
7.Least-privilege
8.No shared staff accounts

Account Goals



⛔ SSO
✅ MFA (TOTP)

Email: BingBong.Admin@philomath.k12.or.us
Username: BingBongAdmin
Password: Mulled-Reptile3-Strobe-Sandblast-Machine

SuperAdmin (Web Apps)

Bing
Bong
Bing
Bong



Password1

Password1 Password1

Local Admin
(Servers)

Password1
Password1



Password1

“SuperAdmin” (Workstations)



IT Admin Accounts
Domain Admin
Server Admin
Workstation Admin
Entra Admin
Google Workspace Admin



ADMINPERSON
PASSWORD1



Service Accounts



Generic Account Emails



Google Group Alias:Google Group Alias:



Substitutes
Student Teachers 
Volunteers

Generic Staff Accounts

K-2 Students 
First.Last@student.domain

First.Last@sub.domain



Mostly a last resort
Mind your timing
Disable, don’t delete
Have a backout plan

Scream Test!



MFA







Proxmox

Linux



Group Info
Non-School Locations:

DO (District Office)
SSO (Student Services Office)
FO (Facilities Office)
TO (Technology Office)
CCP (Clemens Community Pool)

School Locations:
CPS (Clemens Primary School)
PA (Philomath Academy)
PES (Philomath Elementary School)
PMS (Philomath Middle School)
PHS (Philomath High School)
KVCS (Kings Valley Charter School)

Staff Positions:
Admin
Teacher

Counselor
Instructional Assistant
Custodian
Media (Library)
Office
Kitchen
Manager
Nurse

Non-Staff Positions:
Student
Coach
Substitute
Student Teacher
Board Members
Volunteers
External (Usually ESD)

Student Services:
SpEd (Special Education)

SpEd Case Managers
SpEd IAs

SLP (Speech/Language Pathology)
ELL (English Language Learners)
MTSS (Multi-Tiered System of Support)

Formerly RTII

Special Cases:
District Media
District Kitchen
PEA Leadership
OSEA Leadership
Registrars
Campus Stewards

Union/Contract:
Licensed (PEA Members)
Classified (OSEA Members)
Admin
Confidential
Extra Duty



Account Creation

Populate Groups

Union

Student Services

Location
Position



GCDS







GAM GAMADV-XT3

Things we do with GAM:
Sync ImmutableID for MS365 SSO
Take ownership of all Calendars
Take ownership of all Shared drives
Unshare all files owned by suspended users
Enforce Drive Sharing Settings
“Hide” Groups and Users

GAM7



HARDWARE







$1800
86"

$5000

75"

$5000
75"



1. IP Schema
a.167.x.x.x → 10.x.x.x

2.VLANs 
a.30 → 200+

3. Internet Filter
a. iBoss → Linewize

4.Network Switches
a.Cisco→ Unifi

5.Firewall
a.Meraki → OPNsense

Network Changes



Network

64 😑

Firewall

Filter

Switching





Trunk
NFS

Management
Passthrough

Cheap
2 Mini PCs
1 Raspberry Pi
2x Dumb Switch

Hardware Agnostic
Hardware Failover
Proxmox High-Availability

WAN Failover
Centralized L3





Bonus:
Multi-WAN
VPN

WireGuard
OpenVPN
IPSec

DDNS
ACME / CA
NTP
IDS/IPS

Suricata
Crowdsec

Reverse Proxy
Load Balancing

Standard Stuff:
Firewall
NAT
VLANs
Traffic Shaping / QOS
DHCP
DNS
Web UI + MFA + SSO

Integrations:
Kerberos
LDAP
Radius
Zabbix
XEN
VMWare
NetData
Wazuh
Virtualbox
QEMU
Puppet
NUT
Nextcloud
GIT
Google Drive/Cloud
Tailscale / ZeroTier
Tor





Hypervisor
VMWare → Free DELL Server + Proxmox
$15k Savings/yr

NAS
Tegile → Daktech Server + TrueNAS
$100k+ Savings
Use whatever drives

Phones
Cisco CUCM → Sangoma Phones + FreePBX
$100k+ Savings
Use whatever phones

Cameras
Dahua → Old Servers + ZoneMinder
Multiple Dollars! in savings
Use whatever cameras



Also:
Fail2Ban
UFW (Uncomplicated Firewall)
Zabbix/CheckMK Agent
Key-Only SSH
ZFS
LUKS Encryption
Unattended-Upgrades

Hypervisor
NAS
Phones
Cameras



Upgrade Firmware
Reset BIOS
Set BIOS Passwords
Assign RM to Dedicated NIC
Disable RM
Disable Unused Protocols
Apply OS-Level Mitigations
Disable Hyperthreading

Old Hardware



pve-backup

pbs1 pbs2

pbs

TrueNAS-Backup



Backups - Drives



1x Backup Server
6x 20TB Drives (Refurb)

1x TrueNAS-Backup (Old R720)
8x 6TB Drives (Refurb)

2x PBS Backup Servers (Old Desktop)
4x 20TB Drives (Refurb)

CubeBackup Annual Subscription (Google)
CubeBackup Annual Subscription (MS365)
Wasabi Fees

$0
$1800

$0
$180

$0
$1000
$700
$700

$3000



Fun? Stuff



Group Policy

1. 2.

3.

4.

5?



Security Baselines

Group
Policy



Kill Old Stuff

LLMNR
mDNS
WINS
NetBIOS
LLDP*

LM (LDAP)
NTLM (LDAP)
RC4 (Kerberos)
SSL 3.0
TLS 1.0
TLS 1.1

LDAPS Only
HTTPS Only
LDAP Signing
LDAP Channel Binding
SMB Signing
SMB Encryption
UNC Hardening

Encrypt Stuff



636

LDAP(S)

389



XCA



HTTP(S)
1.

2.

3.

4.

5.



IIS Crypto









People...



Identification, Authentication, Authorization 
Principle of Least-Privilege

Redundancy
Backups
Encryption
Network Segmentation
Disaster Recovery Plans

C.I.A.
Confidentiality

Info -> wrong place

Integrity
Thing “works”, but lies

Availability
Thing broke

Broad Solutions



External (Null)
Delegated (Third-Party)

Internal (Access)

Admin (Access + Privilege)

External (Null)
Delegated (Third-Party)

Internal (Access)
Admin (Access + Privilege)

Clueless
Lone Wolves
Fat Finger
Eager Beavers
Actual bad guys

People People Problems



Trust

✅ Clueless
⚠️ Lone Wolves
✅ Fat Finger
⚠️ Eager Beavers
⛔ Actual bad guys

✅ Clueless
⚠️ Lone Wolves
✅ Fat Finger
⚠️ Eager Beavers
⛔ Actual bad guys

Internal (Staff) Admin (IT) *External (Public)

⚠️ Clueless
⛔ Lone Wolves
✅ Fat Finger
⚠️ Eager Beavers
⛔ Actual bad guys

⚠️ Clueless
⛔ Lone Wolves
✅ Fat Finger
⚠️ Eager Beavers
⛔ Actual bad guys

⛔ Clueless
⛔ Lone Wolves
⛔ Fat Finger
⛔ Eager Beavers
⛔ Actual bad guys

⛔ Clueless
⛔ Lone Wolves
⛔ Fat Finger
⛔ Eager Beavers
⛔ Actual bad guys

Legend:

✅ No Trust Violation
⚠️ Questionable
⛔ Trust Violation



How can I fuck it up?

1.No foul allowed ever.
2.No harm, no foul.
3.Much harm, much foul.
4.LARPing



Good = EasyGood = Easy









Antivirus
Web Filter

Stuff you 100% have to pay for



Label Things



S2Score



Thank you


