A Minimum Viable
Security Program



Brian Myers PhD, CISSP, CCSK

SafetyLight LLC

Experience

« 20 yearsin software development
« 10 yearsin information security

Past Positions

« Director of InfoSec, WebMD Health Services
« Senior AppSec Architect, WorkBoard
« Senior Risk Advisor, Leviathan Security

Current Work

« Independent Information Security Consultant

Volunteer
«  Western Oregon University CS Advisory Board
«  OWASP AppSec Days PNW (2021-2024)



Getting the Slides



SMB: Small or Medium Business

Source | Definition (employee count)

Boston Fed 1-500
Cisco 250-499
McKinsey 1-999
Microsoft 25-299
Salesforce 1-200

Verizon 1-999



Cyber Reality for Small Businesses




CNBC Small Business Survey

August 2021

« 56% not concerned about an attack this year
« 59% confident they could quickly recover

» 28% have an incident response plan

« 26% carry cyber insurance



SMB Cybersecurity Research Report (2024)

®1in3

SMBs have
experienced
a cyberattack

Average cost of

cyberattacks for
SMBs is over

$250K

Microsoft Security



AW VIKINGCLOUD®

VikingCloud’'s 2025 SMB
Threat Landscape Report

In the past year alone,
VikingCloud research revealed:

(o)
o 24
Of SMBs were hit with malware.

=@ 19%

Faced a denial-of-service attack.

O 19%

Faced a deepfake scheme trying to

access sensitive business accounts.

14%

Experienced a ransomware attack.
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Average and high end of cyberattack costs:

Investigation and recovery
Fines

Cost to reputation

Missed opportunities

Other costs

B¢ Microsoft Security

Average costs
$77,957
$20,623
$73,393
$23,806
$58,666

High end of costs
$3,930,000
$655,000
$1,310,000
$6,550,000
$3,275,000



SMBs have to run a tight ship on tight margins. It's no surprise that
VikingCloud data shows a successful cyberattack could put nearly

1in 5 SMBs out of business.

The ramifications of an SMB cyberattack can be crippling:

5 5% of SMBs would go out of
business with

mastercard
$50,000
in financial impact from a cyberattack.
For 32%, it would take less than @ VIKINGCLOUD?
' $10,000 VikingCloud's 2025 SMB

or less than a day of downtime. Threat Landsca pe R9p0rt



Real Incidents, Real Costs

Ransomware found an open remote-desktop port.
Every project file was lost.
An employee clicked a phishing email.
Patient data leaked. Weeks of rebuilding trust.
An email looked like it came from the owner.
Three months of salaries gone.
No one applied Microsoft’s Exchange patch.
Data on 100,000 patients stolen. Legal fines: $200,000.
Property Laptop stolen from employee car.

management Data on 620 residents exposed. $15,000 in fines.
Ordered to comply with its own written security program.




What Guidance do SMBs Get?




SOC 2 or ISO 27001

Total time for first audit
Cost of first audit
Annual staff hours
Annual audit

3-12 months
$15,000 - $60,000
Hundreds of hours
$8,000 - $40,000



Standards and Guidelines for SMBs

Essential Eight

Canada Baseline Cyber Security Controls for Small and Medium Organizations

)
CISA Cyber Essentials

12 Steps to Securing Your Business

Critical Security Controls: Implementation Group 1 (1G1)

FTC Cybersecurity for Small Business

Mastercard Small Business Cybersecurity "Quick Wins"

NCSC (UK) Cyber Essentials

NIST Cybersecurity Framework (CSF) 2.0 Small Business Quick-Start Guide




Control Area AU CISA NIST CSF
Canad FTC Small| Master- UK Cyb
Essential | o0 | CISIGL | Cyber | ENISA matll MAaster | op uick| -~ Yoo
Baseline ] Biz card Essentials
8 Essentials Start)

Backups

Endpoint protection

Identity management & MFA
Incident response

Least privilege

Logging & monitoring
Network security

Patch management
Email/web filtering / anti-phish
Encryption

Policies & awareness training
Secure config / hardening
Secure remote access

Business continuity & recovery
Mobile/BYOD

Data classification

Supply-chain risk mgmt




Missing from the SMB Guidelines

Personnel Screening, role training, remote work, sanctions, offboarding, culture...
AOWHEI A1y EhE I8 Secure areas, equipment and media disposal, environmental controls...
Supplier & Third-Party Contract clauses, monitoring, supplier incident requirements...

System Development Secure coding, SDLC, test data, encryption, development environments...
Technical Operations Change management, capacity planning, clock sync, log analysis...
Information Transfer Secure file sharing, confidentiality agreements, records management...
Compliance Legal/regulatory requirements, privacy obligations, compliance audits
Management & Strategy Org-wise risk strategy, capital planning, continuous monitoring, metrics...

Al Governance Internal Al use; vendor Al drift; Al use transparency; licensing...







MVSP = Interim Risk Reduction

« Reduce exposure to the biggest

security risks N

 Establish a simple, sustainable

security management process



Criteria for Brian's MVSP

A “minimal” security program should include controls that
are:

* Needed by most companies

* Directly address common threats

* Give good value for the cost

* Foundational for other best practices



Maturity

Data Backup

Make backups
regularly.

Patch Management

Apply vendor patches ad
hoc.

Keep backups offsite.
Test ability to restore.

Set a patching cadence.
Expedite critical patches.

Document RPO/RTO.
Run restore drills often.

Automate scanning.
Report on patch status.




9 ®

Security starter kit « Not a certification
Substantial risk reduction « Not auditable
Digestible by a small org « Not a good final state

Foundation for growth



e Assets

S
===N FOUNDATION EREESSiile=Iilelst

* |dentity

g] oAV =@l BV =IpeT « User Devices
* Infrastructure

e Resilience

@122 >y (e[S « Supply Chain
 Governance




MVSP Main Points

Create asset inventories

Centralize identities

Require MFA

Grant minimum permissions
Protect user devices

Filter spam

Secure network access

o

Back up data

Retain system logs

Plan for incidents

Assess vendors

Assign a security leader
Write a working agreement
Train staff

Review risks periodically



Foundation: Assets and Classification

* Create inventories of all:
— hardware assets
— software assets
— data assets

 Create a data classification scheme

— Include rules for handling data in each %

classification F\




=~ (Create asset inventories
[

Asset Type Owner Data Sensitivity Serial # or ID Lifecycle Vendor/Provider Notes
Hardware IT Manager Confidential SN-LAP101 Active Dell Encrypted, under warranty until 2026
Hardware IT Manager Internal SN-LAP102 Active Apple Encrypted, auto-updates enabled
Hardware IT Manager Internal SN-LAP103 Retired HP Awaiting disposal
Software  Ops Manager Confidential - Active Google Covers email, docs, storage
Software  Ops Manager Internal - Active Slack Technologies Collaboration and messaging
Software  Finance Lead Confidential - Active Intuit Accounting and payroll
Data CTO Restricted - Active Salesforce Holds customer accounts and contracts
Data HR Lead Restricted - Active Workday Personnel files, benefits
Data Marketing Director Confidential - Active HubSpot Collected leads; purge unsubscribed entries

https://safetylight.dev/talks



Public

Internal

Confidential

Restricted

https://safetylight.dev/talks

Intended for people
outside the company

Routine business info
not meant for public

Sensitive business
information

Regulated data or
security secrets

= Create a data classification scheme

Website, press Anyone
releases...

Policies, internal All staff
emails...

Contracts, personnel Authorized

reviews... staff
Pll, encryption Execs or
keys... sysadmins only



Safeguards: Identity and Access

Require passwords be unique, strong, and not
shared.

Manage all staff identities in one place.
Configure everything you can to use SSO.
Require MFA.

Assign users minimum necessary permissions.




Safeguards: User Devices

Ensure all user devices:

* Require login

* Use the primary identity provider
* Are configured securely

* Have anti-virus protection

* Get updates regularly




Safeguards: Infrastructure

* Configure company email provider to filter spam

* Ensure company-managed networks:
— Are securely configured
— Are protected by a firewall
— Require a secure connection for remote access
— Require encryption for any supported Wi-Fi




SSO

MFA

Passwords

User devices
Network

Remote
Work

Wi-Fi

Resources for Safeguards

How to Implement Single Sign-On
Office 356; Google Workspace

Multi-factor Authentication for Your Corporate Online

Services

Implementing Phishing-Resistant MFA

Password Administration for System Owners

Password Policy Recommendations for Microsoft 365

Device Security Guidance

Network Architectures

Modern Approaches to Network Access Security

Home Working: Preparing Your Organization

Bring Your Own Device (BYOD)

Securing Wireless Networks

Security Senses
Microsoft; Google

NCSC
CISA

NCSC
Microsoft

NCSC

NCSC
CISA

NCSC
NCSC

CISA


https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal
https://support.google.com/a/answer/12032922?hl=en&ref_topic=7579248&sjid=7516130390414350597-NC
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.ncsc.gov.uk/collection/passwords/updating-your-approach
https://learn.microsoft.com/en-us/microsoft-365/admin/misc/password-policy-recommendations
https://www.ncsc.gov.uk/collection/device-security-guidance
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/network-architectures
https://www.cisa.gov/sites/default/files/2024-06/joint-guide-modern-approaches-to-secure-network-access-security-508c.pdf
https://www.ncsc.gov.uk/guidance/home-working
https://www.ncsc.gov.uk/collection/device-security-guidance/bring-your-own-device
https://www.cisa.gov/news-events/news/securing-wireless-networks

Operations: Resilience; Supply Chain

* Back up critical data.
* Configure systems to keep system event logs.

* Make plans for:
— Recovering from disruptions.
— Responding to security incidents.

» Evaluate vendors/partners. @



Resources for Operations: Logging

Logging & « Logging and Protective Monitoring NCSC (UK)
Monitoring « Best Practices for Event Logging and Threat Detection ASD (AU)



https://www.ncsc.gov.uk/collection/device-security-guidance/managing-deployed-devices/logging-and-protective-monitoring
https://www.ncsc.gov.uk/collection/device-security-guidance/managing-deployed-devices/logging-and-protective-monitoring
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf

Questions to Address in the BC/DR Plan

If something goes wrong, who decides what to do first?
Which systems are business critical?

How will we communicate if email and chat are out?
What steps do we follow to restore from a backup?
Have we told customers our RPO/RTO goals?

Who is authorized to talk to customers?



e Risk Assessment

 Response and Recovery
. Determine Severity

. Assemble

. Stabilize

o b WN

. Recover

. Close Qut

 Procedures
* Appendix A

* Appendix B:

https://safetylight.dev/talks

Response Team
. Assess and Prioritize

. Communicate

Contact Info
Resources

Business Continuity Plan

Last Revlewed: Octaber 8, 2025

Purpose

This plan describes how MindPath, will =
atter a dianugtion. The goals are ta:

v Reduce cowntime
Mt customer expectations
 Protect the company's reputatian

Roles
far] Do this plan and
Disruption Respamse  Coordinates crass. team recovery afforts. The respanse team
Team includes

.o

+ Lead Software Deuslaper

T Engineer

» _customer support oirector
Exccstive team Satfed of significans disruptions and divedt extemral

cammunication {to austomers, vendors, counsel...|

Employees May be asked to belp with respanse.

Risk Assessment

s secticn iz about knowing what parts of aur busingss we can't afford ta lose, ihat might
Krncck them out, and how 1351 we need them back. Wit them came helgs clanfy what must
b restared firt

Crfical Businass FuncHoas

+ Saas platfarm [Leaming Management System| - praduct we sel
Cusbamer support and commenicatices (emall, helpdesk, status page)
Sevelapment and deplopment pipeiing [GHub, C/C0, ANS erwiranmants)
* Financil functions (Elling, payrolly

Possible Disruptians

* ZWSservice outage ireglonal or account-specific)

External: Customer Support Directos prapares draft updates; Executives approve before release
Updates may go to the status page, direct emall, ar sadal channelz depending an impact

Regubar updates ane shared unsi recovary | complate

Development Lead restones systerms from backugs or snapshots as requined

T Engineer ensures internal toals |Google Warkspace, identity, S50 remain operational.
10 moritars recovery progress and sots schedule for follaw.up commonication.

7. Close Out

70 declares systems stable and operations restored.

curives approve and release final customer Lpdate,

Response Team halds  short debrief 10 recced what happened, what warked, and what needs
Improvement

Procedures

The falwing procedures will assist In resahing some disruptices.

s
estore from backups ar snapshots using AWS Backup and RIS srapshats.

Gaogle Warkspace
Use Google Admin Conscle B0 reset accounts, reva ke sessions, and restone acoess.

Tranzoiben | Transcipticn Service)
 the Tranzcriben 421 iz cown, vides upicads are accepted but branseripts are delayed. If
Transcribag ks down mees than 48 haurs, inform custamars that transcripts wil be delayed urtil
the vendor recovers. No albemate vendlar s currendly in place. Executes wil resiew whether to
Initiate an emergency vencor searth.

saripe (3iling Services)

funavaliable, invrices can be issued manually fram Geegle Docs/Sheets and payments
callocted by bark transfer. Recancilabion with Stripe aceurs ance restored.

+ Ransorware, mabware, or data carmuptian
« Accldental deletan ar miscenfiguration

« Vendor autage (e 5. Trarscriben AR cawnl

+ Loss of Gongle Workspace acces: {emai, identy, 5501

+ Office unavailability (natural dsaster, power, connectiity)

Dapondencies

EC3, RS, 33, 1AM, CeoudFront]
*  Goagle Woekspace (igentity, emall, Docs, Drive, Mest)

* Transeribes AP {vices transcript integratian, service degradotian |f unavallable)
* GitHub ane ©/CD system [saftware delisery)

« Suripe (825 ioweidng and payments: A%, credi cird, remingers, recancliation
Rocovery Objectines

*  Saas platiarm (LMS): Restore within 24 hours (target RTO). Data loss should not exceed &
haurs (3R0).
Custamer communications: Albemats methad [status page, social media) within 2 hours
f Gongle Workspacs (emall s unavaliable:
Sevelopment plpeline: Festore within 3 days f kst
Financal functians: Restore wiihin S days.
‘Customer 5.4 s 39,006, but g0l 15 26/7 LpTime with promet natice of any Gutage.

Altarnate Wark Loction

* Allstaf can fand ususlly da) work fram home.
®  Htheoffics iz unavailable, husines: contrues with laptops and doud zenices

Response & Recovery

This section ks about responding to dlsruptions. It describes the process falowed 1o assess
severity, invake a respanse bear, and work throush to a resalution while keeping stskeholders
natified along the way.

1. Determine Disruption Severity

‘“When disruptions are reported, the CT0 determines the severity based an how many customers
are affected, how lang the s s expected to last, and whether it risks breaching custamer

camemitments

Appendix A: Personnel and Contact Info

Rale. Nama Business Coatactinfo___ ARernate Cantact Info
Sacurity O arthie@mindpath com
Exgcetiva Leadership Manne Pomers  mas@mindpathom (5032222222
Team & archie@mindpath.com  (509) 3333333
Mark Getter mark@mindpathcom
whmn Mecee wynn@mindpath.com
Customer Suppert Wl Fiait will@mindpathicam (503} 655 6666
Dirsctor
I Enginoar Grant X Ease grant@mindpath com (509, 7779777
Lead Software Buby Raik by mindpath com (509) 5% 8888
Devsloner

Savarity Descriptian Example: Fogquired Actions

Minor sl daruptian wik lmited Short delay In 0 drects 7 gk
custamer mpact or ksting ess transcript delfonry,  resiution withaut
than 1 howr. smallfeature autage.  actvaring the pan

Major  Disruption affecting mang Partal M5 autage, | CT0 achuatas plan

custamers, or 3n outage expected  GoogleWorkspace  {praceed to steps
1o last mare than I hour but not emaill cisruption. bk
et breaching SLA.

Critical  Sewers dlsruption breaching the MU hour Saas 70 achvates plan
SLA or preventing most custamers  outage, AW regional | {proceed to steps
fiam using the NS faure. bekw)

2. Assemble the Disruption Responss Tesm

The £70 natfies Sespanse Tearm mermbers and canfirms the commurication channel {Gocgle
Meet ar phone).

o the event severity is nat Minor; the CT0 alic notified esecutve stalf whe will dieect exizmal
cammunicarion.

3. Assess & Prioritize

Development Lead and IT Engineer repart cn system status |AWS, Google, vendars).

Custamer Suppart Srecior reparts on custamer fackng impact {tckets, complants, accessibiliy

Issues)

A companes situation against recovery chjectes (ATO/AFG).
4. Stabilize

Development Lead begins reccvery steps in AS.

1 Engineer escalates ka Gacgle ar other 5335 vendars as neecled.
Custamer Suppert Sirecior drafis inital customer camenunicaion,
€70 assigns agdinional persannel I needed.

E. Communicate

Internak £10 provices shart up<dates ta all staff s they
haw to handle customer inquinies.

naw wha b leading. G g and

Appendix B: Response Resources

RESOURCE WAL / LOCATION PURPOSE OWNER
WS iteps://console. aws amazan. com Access to AWS o/
consoLE services (EC2, A0S, Ergineer
33, 1AM, Security
sub)

WS BACKUP | https:fjeonsole aws amazon com/backup! Restors datibaze T
anci fle srapshots  Erginees

s it/ feomsole. aws amazon.com/doudtrallf  Revewaccount  Sacurty
cLouDTRAIL activity logs Officer
aws it fcomsole. aws amazon.com/puardduty)  Detect suspicious  Secunty
GUARDDUTY activity afficer
AWSIAM | hittps:/console aws amazon.com/lam, Marage accounts, €10

keys, MFA
GOOGLE It /fadmin goagle comy Marage T
Apas Workspace rgineer
consoLE accounits, rezet

passworts,

enforce 550
GO0GLE s fvanit grogle. com earch Security
L maiorive afficer

cantent If nesded

CONTRACT & | Gaagle Drive: /MincPath/Security/Cantrack:  Check for =5}
PoUCY customer/uender
FOLDER reporting

recuiremens




Questions to Address in the IR Plan

f something goes wrong, who's in charge?
f we see malware, how do we keep it from spreading?

Who decides if it's OK to shut down our systems?

HOW C

o | contact legal / insurance / key vendors?

Do we tell customers about this? When?

Who is authorized to talk to media or law enforcement?

What evidence do we need to preserve and how?



) These Sesaripan
Incident Response Plan regaraiion Beuce ik 3ng B8 Tea8 T eEpoe.
e o Dutacton Nokce ane anfiem nidants
T e speead and impart
e Remove i roct cavse ond sEaTEr SEEEE
Purpo ooy Sesors nceral sperations secuely
& Postincids activit Review what happened and imgro
Thiz plan asplaing how MindPath respands 1o security |

Preparation

Limit camage and disruption
Sestore nomal operations quickly
Leam from Incidents so we get betier over bme ®  sssetmanagemens

Mindath reduces risks theoug)

= identity and access management

Roles + Endpoint protacticn
[ [ + Semoke access protection
Security Officer ‘s T4 plan anG ceersees responses. + Emplayee security uareness
Incident Response Small group assembled by the Lead Responder to help resolve an
° Team incident. “wie alsc.
Employees Must report suspected Incicents. May be asked to help with
respone 4 szepregular backups of oriteal data
Exncutive Staft Natfed of significant disruptions and dl external communicatio ®  Train staff to repart incidents
it custamers, wendors, media.. ) Decide when to consult autside ® Mainzin this plan
experts flaw legal, forensics. )
. Detection
. What Counts a5 an Incident “when an incident & reported, the Security Offcer or the Lead Respander assigre it 3 severity
Anwthing that threatens the Integrity, or nices or data, b
suchas sewerly o Example sandling
i Tow = Mirimal impact s ser 1o wrang Tandlled By Secunty
« Sxpocure of sensitive data malicicus or accldental] = ikl cortainad i fices. Mo follaw-up.
+ Malware, mrcamware, cr phicking Medium |« Motcesblebusiness  Malware oncnelaptop  Lead Respender may be

+  Unauthorized access o accounts or systems Imgac
*  Derual of service amacks = Meeds crassteam

L]
. § Fespanse
Violanons af sacurty pollcy High |+ Major business Stalen laptop with Aespones team engaged
disnuption unencrypted sensitve Executhves notifiec
[ ] Incident Response Proce Fassihle legal ar data.
D . I l
L]

‘Communication 3. Comainment
aternal discusion af an Incident s leited 1o those Invshed [*need-to-bnaw®).

° # recavery will take Hime, the Respense Team may in the interim

The Lead Aesponder alse:

appaintes.

reputational famage
Based an NIST guicance, MindRath fallows fese sk phases: Comcal | o Severedlrupron 53 cutage halts business  Sesaonas feam engagec
+ Mayneed autide fordaps. scutves rotifed
help

Disatle accounts
* manfes a

imerral stakehalders whase woek may be afiected and coerdinates any

Force password resets and revale sessions
ather intemal announcements, Disconnect affectes devies

Mathies exscutive staff of ar er Criteal avent Slack attacker Ips ar domains

L] L]
mabfies enccutive staff if contractual obligations may require reparting the event to third Suspend 5335 integrations or AP keys
parties, Suspend acress to 3 53a5 application
Extermal anly and legal. if the cia #  Change shared secrets [admin passwards, 471 tokens)

ez

custamer-facing statement befare sxscutes have fime ta respand, the Lead Responder may

autharize lssuing this pre-appraved halding statement to any client whoss users may haue been
affected:

The net step bs ta remave the attackar's access
AindPath ic Invectigating a patential secunity event. Our team is warking ¢

ope and impact. We will provide updates o5 we learn more. *  Malware/ransorware - Rebuild or re-image infected devices.
+ Compromised acoounts - Aeset PGS, revche Tokens, remone Backioars
weCutive Staff and Legal Counsel are responsible for communicaton with third partes
° + uUnautharized changes ~ feview and undo maickous charges

custamers, partners, cyber insurance, media, and law erdorcement.

Cantact inda for key personnel & maintained in Appendis £ of the Business Continu 5. Recow
Service & mestored when the Respanse Team brings systens back safely:
Investigation aa 83 sy d
The Respore Team investgates ta determing the likely cause and scope of the indident. Same + Aestore from clean backups or mages
of the important questions at this paint include: + Beenable accounts and serces ance secure
= Whanoticad the rclent and when? = Apply paiches and facs befare rwturn o oe
° P — * Meniter for persishence or reinfection
= wha and what is affecied? The Lead Responder natfes nternal stakehelders that the incident (s resolveg. Notificarion t

What steps ar naeded o recover?

axtamal stakehalders b directed by sxscutive leadership.
Evidence Handling

® Danatwipe or re-dmage systemns until the Lead Respander approves.
sauelogs, akerts, suspiclaus fles, and emalls.
Stars caples ina secure evidence falder. ety ract cause

6. Post-Incident A

The Lead Aesponder hakds a shart retrospective with everyone Invobed.

= Cagture lassore learned
®  Suggust improements to policy, tra

Rasources

tacls, or vendor practices
Apperdi B of the Business Continuity Plan I 2 kst of campary resaurce locatians that may be . ks B

wseful in assessing an: rity Incicents a3 well. Fincings ga to the Security Officer, wh shares them with execubves and assigns follaw-up
tasks.

https://safetylight.dev/talks



Questions to Ask Vendors

DO they vet their own vendors?

DO they pay attention to security—or just say they do?
How do they screen and train staff who will see your data?

f their system is breached, will they tell you?

Does their Al train on your data?

f their system goes down, how quickly will it come back?

Can they prove any of this? Do you have to take their word?



Resources for Operations: Vendors

Vendor « CAIQ-Lite (Consensus Assessment Initiative CSA
Assessment Questionnaire)
Vendor  Information and Communications Technology Supply CISA

Assessment Chain Risk...



https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf

SCRM Template for SMBs

Question Sets

Access Controls * Acquirer/Supplier/Integrator

Cloud Hosted Solution

* Integrator
Vetting MSPs * Acquirer



Al Use & Disclosure

Data Use & Protection

Third-Party and Supply Chain

Governance & Oversight

Reliability & Transparency

https://safetylight.dev/talks

1.1 Do you currently use Al or machine learning in your product or service, or do you have
plans to use it?

1.2 Do yvou notify customers before introducing or changing Al features?

1.3 Can customers opt out of Al-assisted processing involving their data or content?

2.1 Does any of your Al processing involve our data? If yves, describe the purpose and
safeguards.

2.2 Is customer data ever used to train, fine-tune, or improve Al models?

2.3 Are Al features isolated from sensitive or regulated data (e.g., Pll, PHI, payment info)?

3.1 Do yvou use any third-party Al services within in your product? If yves, identify them and
vour contractual relationship (e g.. APl use, business license, enterprise contract).

3.2 Do you assess and monitor those third-party Al providers for security and compliance?
If S50, how?

4.1 Is someone responsible for approving Al adoption and ensuring compliance with
security and privacy obligations?
4,2 Do you have documented policies for evaluating and managing Al risk?

5.1 Do you monitor and secure Al components against threats (e g., data leakage, prompt
injection, model vulnerabilities)?

5.2 Do yvou maintain documentation or logs of Al-driven decisions or outputs affecting
customer data or services?

5.3 Do you have processes to detect, correct, and communicate Al errors, bias, or
unintended behavior?



Operations: Governance

Assign a leader to oversee company-wide security.

Write down the security rules and choices the company
has made.

Make sure staff know their security responsibilities.

Keep a list of security risks and go over it with
leadership periodically.



§§} Write down the security rules

Security Working Agreement

Last updated: Oct 8, 2025

This document establishes the security practices [Company] has adopted to protect data, systems,
and services. It provides a single reference for the rules we follow and the responsibilities we have

agreed on.

Foundation

These foundational measures establish what must be protectea.

Assets

« The IT team shall maintain an inventory of all hardware and software assets.
e The Security Officer shall maintain an inventory of the company’s sensitive data assets.



o Write down the security rules

Security Working Agreement
Lase updoted: Oct 8, 2025

This dacument establishes the security practices [Company] has adopted to pratect data, systems,
and services. It provides a single reference for the rules we follow and the responsibilities we have
agreed on.

Foundation
These foundational measures establish what must be protected.

Assets

& The T team shall maintain an inventary of all hardware and software assets,
+ The Security Officer shall maintain an inventory of the company's sensitive data assets.

Classifications

# The Security Officer shall create a data classification scheme defining categories of sensitivity
and handling requirements for company data.

Safeguards

These safeguards protect [Company]'s assets.

Identity and Access

»  All persons with access to sensitive company systems shall authenticate through the same
central identity provider (e.g. Active Directory, Google Workspace),

»  Passwords must be unigue and strong. and they must not be shared.

*  Where practical, systems and services shall be configured to authenticate using single sign-on
(550) from the central identity provider.

»  Multi-factor authentication (MFA) shall be required for all sensitive company systems, including
the central identity provider.

+  Personnel shall be granted the minimum permissions reguired to perform their jobs.

+ User access shall be revoked promptly when staff change roles or leave.,

User Devices
+ The T department shall ensure that user devices with access to company systems:
o Require authentication for use of the device.
Authenticate through the company's primary identity provider.
Are configured with security protections, including full-disk encryption.
Run defensive software (AV/EDR) to mitigate malware risks.
Stay current with security updates. using automatic updates where supported.
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o Are approved by IT before use. Personal devices may be approved only if they meet
these same requirements.

Infrastructure
« The T department shall ensure:

o Company networks are securely configured and protected by a firewall.
Company Wi-Fi requires authentication using WPA2 or stronger,
All traffic to company systems is encrypted in transit (e.g.. HTTPS or TLS).
Sensitive infarmation is encrypted at rest.
Remete access uses secure methads (e.g., VPN or ZTMA) with MFA.
Cempany email is protected by spam and phishing filtering,
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Operations
These measures ensure resilience and reliability.

Resilience
+ ThelT department shall ensure:
e Critical business information is backed up securely and off site.
o Critical systerms generate and retain logs of security-related events,
o System logs are reviewed regularly for signs of security issues.
+  Sensitive company information shall nat be shared with Al toals or services without prior
approval from the Security Officer.
& The Security Officer shall maintain and test plans for restering disrupted services,
# The Security Officer shall maintain and test plans for responding to security incidents,

Supply Chain
» Vendors shall be assessed for security and reliability before use.
« Vendors shall be reassessed when their contracts renew or their services change.

Governance
& Executive leadership shall appeint a Security Officer to oversee security.
+ The Security Officer shall:
o Maintain this working agreement to share with staff.
Ensure employees receive security awareness training.
Ensure staff understand their security responsibilities.
Fromote a constructive security culture.
Maintain a list of security risks and review it with leadership periodically.
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Resources for Operations: Training

Training « Top Tips for Staff NCSC (UK)

o)


https://www.ncsc.gov.uk/training/v4/Top+tips/Web+package/content/index.html#/
https://www.ncsc.gov.uk/training/v4/Top+tips/Web+package/content/index.html#/

Tracking Risks

Description Likelihood Severity Risk Level
Unmanaged Al Well-meaning staff adopt Al tools High Medium High
Adoption without review and share data with

them, introducing a new risk of data
exposure along with others including
Al hallucinations, data exposure, and
loss of oversight.



Prioritizing Risks

Shadow IT

Weak Authentication

Patch & Update Gaps

Over-Privileged SaaS Integrations

Natural Disaster

Inadequate Security Expertise

Unverified Backups & Recovery
usiness Email Compromise
egulatory compliance drift
emote work security gaps

R
R
Compromised network connection
P

rivilege cree
Untrained sta

https://safetylight.dev/talks

REK-033

REK-035

REK-03T

REK-036

REK-035

REK-034

REK-033

REK-032

REK-031

REK-030

REK-023

REK-025

REK-027

REK-026

REK-025

REK-024

REK-023

REK-022

Cloud & Sa2%

\dentity & Accesz

Operations & Resilience

Cloud & Sa2%

Physical & Enviranmental

Operations & Resilicnos

Human Factors

Human Factors

Operations & Resilicnes

Data Management

Fraud

Operations & Resilicnee

Regulations

Human Factors

Endpaints & Devices

\dentity & Accesz

\dentity & Accesz

Human Factors

Fhadow T

Weak h

Employees adopt unapproved Faad tools
[file-sharing, Gendl, productivity apps]
autzide official contrals.

Fatch & Update Gaps

Ower-Privileged S22%
Integrations

Matural Dizaster

Fenitoring & Legging
Gaps

Inadaquate Security

Expartize

Email & Collaboration
Tool Mizuze

Unwerifizd Backups &
Recovery
Foor Data Retention &

ZFhadow Data

Buginess Email
Compromise

Pandemic/Dizaster

Regulatory compliance
drift

Remote work security
aups

Compramised netwark
connection

Privilege cracp

Unappraved access

Untrained staff

Lack of multi hentication [MF &)
ar incanziztent enforcement acrass
systems.

Failure to apply operating system,
application, ar device patches in 3 timely
manner.

Third-party $28 integrations [=.g., CRM
add-ons, automation toolz] granted
sxceszive permizsions.

An carthquake or storm could damage the
&% zone where all our servers and data
are hosted.

Lack of central lagging o menitoring makes
security incidents go undstected,

Organization lucks in-houss security
knowledge ta assess risks, configure
cantrals, or cvaluate vendars effactively.

Fensitive data shared inzecurely via email,
chat, ar file-sharing platforms without
safequards,

Eruckups axizt but are not reqularly tested
ar izalubed, Frecovery after ransomware or
autage may Fail.

Sensitive data retained longer than
necezzary or stored in uncontrolled
locations [personal devices, unapproved
apps).

Attackers impersonate sxecutives or
vendors via email ko trick staff inte
transferring mency or senzitive data.

A pandemic or natural dizaster could make
unavailable portions of aur staff [or
vendor!partner staff.)

Mew regulations, or changes to xisting
requlations such as GOPR, could affact
Zeampany®

Home network vulnerabilitics, Family
members accessing wark devices,
unzecured video calls dizcuzzing sensitive
makkers.

Diata transmitted could be intercepted if not
properly encrypted.

A staff member may be granted access
permissions aver time and, particularly when
changing roles, gradually accumulate more
privileges than nesded For the current role.

A staff member may be granted new access
permizsions without 3 legitimate business
need, vielating the principle of least
privilege.

A staff member who has nat received
company training but has been granted
accass ko sensitive duta may handls the dats
improperly, inadvartently creating a security
incident.

Diata stared in uncontrolled locations
* Compliance violations

* Increased attack surface

* Account compromize

* Unautherized neeess ba sensitive systems
* Business disruption

* Exploitation of known vulnerabilities

* Malwarefransomware infection

R ar |

l
* Diata exfiltration if integration iz
compromised

* Lateral movement inko core systems

* Lozz of AWS resources--servers, backups,
buckets, ete.

* Lozz of data

* Business operations halted

* Extended attacher dwell time

* Larger breaches befare discovery

* Increased requlstarylinsurance axposur:

* Misconfiqured spstems and contrals

* Inability to detectiraspond ta incidents

* Paor vendor o contract decisions

* Elevated rezidual risk across all areas

* Accidental data exposure

* Loz of customer trust

* Ragulatory fines

* Extended downtime

* Permancnt data loss

* Business disruption

* Regulatory fines

* Increased breach impact

* Harder to secure and manage

* Financial loss
* Legal liability
* Cugtomertvender relationship dumage

* Reduced productivity
* Customer service delays

* Supply chain disruptions

* Compliance Failure

* Chance of increazed regulstory fines
* Increased complisnce cost

" Loss of custamer trust

* Diata exposure from accassible
- internal systems
- clond platfarm

* Data exposure from accessible
- internal systems
- cloud platform

* Increased exposure if the privilege user's
credentialz are hacked

* Increased potential For more damaging
insider attack

* Increased exposure if the privilege user's
credentialz are hacked

* Increased potential For more damaging
insider attack

* Data exposure from accessible
- internal systems
- cloud platfarm
- customer systems [<PHI)

* Compliance Failure

* Increased legal and regulatary liability

High

Mladerate

Low

Mloderate

Mladerate

Mladerate

Mladerake

Mladerate

Mladerate

Mladerate

Mladerate

Mladerate

High

Mladerate

Mladerate

Wary High

Wary High

High

High

High

High

High

Yary High

High

Wary High

High

High

Maderate

Maderate

Maderate

15

12

15

12
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Educate staff
* Publizh list of spproved tools

* Usze S50 to limit access to sanctioned apps
* Enforce MF & on all business accounts

* Disable legacy suthentication

* Menitar For non-compliant accounts.
* Enable autematic updates where possible

* Schedule patch cyclestrack and werify patch
status

* Review app permissions befors approval
* Use least-privilege access

* dudit integrations reqularly

* Purchase AW'S rezources in an alternate
zone for backup and redundancy

* Usze physical media to store backups
somewhere secure

* Enable logging on eritical zystemsz

* Usze centralized log collection

* Review alerts reqularly

* Engage external advizors or M3Ps

* Provide role-appropriate training

* Adapt lightueight framewarks For structure

* Prowide secure fila-sharing alternatives
*Train staff o safe use of collabaration
tools

* Manitar sutbound sharing

*Tast backups reqularly

* Keap offlinclimmutable copics

* Includs racavery in continuity planning
Disfine retention rules

* Regularly clean up old data

* Educate staff to avoid unapproved storage.

* Train staff on BEC

* Implement payment verification procedures
* Enable email authentication [DMARC, SPF,
DKINT)

* Document key taks and train backup
personnel

* Subscribe to regulatory update services

* Engage with industry associations and
compliance communitics

* Arrange complianes reviews with external
Experts

* Establizh relationships with specializad
healtheares attorneys

* Train users on safe home usage

* Systematically audit laptops for evidence of
shared uzage.

* Require dedicated workspaces with
physical controls

*Inspect home office environments For
suitability [could be done by websam.)

* Create home office secuirty checklists and
require periadic self-azzessment

*Train uzers to consider reliability of
unknown wifi providers,

*Train users to manage home routers safely.
* Require ¥PM For connecting te secure
systems.

* Prowide staff with company-issued phones
that provide hotspots.

" Use encrypted protecols such as HTTPS
far all connections

* Establizh standard workflow(s) with
approvalls) For granting access privileges te
anpone

*when users change roles, always review
cxisting privileges b see what can be
remaved. [REAC Facilitates thiz: delete all
sxisting aceess privileges and then assign
thoze REAC roles associated with the user's
new pesition,

* Establizh standard workflow(s) with
approvali=) for granting access privileges to
anpens

* Ensure that no request is granted without
adequate confirmation that it mects 3
legitimate business need.

* Enzure that all access requests snd grants
are logged immutably.

* Establizh standard workflow(s) with
approvalls) For granting access privileges te
anpane

* Confirm that training has been delivered and
acknowledged before approing any request
for access to sensitive systems.



Prioritizing Risks

Description Likelihood Severity Risk Level Possible Mitigations

Patch & Update Gaps  Failure to apply operating High Very High plt * Enable automatic updates where possible
system, application, or device * Schedule patch cyclestrack and verify patch
patchesin a timely manner. status

Shadow IT Employees adopt unapproved  High High 16 * Educate staff
Saas tools (file-sharing, GenAl, * Publish list of approved tools
productivity apps) outside * Use SSO to limit access to sanctioned apps
official controls.

Business Email Attackers impersonate Moderate Very High 15 * Train staff on BEC

Compromise executives or vendors via email * Implement payment verification procedures
to trick staff into transferring * Enable email authentication (DMARC, SPF,
money or sensitive data. DKIM)

Compromised Attacker acquires credentialsto Low Very High 10 * Require password hygiene in policies

customer credentials  a customer accountin our * Train staff on password hygiene
product (phishing, social * Encourage or require use of a password
engineering...) manager

* Ensure customer requires MFA for access




Rating Risks Consistently

Likelihood Description

Very High Expected to occur repeatedly (e.g., monthly or

High

Medium
Low
Very Low

Severity
Very High
High
Medium
Low

Very Low

more). No controls or easy to exploit.

Likely to occur at least once per year. Common
and credible threat.

Possible but not frequent. Could occur under
Unlikely, but plausible under exceptional
Extremely rare or hypothetical. Requires

Description

Severe, business-threatening loss or extended
Major disruption or loss, but survivable with
Noticeable impact requiring management action
Minor inconvenience with little or no customer
Negligible impact, quickly reversible.

Practical Indicators
Happens frequently across the industry or internally.
Example: automated login attacks, unpatched CVEs.

Phishing, credential stuffing, minor misconfigurations.

Insider mishandling, single-point supplier outage.
Major ISP outage, targeted attack on a small firm.
Natural disasters, global pandemics.

Observable Consequences

Customer exodus, major data breach, executive/legal
Days of downtime, serious data loss, regulator or
Partial service outage, moderate financial loss, some
Brief downtime, small internal cost, no external
Momentary glitch, easily restored file.



Resources for Risk Assessment

Binary Risk Analysis [readme] [app] Ben Sapiro
Fair: A Framework for Revolutionizing Your Risk Analysis CIS

Minimum Viable Risk Management Program Rachael Lininger



https://github.com/SafetyLight/BinaryRisk
https://safetylight.github.io/BinaryRisk/BinaryRisk.html
https://www.cisecurity.org/insights/blog/fair-a-framework-for-revolutionizing-your-risk-analysis
https://www.youtube.com/watch?v=9pmvwh8Rcyw

The Story for Customers

Critical assets are inventoried, protected, and backed up.
Access is managed centrally with strong authentication.
Devices are secured and updated.

Vendors are reviewed for security and reliability.
Incidents and recovery plans are in place.

Risks are reviewed regularly.

We're ready to meet higher assurance standards as we
grow.




brian@safetylight.dev

‘ m linkedin.com/in/bgmyers/

- https://safetylight.dev/talks

SafetyLight LLC
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