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Getting the Slides



SMB: Small or Medium Business

Source Definition (employee count)

Boston Fed 1-500

Cisco 250-499

McKinsey 1-999

Microsoft 25-299

Salesforce 1-200

Verizon 1-999



Cyber Reality for Small Businesses



CNBC Small Business Survey

• 56% not concerned about an attack this year

• 59% confident they could quickly recover

• 28% have an incident response plan

• 26% carry cyber insurance 

August 2021



SMB Cybersecurity Research Report (2024)











Construction firm Ransomware found an open remote-desktop port. 
Every project file was lost.

Dental clinic An employee clicked a phishing email. 
Patient data leaked. Weeks of rebuilding trust.

Retailer An email looked like it came from the owner.
Three months of salaries gone.

Law Firm No one applied Microsoft’s Exchange patch. 
Data on 100,000 patients stolen. Legal fines: $200,000.

Property 
management

Laptop stolen from employee car.
Data on 620 residents exposed. $15,000 in fines. 
Ordered to comply with its own written security program.

Real Incidents, Real Costs



What Guidance do SMBs Get?



Effort Dimension Typical Range

Total time for first audit 3-12 months

Cost of first audit $15,000 - $60,000

Annual staff hours Hundreds of hours

Annual audit $8,000 - $40,000

SOC 2 or ISO 27001



Standards and Guidelines for SMBs
Australia Essential Eight

Canada Baseline Cyber Security Controls for Small and Medium Organizations

CIS Critical Security Controls: Implementation Group 1 (IG1)

CISA Cyber Essentials

ENISA 12 Steps to Securing Your Business

FTC Cybersecurity for Small Business

Mastercard Small Business Cybersecurity "Quick Wins"

NCSC (UK) Cyber Essentials

NIST Cybersecurity Framework (CSF) 2.0 Small Business Quick-Start Guide





Missing from the SMB Guidelines

Personnel Screening, role training, remote work, sanctions, offboarding, culture…

Physical & Environmental Secure areas, equipment and media disposal, environmental controls…

Supplier & Third-Party Contract clauses, monitoring, supplier incident requirements…

System Development Secure coding, SDLC, test data, encryption, development environments…

Technical Operations Change management, capacity planning, clock sync, log analysis…

Information Transfer Secure file sharing, confidentiality agreements, records management…

Compliance Legal/regulatory requirements, privacy obligations, compliance audits

Management & Strategy Org-wise risk strategy, capital planning, continuous monitoring, metrics…

AI Governance Internal AI use; vendor AI drift; AI use transparency; licensing…



An Effort to Help



MVSP = Interim Risk Reduction

• Reduce exposure to the biggest 

security risks

• Establish a simple, sustainable 

security management process



Criteria for Brian’s MVSP

A “minimal” security program should include controls that 
are:

• Needed by most companies

• Directly address common threats

• Give good value for the cost

• Foundational for other best practices



Maturity Data Backup Patch Management

• Make backups 
regularly.

• Apply vendor patches ad 
hoc.

• Keep backups offsite.
• Test ability to restore.

• Set a patching cadence.
• Expedite critical patches.

• Document RPO/RTO.
• Run restore drills often.

• Automate scanning.
• Report on patch status.



• Security starter kit

• Substantial risk reduction

• Digestible by a small org

• Foundation for growth

• Not a certification

• Not auditable

• Not a good final state



FOUNDATION
• Assets
• Classifications

SAFEGUARDS
• Identity
• User Devices

• Infrastructure

OPERATIONS
• Resilience
• Supply Chain
• Governance



MVSP Main Points

• Create asset inventories

• Centralize identities

• Require MFA

• Grant minimum permissions

• Protect user devices

• Filter spam

• Secure network access

• Back up data

• Retain system logs

• Plan for incidents

• Assess vendors

• Assign a security leader

• Write a working agreement

• Train staff

• Review risks periodically



Foundation: Assets and Classification

• Create inventories of all:
– hardware assets

– software assets

– data assets

• Create a data classification scheme

– Include rules for handling data in each 
classification



Create asset inventories

https://safetylight.dev/talks



Create a data classification scheme

Classification Description Examples Access 

Public Intended for people 
outside the company

Website, press 
releases…

Anyone

Internal Routine business info 
not meant for public

Policies, internal 
emails…

All staff

Confidential Sensitive business 
information

Contracts, personnel 
reviews…

Authorized 
staff

Restricted Regulated data or 
security secrets

PII, encryption 
keys…

Execs or 
sysadmins only

https://safetylight.dev/talks



Safeguards: Identity and Access

• Require passwords be unique, strong, and not 
shared.

• Manage all staff identities in one place.

• Configure everything you can to use SSO.

• Require MFA.

• Assign users minimum necessary permissions.



Safeguards: User Devices

Ensure all user devices:

• Require login 

• Use the primary identity provider

• Are configured securely

• Have anti-virus protection

• Get updates regularly



Safeguards: Infrastructure

• Configure company email provider to filter spam

• Ensure company-managed networks:
– Are securely configured

– Are protected by a firewall

– Require a secure connection for remote access 

– Require encryption for any supported Wi-Fi



Resources for Safeguards
Topic Resource Source

SSO How to Implement Single Sign-On
Office 356; Google Workspace

Security Senses
Microsoft; Google

MFA Multi-factor Authentication for Your Corporate Online 
Services
Implementing Phishing-Resistant MFA 

NCSC 
CISA

Passwords Password Administration for System Owners
Password Policy Recommendations for Microsoft 365

NCSC 
Microsoft

User devices Device Security Guidance NCSC 

Network Network Architectures
Modern Approaches to Network Access Security

NCSC 
CISA

Remote 
Work

Home Working: Preparing Your Organization
Bring Your Own Device (BYOD)

NCSC 
NCSC 

Wi-Fi Securing Wireless Networks CISA

https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://securitysenses.com/posts/how-implement-single-sign-sso-non-technical-guide
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal
https://support.google.com/a/answer/12032922?hl=en&ref_topic=7579248&sjid=7516130390414350597-NC
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.ncsc.gov.uk/collection/mfa-for-your-corporate-online-services
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.ncsc.gov.uk/collection/passwords/updating-your-approach
https://learn.microsoft.com/en-us/microsoft-365/admin/misc/password-policy-recommendations
https://www.ncsc.gov.uk/collection/device-security-guidance
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/network-architectures
https://www.cisa.gov/sites/default/files/2024-06/joint-guide-modern-approaches-to-secure-network-access-security-508c.pdf
https://www.ncsc.gov.uk/guidance/home-working
https://www.ncsc.gov.uk/collection/device-security-guidance/bring-your-own-device
https://www.cisa.gov/news-events/news/securing-wireless-networks


Operations: Resilience; Supply Chain

• Back up critical data.

• Configure systems to keep system event logs.

• Make plans for:
– Recovering from disruptions.

– Responding to security incidents.

• Evaluate vendors/partners.



Resources for Operations: Logging

Topic Resource Source

Logging & 
Monitoring

• Logging and Protective Monitoring
• Best Practices for Event Logging and Threat Detection

NCSC (UK)
ASD (AU)

https://www.ncsc.gov.uk/collection/device-security-guidance/managing-deployed-devices/logging-and-protective-monitoring
https://www.ncsc.gov.uk/collection/device-security-guidance/managing-deployed-devices/logging-and-protective-monitoring
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf


Questions to Address in the BC/DR Plan

• If something goes wrong, who decides what to do first?

• Which systems are business critical?

• How will we communicate if email and chat are out?

• What steps do we follow to restore from a backup?

• Have we told customers our RPO/RTO goals?

• Who is authorized to talk to customers?



• Risk Assessment
• Response and Recovery

1. Determine Severity
2. Assemble Response Team
3. Assess and Prioritize
4. Stabilize
5. Communicate
6. Recover 
7. Close Out

• Procedures
• Appendix A: Contact Info
• Appendix B: Resources

https://safetylight.dev/talks



Questions to Address in the IR Plan

• If something goes wrong, who’s in charge?

• If we see malware, how do we keep it from spreading?

• Who decides if it’s OK to shut down our systems?

• How do I contact legal / insurance / key vendors?

• Do we tell customers about this? When?

• Who is authorized to talk to media or law enforcement?

• What evidence do we need to preserve and how?



• What is an Incident?
• Response Process

1.Preparation
2.Detection
3.Containment
4.Eradication
5.Recovery
6.Close Out

https://safetylight.dev/talks



• Do they pay attention to security—or just say they do?

• How do they screen and train staff who will see your data?

• Do they vet their own vendors?

• If their system is breached, will they tell you?

• If their system goes down, how quickly will it come back?

• Does their AI train on your data?

• Can they prove any of this? Do you have to take their word?

Questions to Ask Vendors



Resources for Operations: Vendors

Topic Resource Source

Vendor 
Assessment

• CAIQ-Lite (Consensus Assessment Initiative 
Questionnaire)

CSA

Vendor 
Assessment

• Information and Communications Technology Supply 
Chain Risk…

CISA

https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://cloudsecurityalliance.org/artifacts/ccm-lite-and-caiq-lite-v4
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf
https://www.cisa.gov/sites/default/files/2025-08/Operationalizing_the_Vendor_SCRM_Template_for_SMBs_2025_Final_508.pdf


SCRM Template for SMBs

Use Case Question Sets

Access Controls • Acquirer/Supplier/Integrator

Cloud Hosted Solution • Acquirer
• Integrator

Vetting MSPs • Acquirer



https://safetylight.dev/talks



Operations: Governance

• Assign a leader to oversee company-wide security.

• Write down the security rules and choices the company 
has made.

• Make sure staff know their security responsibilities.

• Keep a list of security risks and go over it with 
leadership periodically.



Write down the security rules



Write down the security rules



Resources for Operations: Training

Topic Resource Source

Training • Top Tips for Staff NCSC (UK)

https://www.ncsc.gov.uk/training/v4/Top+tips/Web+package/content/index.html#/
https://www.ncsc.gov.uk/training/v4/Top+tips/Web+package/content/index.html#/


Tracking Risks



https://safetylight.dev/talks

Prioritizing Risks
Shadow IT
Weak Authentication
Patch & Update Gaps
Over-Privileged SaaS Integrations
Natural Disaster
Inadequate Security Expertise
Unverified Backups & Recovery
Business Email Compromise
Regulatory compliance drift
Remote work security gaps
Compromised network connection
Privilege creep
Untrained staff
…



Prioritizing Risks



Rating Risks Consistently



Resources for Risk Assessment

Resource Source

Binary Risk Analysis [readme] [app] Ben Sapiro

Fair: A Framework for Revolutionizing Your Risk Analysis CIS

Minimum Viable Risk Management Program Rachael Lininger

https://github.com/SafetyLight/BinaryRisk
https://safetylight.github.io/BinaryRisk/BinaryRisk.html
https://www.cisecurity.org/insights/blog/fair-a-framework-for-revolutionizing-your-risk-analysis
https://www.youtube.com/watch?v=9pmvwh8Rcyw


The Story for Customers

• Critical assets are inventoried, protected, and backed up.

• Access is managed centrally with strong authentication.

• Devices are secured and updated.

• Vendors are reviewed for security and reliability.

• Incidents and recovery plans are in place.

• Risks are reviewed regularly.

• We’re ready to meet higher assurance standards as we 
grow.



SafetyLight LLC

brian@safetylight.dev
linkedin.com/in/bgmyers/

https://safetylight.dev/talks
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