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Presenter Notes
Presentation Notes
Welcome, everyone. I am Nicholas Harris, CJIS Information Security Officer for the State of Oregon specializing in CJIS compliance and Information Security. Over the next 45 minutes, we’ll explore the policy’s technical architecture, control families, and practical steps to embed compliance into your environments.



Welcome to the 2025 Cyber Resilience 
Summit!

Thank you for attending this year’s, 
Summit!

• Collaboration is key!

• Sharing information with the 
community!



Introduction & Objectives

 Importance of CJIS Security Policy and the NIST Special 
Publication 800-218

• Learning outcomes: 

• Understanding the importance of Secure Software Development Framework.

• Identifying the four core practices.

1. Preparing your organization (PO)

2. Protect Software (PS)

3. Produce Well-Secured Software (PW)

4. Respond to Vulnerabilities (RV)

• Implementing SSDF into your procurement process.

• How to Manage your software after implementation “Audit”

• This is about audit defensibility and vendor accountability!!

Presenter Notes
Presentation Notes
Today’s focus is deeply technical—we’ll dissect how CJIS aligns with NIST SP 800-53 Rev. 5, spotlight critical controls like AC and SC, and discuss real-world implementation patterns to achieve audit readiness



Identify your authority to audit!

Presenter Notes
Presentation Notes
The first thing I did when starting to implement SSDF into my verification of the software is that  I had to approach this to what my authority was to ensure that cybersecurity was in the design of the application.



SSDF Strategy..

Presenter Notes
Presentation Notes
The software development life cycle (SDLC) provides the structured foundation for designing, building, and maintaining software, but most traditional models—whether waterfall, spiral, agile, or DevOps—do not inherently embed security as a core element. To address this gap, secure software development practices must be integrated throughout the SDLC to reduce vulnerabilities, limit the impact of potential exploits, and eliminate root causes of recurring weaknesses. This principle, often referred to as “shifting left,” emphasizes embedding security early in the process to minimize technical debt and strengthen resilience. The Secure Software Development Framework (SSDF) consolidates established standards and best practices into a high‑level set of activities that can be applied across any SDLC model, ensuring that both the software itself and its development environment are protected. By aligning with SSDF, organizations can move beyond reactive fixes and instead build security into their processes from the outset, creating a defensible, audit‑ready foundation for modern software assurance.



The practices - Our battle plan for cybersecurity….

Presenter Notes
Presentation Notes
You must start by looking at the practices –





SSDF Practices
Image provided by GoDucks

PO: Prepare the Organization

• Establish security policies and governance
• Assign accountable roles and responsibilities
• Vet personnel and vendors for trustworthiness

Presenter Notes
Presentation Notes
Prepare the Organization (PO) establishes the foundation for secure software development by ensuring that people, processes, and environments are ready to support security objectives from the outset. This practice group focuses on defining and enforcing security policies, assigning clear roles and responsibilities, and building a culture of accountability across both internal teams and external vendors. It also includes vetting personnel, assessing vendor risk, and securing development environments so that trust and compliance are built in before any code is written. By embedding these preparatory measures, organizations create a defensible baseline that auditors can verify, while reducing downstream risks and ensuring that subsequent development activities align with NIST 800‑53 and CJIS security requirements.  This by far is the most important practice; preparation is the key to success.



SSDF Practices

PS: Protect the Software

• Enforce secure coding standards

• Apply encryption and authentication controls

• Manage dependencies and patching

Presenter Notes
Presentation Notes
Produce Well‑Secured Software (PW) focuses on ensuring that every stage of the build, test, and release process results in software that is resilient, trustworthy, and audit‑ready. This practice group emphasizes securing the build environment, protecting secrets and credentials, and validating code through rigorous testing and verification. It also requires implementing strong configuration management, automated checks, and comprehensive logging to preserve integrity and traceability. By embedding these controls, organizations can demonstrate to auditors that their software is consistently produced in a controlled, secure manner, reducing the likelihood of vulnerabilities slipping into production and strengthening overall compliance with NIST 800‑53 and CJIS requirements.



SSDF Practices

PW – Produce Well-Secured 
Software

 Secure builds from commit through 
release

 Integrate testing and validation for 
vulnerabilities

 Protect secrets and enable audit-ready 
logging

Presenter Notes
Presentation Notes
Produce Well‑Secured Software (PW) is the practice group within the SSDF that ensures software is built, tested, and released with security woven into every stage of the process. It emphasizes securing the build environment, protecting sensitive information such as credentials and keys, and applying rigorous testing and validation to identify vulnerabilities before release. PW also incorporates configuration management, automated checks, and comprehensive logging to maintain integrity and traceability. By embedding these safeguards, organizations can demonstrate that their software is consistently produced in a controlled, resilient, and audit‑ready manner, aligning with NIST 800‑53 and CJIS requirements while reducing the risk of exploitable flaws reaching production.



SSDF Practices

RV – Respond to Vulnerabilities

  Detect, triage, and remediate flaws 
quickly

  Capture lessons learned for 
continuous improvement

  Demonstrate incident response 
readiness to auditors

Presenter Notes
Presentation Notes
Respond to Vulnerabilities (RV) is the SSDF practice group dedicated to ensuring organizations can rapidly identify, assess, and remediate weaknesses in their software and development environments. It emphasizes establishing structured processes for vulnerability detection, coordinated disclosure, and timely patching, while also maintaining clear audit trails that demonstrate accountability and responsiveness. RV practices go beyond fixing individual flaws by capturing lessons learned, improving remediation workflows, and feeding insights back into earlier stages of the development lifecycle. By operationalizing RV, agencies and vendors strengthen resilience, reduce exposure windows, and provide auditors with defensible evidence that vulnerabilities are managed systematically and in alignment with NIST 800‑53 and CJIS requirements.



Case Study: Vendor X and End-of-Life 
Apache Tomcat

 Background:
Vendor X, a third-party service provider supporting a state law 
enforcement agency, hosted a web application that processed 
Criminal Justice Information (CJI). During an internal review, it 
was discovered that the application was running on Apache 
Tomcat 7.x, a version that had reached end-of-life (EOL) and was 
no longer receiving security patches.



Case Study: Vendor X and End-of-Life 
Apache Tomcat

 Audit Gap:
The agency’s annual compliance audit did not flag this issue 
because Vendor X provided only a high-level system description 
and attested to “using supported software.” No technical 
evidence (e.g., version scans, patch management logs) was 
requested or reviewed.



Case Study: Vendor X and End-of-Life 
Apache Tomcat

 Implications if Undetected:
• Security Exposure: EOL Tomcat contained multiple known vulnerabilities (e.g., remote code 

execution, privilege escalation) that could be exploited by attackers to gain unauthorized 
access to CJI.

• CJIS Violation: Running unsupported software directly violated CJIS Security Policy Section 
System and Services Acquistion (SA) System and Communications Protection (SC) SI-2 
(Flaw Remediation) and CM-2 (Baseline Configuration).

• Operational Risk: A successful exploit could compromise sensitive law enforcement data, 
disrupt investigations, and erode public trust.

• Audit Consequences: If discovered post-incident, the agency would face findings of 
non-compliance, potential federal oversight, and reputational damage for failing to enforce 
vendor accountability.

• Vendor Accountability: Without evidence-based validation, Vendor X’s self-attestation 
created a false sense of security, leaving the agency exposed to risks that could have been 
mitigated with proper patch management and audit scrutiny.



Case Study: Vendor X and End-of-Life 
Apache Tomcat

 Lesson Learned:
This case underscores the importance of evidence-driven vendor 
audits. Agencies should require vendors to provide verifiable 
artifacts—such as vulnerability scans, patch logs, and 
configuration baselines—rather than relying solely on 
attestations. Integrating SSDF practices like Respond to 
Vulnerabilities (RV) and Protect the Software (PS) ensures that 
unsupported software is identified early, reducing the likelihood 
of systemic risk.



Closing Thoughts & Q&A 

• Key takeaways: 
• SSDF is essential.

• NIST 800-53 require oversight in managing application security.

• Protects the security, integrity and availability of sensitive data 
such as Criminal Justice Information (CJI).

Presenter Notes
Presentation Notes
“In closing, sustainable CJIS compliance is about automation and documentation. Build compliance into pipelines, align controls early, and perform ongoing audits. I’m happy to take your questions now—what technical challenges are you wrestling with?”
 




Follow up 

Contact info for follow-up

 Nicholas.harris@osp.Oregon.gov

 (503)934-2335

mailto:Nicholas.harris@osp.Oregon.gov


Presenter Notes
Presentation Notes
One final note!!
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