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			Piracy and Surveillance Literature Review


[bookmark: _GoBack]What levels of surveillance and privacy infringement are citizens subjected to under current laws? What level of surveillance is required to defeat piracy? Are the harms of piracy great enough to justify lost freedom? All these questions are constantly asked by legislators. Since the emergence of digital piracy, a few methods have been developed by the entertainment industry to curb its ever expanding growth. Mousley in his article for the Villanova law review (pg 668) states that research on these methods has led to the discovery of three distinct types of anti-piracy actions. The most controversial of these three are legal methods. These involve the creation of new laws and the regulation of anti-piracy technologies. Legal methods will be the main focus of this essay. This is because of their inherently higher likelihood of affecting the level of privacy we enjoy online. When these methods are combined, they inevitably have an effect on the state of our privacy. This essay will review research on how much privacy we must sacrifice to defeat piracy if that is at all possible. 

Loss of privacy through legal means generally occurs through one of two ways. In the, “ Rutgers Computer Law Journal” Frosio illustrates these methods. The First method operates through laws which can for example require, “the disclosure of users’ identities by Internet Service Providers (ISPs)” ( Frosio, pg 7). Second, the entertainment industry often exploits legal loopholes allowing them to monitor the users of their content. Experts call the act of infringing on someone’s privacy for the purpose of anti-piracy enforcement through extrajudicial means, “piracy surveillance “ ( Frosio, pg 8). This, while not strictly the result of any one law, still falls under the category of legal methods and is arguably the most serious threat to online privacy. Most of the debate on how much privacy loss is acceptable is centered here. This surveillance is used primarily to monitor the users of peer to peer systems through malware strategically placed by the entertainment industry sometimes without mention in the End-User License Agreement. 

While some of this monitoring is done by copyright holders, a significant portion of all privacy infringement comes from companies specializing in detecting piracy. Companies such as MediaDefender are hired by copyright holders and sometimes governments to detect and disrupt the illegal usage of copyrighted material. The surveillance these companies conduct can be divided into two categories. The first category is surveillance aimed at individuals. The second type is focused on content. Actions focused on individuals as explained by Mike Zajko in the article “ Surveillance: Critical analysis and current challenges” are conducted by, “recording IP addresses and reconciling these with an ISP’s logs“ ( Zajko, pg 45). This information is then passed on to their employers often times leading to lawsuits. An example of this is the French government’s “internet copyright regime HADOPI “( Zajko, pg 45). While this is a government agency it relies almost entirely on private companies for its operations. The most extreme version of this form of surveillance is known as “copyright trolling ” ( Zajko, pg 47) . Companies who focus on this type of work have a business model built on, “identifying individuals tied to copyright infringement and compelling them to pay large penalties” ( Zajko, pg 47 ).   The content focused type of surveillance is conducted by “ comparing file properties to a known signature” ( Zajko, pg 45). This kind of surveillance often ends in content takedowns and traffic disruption. Both these methods when combined with modern technology allow small firms to monitor vast amounts of traffic automatically without the need for a huge expensive staff. MediaDefender for example at its peak had approximately three thousand contracts and regularly launched spoofing campaigns pushing out up to three billion decoy files daily. This was all accomplished with a staff of less than sixty employees. The relative ease and mass of cost effective solutions for these companies makes privacy infringement more of a norm than an exception. This shows how a lack of regulation has given companies such as MediaDefender the ability to operate through “legal methods” without fear of repercussions. 

The copyright surveillance industry is always looking for opportunities to increase their surveillance capabilities. In order for these companies and governments to keep up with the ever growing list of internet crimes, new technologies are being developed that give the possibility of previously unheard of levels of surveillance. One such area of rapid development is deep packet inspection technology. This technology is beginning to make it possible to see everything taking place on a network. While for the moment the sheer volume of traffic makes such methods a little impractical, in the near future it will be possible for true mass surveillance to exist. Even today by narrowing the search, the copyright surveillance industry uses such methods to very effectively monitor specific segments of internet traffic. Historically such invasive methods have not gained much ground due to legal and ethical constraints. Stalla, in the “Computer Law & Security Review” states that this has begun to change recently as, “ a cross-field and comparative examination shows that DPI technologies are in fact progressively gain- ing legal legitimacy “( Stalla, pg 670 ). DPI technology has two main abilities. It has the ability to scan for certain signatures in packets and the ability to facilitate the manipulation of relevant internet traffic. The first of these abilities allows for recognition of “specific instances of (specific instances of images, music or movies) ” (Stalla, pg 673 ) . The second main application of this technology is its ability to manipulate packets that it has flagged through the scanning process. As such technologies become more accepted, legal methods such as these and those who would use them gain ever more power to control the internet. 

This has applications to content focused surveillance and effectively brings together the capabilities used by those engaging in copyright surveillance. “DPI technology has been compared to a postal worker who opens all letters and packets, checks the content against databases of appropriate content, destroys letters or sends a copy to the police au- thorities when finding a match, and sends packages for its own mail service at a faster speed.” An example of a system using this technology is England’s Cleanfeed system. It was designed by a private company, British Telecom to block access to illegal content such as child pornography. Since this initial application, “English courts have required Internet access providers to extend the scope of this technology and use it for blocking access to copyright infringing websites “(Stalla pg675) . Another usage of this technology specifically for copyright protection is the Cview system, “It identifies peer- to-peer packets and then it looks at the actual content of those packets including application data in order to deter- mine whether the copyrighted work exchanged is licensed or not, based on data provided by the record industry “ ( Stalla pg676 ). A trial of this system was set to begin at the end of 2009 and would have monitored, “40 per cent of its customers without their knowledge or prior consent “ ( Stalla pg676 ). Even with such substantial rates of surveillance, “national judges have on several occasions refused to identify any significant privacy implications in relation to the deployment of DPI practices “ ( Stalla pg 676). This opens the door for this technology to be further improved and employed in anti - piracy action.  

It is difficult to quantify exactly how much privacy is lost with today’s surveillance. With countless agencies monitoring wide regions of the internet, very little online activity occurs without being monitored to a certain extent. What determines how much freedom we lose is whether our information is monitored thoroughly through DPI technology or superficially by more common methods. It is clear however that in the very near future all obstacles to total mass surveillance will be legal and not technological. Considering law’s history of not keeping up with technological advancement it is clear that we are moving toward a state of less and less privacy.  In the four articles reviewed above, it is not always explicitly stated whether loss of privacy is an acceptable sacrifice. The apprehensive tone used to describe emerging surveillance technologies however makes their position clear. From their collective approach to the topics presented, it is clear that they all advocate for minimal surveillance and more comprehensive legal protections for privacy.

Some researchers however are far more open with their concerns. Johnny Soraker, a philosophy professor in an article reviewing MediaDefender’s use of a fake file sharing website to lure users, calls the practice, “ Blatant Entrapment” (Soraker, pg1). Not only would MediaDefender take legal actions once a victim used the site but would also use more invasive techniques to monitor his or her network. This was done even while MediaDefender continued to insist that they used only non invasive methods. These shady tactics would most likely have continued, if not escalated were it not for the leak of MediaDefenders internal documents. This applies to both the act of spying on users through malware as explained by Frosio and to the questionable legality of the copyright surveillance industry as outlined by Zajko. 

Another writer, James Losey while writing about the proposed SOPA and Protect IP legislation states that such laws, “Undermine participatory democracy and human rights” (Losey pg1). These laws are examples of deep packet inspection being used in anti-piracy action. They well illustrate the most intrusive and controversial form that this technology has taken so far. His stance on this issue is well illustrated by his reference to the historical Intolerable acts in both his title and essay itself. Losey argues that when anti-piracy legislation and deep packet inspection technology take this form, protecting copyright holders and maintaining freedom of expression become mutually exclusive goals. In conclusion, Losey undeniably stands against the use of deep packet inspection based laws in his comment that, “SOPA and the PROTECT IP Act are fundamentally incompatible with a free society and with the founding principles of the United States. This truth should be self-evident: Human rights should never be subjugated to copyright” (Losey pg1).

	This opinion is however by no means unanimous. Other researchers believe that the harms of new surveillance techniques have been blown out of proportion. “In recent debates on the issues of privacy and the Internet, Deep Packet Inspection (DPI) has been grossly oversimplified as a technology that is primarily harmful to consumers” ( Corwin pg1 ). Researchers such as Corwin believe that surveillance technologies are far more nuanced than their critics are willing to admit. Many of these techniques such as DPI also have other applications which do not threaten privacy significantly. Most notably DPI can be used to protect network infrastructure from attackers. DPI is specifically adept at defending against Dos attacks. In Corwin’s article he states, “While there will always be privacy concerns over the intrusive nature of DPI technology, this worry will be overshadowed by the security and control it allows,” ( Corwin pg 1) making it clear which side of this debate he supports. 

The harms of piracy are not great enough to justify preventing them at any cost. In conclusion, for the world to completely eradicate all piracy, total surveillance would be required. It follows that piracy will to some extent always exist. Somewhere between total freedom and surveillance there exists a balance. At such a balance point, surveillance can provide enough protection to copyright holders to suppress piracy to acceptable levels while allowing law abiding citizens to use the internet without fear of constant monitoring. Finding this balance is and will likely always be the most challenging aspect of internet law. 
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