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Abstract—We study privately estimating the sum of n
user-held values in the presence of an honest-but-curious
server. This motivates requiring privacy not only at data
release but also throughout server-side computation. We
therefore adopt the local (pure) differential privacy model,
in which each user transmits a noise-perturbed value. It is
well known that independent local noise typically incurs a
substantial utility loss compared to the centralized model,
where noise is added only after aggregation.

We show that this gap is not fundamental. By care-
fully designing correlations among the locally added noise
variables, we construct e-DP mechanisms whose estimation
cost matches the optimal cost achievable in the centralized
setting, up to an arbitrarily small error.

I. INTRODUCTION

Consider n users indexed by ¢ € {1,...,n}, where
user i holds a private datum z; € R.' A server aims
to compute and release the aggregate sum »_ ., x; (or
the average %Z?:Nfi) while preserving the privacy
of each individual datum. This aggregation task arises
in applications such as distributed and federated learn-
ing [1], [2], consensus algorithms [3], [4], and sensor
network computations [5], [6], where users contribute
local updates or statistics that must be combined while
preserving individual privacy.

In the central differential privacy (central-DP) model
[7], users transmit their raw data to a trusted server,
which then adds noise to the aggregate before releasing
it. When the server is not trusted (e.g., it may be honest-
but-curious), stronger safeguards are required.

As an alternative, local differential privacy (local-DP)
was proposed [8], [9]. In this model, privacy is enforced
before data leaves the user. We consider an additive
local-noise mechanism in which each user transmits
x;+7;, where Z; is a random noise variable. The server’s
estimate of the sum becomes

i=1 i=1
Because noise is added locally, one expects that the
server cannot reliably infer any individual z;.

'Our analysis extends naturally to vector-valued z; under mild
conditions; see the conclusion.

In this work, we quantify privacy using pure e-
differential privacy (e-DP) and focus exclusively on
additive noise mechanisms. Let x,Z € R" be neigh-
boring data vectors, meaning they differ in at most one
coordinate and the change is bounded by a sensitivity
parameter A > 0; i.e., there exists ¢ € {1,...,n} such
that x; = z; for all j # ¢ and |2; — Z;| < A. The e-DP
is then defined as follows.

Definition 1. The additive mechanism z — x + Z
satisfies e-DP for sensitivity A if, for all neighboring
x,7 € R™ and all measurable sets A C R"™,

Pr(x+Z€A) < eEPr(f—i—ZeA). (D

We seek to design the joint noise vector Z" =
(Z1,...,Zy) to satisfy (1) while minimizing the aggre-
gate cost, which in our setting depends only on the noise:

(27

Here L(-) is even and nondecreasing on R,. A common
choice is the L, loss L(x) = |z|P for p > 1.

E . )

The prevailing approach in the local differential pri-
vacy literature is to add independent noise at each
user, often i.i.d. from a common distribution [8], [9].
Independence greatly simplifies the privacy constraints:
when the Z; are independent, satisfying (1) jointly is
equivalent to each Z; satisfying the corresponding one-
dimensional version of (1).

However, independent local noise typically incurs a
strict utility gap relative to the centralized model [9].
In particular, for quadratic loss L(z) = x2, the optimal
independent mechanism is obtained by choosing each Z;
according to the one-dimensional optimal distribution,
and the resulting aggregate cost is n times the cost of
the corresponding centrally added-noise mechanism.

Our goal is to mitigate this utility gap by allowing
correlated noise across users. Note that Definition 1
does not require independence and continues to guar-
antee privacy under correlation. In particular, letting
vai = (Z17 ey Zi—l, Zi+1, ‘e ay Zn), for any measur-
able A; C R and B C R™"!, conditioning (1) on the



event {Z.; € B} yields
Pr (.’Ei—‘v‘Zi € A; | Z.; € B)
< eePr(§i+Zi€Ai|ZNi€B). 3)

Thus, even if the server knows all other users’ data and
noise values (e.g., via collusion), it still cannot reliably
distinguish whether user i’s datum was x; or ;.

This shows that using correlated noise additions does
not compromise the privacy during the computation
phase as long as the mechanism satisfies e-DP condition
in (1). Against this backdrop, we ask the following
question.

Can we design ¢-DP additive local mechanisms with
correlated noise that significantly outperform the stan-
dard independent-noise mechanisms? We show that the
answer is affirmative. We prove that appropriately de-
signed correlated local mechanisms can achieve costs
arbitrarily close to the optimal cost attainable under
centralized e-DP.

Our approach leverages the characterization of the
optimal one-dimensional e-DP mechanism in [10]: we
reduce the n-user problem to a one-dimensional opti-
mization along the aggregate noise direction, obtain a
one-dimensional lower bound, and show it is essentially
tight via a correlated construction.

Note that our results have direct implications for
distributed summation tasks, most notably distributed
mean estimation [9], [11], which underlies aggregation
in gradient-based optimization and learning [12], [13]
as well as consensus algorithms [3]. In particular, under
quadratic loss, correlated noise can achieve an O(1) error
for mean estimation, whereas independent local noise
leads to an O(n) scaling of the loss.

A. Related work

It is worth noting that under approximate differential
privacy?, gains from correlated noise are known in
the Gaussian setting [14]-[18]. In particular, [16] and
[18] show that correlated Gaussian noise can match the
performance of centrally added Gaussian noise under
quadratic loss. However, these results rely on structural
properties specific to Gaussian mechanisms and are
tailored to quadratic loss. They do not extend to pure
e-DP or to general loss functions.

Our focus in this work is to show that carefully con-
structed correlated local noise can achieve centralized-
DP utility. We do not address the efficient or secure
generation of such correlations; these may be developed
based on secure aggregation techniques [17], [19]-[21].

It is also worth noting that temporal correlations
in added noise have been used to improve distributed

2 Approximate differential privacy, also known as (g, §)-DP, relaxes
(DtoPr(z+ZecA)<ePr(T+ZecA)+4.

gradient methods [22], [23], but such correlations are
not relevant to our setting.

II. PRELIMINARIES
A. Notation

We use the following notation throughout: for A C R"
andv e R", A+v:={zx+v: 2 € A}, and for a € R,
aA:={ax: ze€ A}

For a function f : R"™ — R, we write f(af(:))
to denote the function z +— f(wx). Similarly for a
probability measure P on R"™, we write P(«a(-)) for
P(aA) as a function of A. All probability measures
considered in this work are Borel measurable.

B. Differential privacy

In this work, we consider additive mechanisms in
which the noise variables Z; are chosen independently
of the corresponding data x;. Under this assumption,
the privacy requirement (1) depends only on the joint
distribution P of the noise vector Z, and the mechanism
is fully specified by P.

To make this observation explicit, define the set of
allowable coordinate-wise perturbations

T2 = (0 x (A, A) x {0},

i.e., the zero-centered union of length-2A line segments
along each coordinate axis. Then z,Z € R™ are neigh-
boring (for sensitivity A) if and only if £ = x + ¢ for a
unique ¢ € TnA. Hence (1) is equivalent to requiring that,
forall x € R?, all t € T, nA, and all measurable A C R",

Pr(m+Z€A) < eEPr(gc—i—t—i—ZeA).

Equivalently

P(A) < & P(A+1). @)

Accordingly, when the mechanism = — z+ Z is e-DP
for sensitivity A, we will also say (by abuse of notation)
that the noise law P itself is e-DP for sensitivity A.

Definition 2. Given ¢ > 0 and A > 0, a probability
measure P on R” satisfies e-DP for sensitivity A if, for
all measurable A C R™ and all t € T2, (4) is satisfied.

n >’

C. Cost function

The utility in our setting is quantified by the cost in
(2). If the noise vector Z = (Z1, ..., Zy,) is distributed
according to P then the cost can be written as

/n L(; zl> P(dz - --dzy,).

We impose the following mild and natural assump-
tions on the loss function L : R — R: (A1) L is even;
(A2) L is nondecreasing on R, ; and (A3) L has at most
subexponential growth, i.e.,



L(z) = exp(o(|z]))

Since both privacy and utility are determined by the
noise law P of Z = (Z,...,Zy,), our focus is to solve
the following optimization problem.

inf / L(; z) P(dz), (5)

where optimization is over all P satisfying ¢-DP for
sensitivity A. Our main result (Theorem 1) resolves (5)
by matching its optimum to the centralized benchmark
and showing it is approachable under local DP using
correlated noise.

Although the cost in (5) is defined in terms of an
n-dimensional noise measure P, it is useful to also con-
sider costs associated with one-dimensional probability
measures, as much of the analysis reduces to a scalar
problem. Accordingly, for a cost function L : R — R
and a probability measure ) on R, we define the
associated cost

C(L,Q) = / L(z) Q(dx).

R

Let P, (e, A) denote the class of Borel probability
measures on R™ that satisfy e-differential privacy for
sensitivity A. We define the optimal cost (over one-
dimensional noise measures) as

N
E’A( ) QE%?(E,A)

as |z| — oo.

C(L, Q). (6)

It was shown in [10] that for any cost function L
satisfying Assumptions (A1)-(A3), an optimal noise dis-
tribution exists and admits a density, which we denote by
J1.e.a- The optimal value of the objective can therefore
be written as

‘all) = /}R L(z) ff o.a(z) da.

More specifically, [10] shows that the optimal density
f7.na belongs to the parametric family of staircase
mechanisms { f,(f’A) : 7y € [0,1]}. We use these functions
to prove the achievability part of our main theorem; see

Appendix B for details.

Remark 1. The quantity C 5 (L) has a direct operational
meaning in the centralized model of differential privacy.
In the central DP setting, users send their raw data to
a trusted server, which releases a randomized aggregate.
For the additive mechanism Z?:l x; + Zy, where Zy ~
Q, the e-DP requirement for neighboring z, z is

n n
Pr(in + Zy € A> < eEPr<Zii + Zy € A) .
i=1 i=1
Equivalently, the one-dimensional noise law () must sat-
isfy e-DP with sensitivity A in the sense of Definition 2.
Hence C7 A (L) is exactly the minimum achievable cen-
tralized cost.

We state a simple scaling property of the optimal cost
under dilation of the loss function, which will be used
in the proof of the main theorem. The proof is deferred
to Appendix A.

Lemma 1 (Scaling invariance of the optimal cost). Let
e, A,a>0andlet L : R — R satisfy (A1)—(A3). Then

case(L(al)) = CZA(L). ©)

III. THE MAIN RESULT

Our main result characterizes the optimal cost achiev-
able under ¢-DP for sensitivity A. The theorem is stated
in two parts: a universal lower bound and an achievability
statement.

Theorem 1. Let ¢,A > 0 and consider an n-user
additive-noise mechanism in which the noise vector
Z = (Z1,...,Z,) ~ P and the mechanism satisfies
e-DP for sensitivity A. Then

/ L(Zz) P(dzy -+ dz,) > Cia(L)  (8)
R i=1

Moreover, for every n > 0, there exists a probability
measure P on R" such that the additive-noise mecha-
nism with Z ~ P satisfies e-DP for sensitivity A and

/ L (Zz) P(dz -+ -dz,) — CEA(L) < 1. 9)
R™ i=1

This result shows that by using a correlated local
differential privacy mechanism, we can arbitrarily ap-
proximate the optimal cost of the central DP setting,
while still preventing the server from learning individual
data.

Before proceeding with the proof, we introduce some
notation. Let S be an orthogonal matrix whose first

row is ﬁ(l,...,l), and define U = SZ. Under this
transformation, ]
Ui=—4=(Z1+ -+ Zn),

Vn
while the remaining coordinates span the subspace or-
thogonal to the all-ones vector.
The distribution of U is denoted by P° and is obtained
from P via the change of coordinates induced by S:
PS(A) := P(S7'A), A C R" measurable,

where S7'A = {S~'u: u € A}. With this notation in
place, we prove the lower bound in (8).

Proof of the lower bound. Under the change of vari-
ables U = SZ, the cost depends only on the first
coordinate:



/nL (Z zi> P(dz) = /”L(\/ﬁul)PS(d“)
_ /RL(\/ﬁul)Pls(dm), (10)

where P; is the marginal law of U; under P. This
yields a one-dimensional representation of the cost func-
tion.

Next, we express the e-DP constraint (4) in the rotated
coordinates. The measure P satisfies (4) if and only if,
for all measurable A C R™ and all ¢ € TnA,

PS(A) < eP5(A + St). (11)

Since the first row of S is ﬁ(l, ..., 1), forany t € TA
we have

ot A

|(St):1] = @ < =,

N vn
Moreover, every t € [—A/y/n, A/\/n] can be realized
as (St); for some t € T2. Now fix any measurable
A; CRand set A:= A; x R*~1. Applying (11) to this
set and taking the marginal of the first coordinate yields

[t < A (12)

V'
so Py satisfies e-DP for sensitivity A/+/n. Therefore,
[ L) P ) > €2 g D)) = C2 (D)

where the last equality follows from Lemma 1. Together
with (10), this proves the desired lower bound. O]

Pls(Al) S eEPIS(Al +t/),

Proof (sketch) of achievability. We work in the rotated
coordinates U = (Uy,...,Uy,) to construct P. Specifi-
cally, we first define the coordinate-transformed law pPS
to be a product measure, so that U ~ P?® has inde-
pendent components. We choose U; to have a density
close t(? 17 N INN but satisfying a stricter €9p-DP
constraint for some ¢y < ¢, and take Us,...,U, to
have sufficiently slowly decaying densities. Intuitively,
U, controls the aggregate >, Z; (and hence the cost),
while the remaining coordinates provide enough “slack”
to absorb the remaining privacy budget e—¢q under shifts
in ST2. Consequently, P satisfies e-DP, and letting
€o T € yields cost arbitrarily close to the lower bound.
A rigorous proof is given in Appendix B. O

We numerically evaluate the two-user case (n = 2)
with sensitivity A = 2. Figure 1 compares the aggregate
squared loss under several mechanisms; the dashed black
curve shows the lower bound C7 5. All other curves are
estimated from 5 x 10° samples of (71, Z).

—e— Correlated gg =¢ — 0.1
10! iid Laplace

—+— iid Staircase

=== Lowerbound

SATRLY

[

Fig. 1: Quadratic loss vs ¢ for different DP schemes.

The orange curve corresponds to independent
Laplace(A/e) noise®, the green curve to the product of
one-dimensional optimal densities f; . A, and the blue

curve to our correlated construction P with g9 = ¢—0.1
(specified in Appendix B). These results empirically
validate the optimality of the correlated construction
relative to standard local DP schemes.

IV. CONCLUSION

We showed that the utility gap between local and
centralized differential privacy is not inherent to locality,
but to the restriction to independent noise. By introduc-
ing carefully designed correlations among locally added
noise variables, we constructed e-DP mechanisms whose
aggregate cost can approach the optimal centralized cost
arbitrarily closely.

Our approach extends beyond pure e-DP: the lower-
bound and scaling arguments carry over to approximate
DP and Rényi DP [24], and achievability should persist
when the relevant one-dimensional optimizers are stable
under small parameter changes.

Our analysis also extends to vector-valued data. Under
l~ sensitivity, the problem decouples coordinatewise
and reduces to the scalar setting studied here. When
sensitivity is measured using other norms, similar lower-
bound continue to apply. Moreover, recent results on
optimal mechanisms for vector-valued sensitivities [25]
suggest that our construction can be extended as well.

An important direction for future work is the efficient
and secure generation of the required correlations. In
the approximate DP setting, correlated Gaussian schemes
use independent noise combined with pairwise anticor-
related components that cancel upon aggregation [17],
[19], [20]. While similar ideas may be relevant here,
our construction is not directly reducible to such a
decomposition, as the resulting aggregate noise cannot
generally be expressed as a sum of independent random
variables.

3Laplace(\) has density %e*m/& and Laplace(A/g) is e-DP
for sensitivity A [7].
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APPENDIX A
PROOF OF LEMMA 1

For convenience, we restate Lemma 1.

Lemma (Scaling invariance of the optimal cost). Let
e, A,a>0and let L : R — R satisfy (A1)—(A3). Then

cajall(a() = C2A(L).
Proof. We need to prove the following equality:

/RL(CW) fz(a(-))@,A/a(x)dx:/RL(x)fZ,&A(J?)dx-

Observe that if a density g satisfies e-DP for sensitivity
A, then the scaled density z — ag(ax) satisfies e-
DP for sensitivity A/a. In particular, aff _ A (ax) is
feasible for the optimization defining fz(a(,)))& AJa

By optimality,

[ 200 i ayyc3jal@e < [ Lawyai o a(oa)ds

R
- / L(u) ff.. s (u)du,
R

where the last equality follows from the change of
variables u = ax.

Applying the same argument with « replaced by 1/«
yields the reverse inequality, which proves (7). O

APPENDIX B
PROOF OF ACHIEVABILITY OF THEOREM 1

For the reader’s convenience, we restate the achiev-
ability claim in Theorem 1:
__For every n > 0, there exists a probability measure
P on R™ such that the additive-noise mechanism with
Z ~ P satisfies -DP for sensitivity A and

/ L(Zz) P(dz - dz,) — CXA(L) < n. (13)
" i=1

To prove achievability, we construct a probability
measure P on R that satisfies e-DP for sensitivity A
and whose cost approaches the lower bound in (8).

Our construction relies on the staircase densities of
[10], named for their piecewise-constant form. They are
parametrized by (g, A) and a shape parameter y € [0, 1].
For notational simplicity, we suppress (g, A) and write

f+ for fW(E’A):

Qry, 0 <z <A,
e “a., YA <z < A
f(@)= e ke f (. — kA), kA <z < (k+1)Ak €N,
fy(=2), x <0,
(14)
where a, = a(y,e,A) is the normalizing constant.

Under Assumptions (A1)-(A3), [10] shows that the
optimizer f; _ A belongs to this family.

Armed with this characterization, we now prove
achievability.

Proof. Let v* be such that

flasvm, (15)

FLmen.earvm =
That is, v* indexes the staircase density that is optimal
for privacy level € and sensitivity A/4/n.
Fix ¢9 € (0,¢]. Define P via its pushforward under
the orthogonal transform S as

PS(d(ur, ... un)) = FL0Y (wy) glus) - - glu),

where g is a density on R satisfying =—=2-DP for sensi-
tivity A. For example, one may take g to be Laplace()\)
with A = 2=l 4
E—EQ
First, we need to verify that this choice satisfies the
e-DP constraint in (11). Observe that for any shift

te [=A/Vn,A/n] x [-A, A",

we have

(16)

FEOAD () glus) - - glun)

n
< e®o f,(yiU’A/ﬁ) (U1 + Zl) H 6% g(ui +t~1)
=2

— e fE RV (g 1 1) gus + ) - glun + ).

Let STnA denote the image of TnA under S, ie.,
STA = {Sx : x € T2}. If we show that ST is
contained in the cuboid in (16), then the £-DP claim
follows from the characterization in (11).

Indeed, by (12) we have (St); € [—A/v/n, A/y/n]
for all + € T2. Moreover, since [[t]z < A and S is
orthogonal, ||St||2 = ||t|l2 < A, which implies |(St);] <
A for every i > 2. Hence STS C [-A/y/n, A//n] x
[—A, A]"~! and therefore P satisfies e-DP for sensitiv-
ity A/y/n.

We now compute the cost under P. Asin (10),

n

/ L( Z %) P(dz) = / L(vnu) f,siO’A/ﬁ) (u) du.
" =1 R

It remains to show that, for a suitable choice of ¢, the
right-hand-side integral approximates C7 5 (L). Recall
that

call) = :,A/\/H(L(\/ﬁ(')))
= [ L) 42 ) du
R

where the first equality follows from Lemma 1, and the
second one follows from (15).

We prove the approximation via the dominated
convergence theorem. By (14), fgiO’A/ vn) converges

“In our implementation of Pin Figure 1, we take g to be Laplace
with this choice of A.



to f,(yi’A/ v pointwise as ¢y — &, and hence
L(yn (+) fﬁiO’A/ﬁ) converges to L(y/n(-)) féi’A/‘/ﬁ)
pointwise.

Moreover, the staircase characterization (14) implies
a uniform envelope: for ¢y € (g/2,¢] the densities
f,(YiO’A/ V™) are dominated by an even function h with
geometric tail decay. Since L has at most subexponential
growth, we have [, L(y/nu)h(u)du < co. Therefore,
dominated convergence yields

[ £
— / L(v/nu) fsi’A/\/ﬁ)(u)du as g9 — ¢, (17)
R

and hence we can choose ¢( sufficiently close to ¢ so
that the absolute difference is at most 7. O

We visualize the asymptotic convergence of P by
numerically simulating two users (n = 2) with A = 2.
The samples of Z are generated where the choice for g
is a Laplace(ﬁ). We plot the quadratic loss versus
€ for various choices of ¢35 and observe that as gg
approaches ¢, the quadratic loss decreases and is closer

to the theoretical lower bound C? A (L).

—— g=¢-0.05

8 \ = g=e-0.15

3 —— g=ec-03

4 =+- Lower bound
o 2

N -
AT
= 0.5
0.25
0.125
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Fig. 2: quadratic loss vs ¢ for different .

Figure 3 illustrates the density of P forn = 2.

Ryl

0.014

0.008

0.006

Fig. 3: Density of P

The plot corresponds to the two-user case with € =
0.5, A = 1, and ¢y = 0.4, where ¢ is chosen as
Laplace(A/(e—&¢)). As expected, the mass concentrates
near the line z; + 20 = 0 (i.e.,, u; = 0) and exhibits
staircase decay along 21 = 29, equivalently along the u
direction.
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