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Part of a longer tutorial

http://people.cs.vt.edu/~badityap/TALKS/18-sdm-tutorial

Given at SIAM Data Mining 2018
All Slides are posted there.

Also, invited article at IEEE Intelligent Informatics Bulletin
Dec, 2018.

http://people.cs.vt.edu/~badityap/papers/cis-ieeeiib18.pdf

License: for education and research, you are welcome to
use parts of this presentation, for free, with standard
academic attribution. For-profit usage requires written
permission by the authors.
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Outline

Introduction

« Data (network and sequence) mining challenges in
Cl systems

Part 1. Power Systems

* |dentifying and protecting against vulnerability in
power networks

Part 2. Transportation Systems
 Traffic states/flow prediction and control

Part 3: Decision Making
» Tools for facilitating decisions

Conclusion
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Urban computing

 Many broader problems and challenges in big cities

—_

Q4: Robustness & Evolution Q5: Public Health Q6: Air pollution

6 Prakash 2019

[MVirginiaTech



Q1: Smart grid

 How to design more efficient and environment
friendlier systems for managing electric grids.

GENERATION  TRANSMISSION DISTRIBUTION & CONSUMPTION

‘a‘ﬁp Challenges:
Huge Data Processing from Sensors
- Protection from Cyberterrorism
Privacy Concern

Use digital communication techniques to
detect and react to local changes in usage
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Q2: Urban flow

« Traffic flow is the study of interactions
between vehicles, drivers, crowds and
Infrastructure (including highways, signage
and traffic control devices)

« How to predict and utilize the traffic flow in a city.
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Predicting the traffic flow Use traffic flow information for finding good
billboard locations
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Crowd flow prediction

e Predicting the crowd flow in a region at a
specific time (ST-ResNet [zhang et al., AAAI'L7])
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B siarting @ End

Important for:

= Traffic management
= Risk assessment

= Public safety
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Traffic flow prediction

* Predicting traffic on an urban traffic network
(ITS (Wuetal., TRB'12])
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Fig. 1. Downtown area in the City of Bellevue, WA (hackgrc-ﬁnd images are from maps.google.com)
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Smart billboard locations

* Finding the most influential Locations to place
billboards using the traffic flow (SmartAdP [Liu
| et_al., _IEEE Trans. Vis. Comput. Graph’16])
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Q3: Situation awareness

e Improving situation awareness during
extreme events using social media

« Using Twitter to locate events during
Earthquakes

* Detecting fire emergencies

Prakash 2019
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Event detection

« Detecting earthquake locations using social
media (JMA [Sakaki et al., WWW'10])
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Disaster phase detection

 Tweet classification and visualization for
disaster phase detection (PhaseVis [vang et al.,

ISCRAM13])
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Urban computing

 Many problems and challenges in big cities

—_

Q4: Robustness & Evolution Q5: Public Health Q6: Air pollution
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Q4: Robustness & Evolution

e |mproving system robustness and modeling
system evolutions
 Failure simulation and prediction system

Multi Agency Interoperability
Rolta 30 GIS Mapping

Hurricane Sandy path tracking
Wursicans Sandy i - Sandy satellite image
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Analyzing species flow and
Invasion risk [Xu et al., KDD'14]
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Q5: Public health
e To assure the condition in which people can
be healthy gjm
* Immunization/vaccination Ah
« Health surveillance
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Controlling disease spread A
over a contact network Syndromic surveillance of flu
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Q6: Air pollution

 |nfer real-time and fine-grained air quality
throughout a city using Big Data (U-AIr [zheng et
al., KDD'13])

Meteorology Traffic
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Historical air quality data Real-time air quality

reports
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Critical Infrastructure Systems -
Urban Computing

 Vital to our national security, economy.

X e
() mes

Cell Monfiors both phones during call
i for hand off requirements or release.

Cellular System
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Q s T e f?
User Interface N &5 ;
© ‘ :
Control Center z ;:_;
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Importance of CIS

e CIS are the fundamental for many of the

>

L= ==

Q2 (urban flow)

Electric grid system

Q3 (situation awareness )
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Importance of CIS

e CIS are the fundamental for many of the
urban computing problems

Control Center

Traffic flow analysis based on Cyber system facilitates online
the transportation system communications
Q2 (urban flow) Q1 (smart grid)

22 Prakash 2019
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Ex: 2003 Northeast Blackout

e Cascading failures on CIS lead to huge loss
In different areas
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Data mining problems

 What are the underlying data mining
problems in CIS?
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Aim 1: System modeling

* Modeling the regular and anomalous
dynamics of the system

Traffic flow modeling System modeling during a hurricane

25 Prakash 2019
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Aim 2: Vulnerability analysis

e Analyze system vulnerability and resilience

|dentifying critical Quantifying system vulnerability
facilities in the system

26 Prakash 2019
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Aim 3. Supporting tools &

systems
 Tools & systems to facilitate decision makings
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Challenges in working with CIS

 Why are CIS hard to work with:

« 1. Complexity

Hierarchy of subsystems
e 2. Heterogeneity

Types of interdependencies
* 3. Dynamics

Different types of failures

State of operation
Coupling behavior

Type of
Failure

Infrastruciture
Characteristics

State of \

Operation

Coupling
and
Response
Behavior .
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Challenge 1: Complexity

 Many underlying subsystems

o\ Wiy  Power generator: generates power using
IR different types of fuel.

e Transmission network: transfer power to
different areas.

« Distribution plant: distribute power to local
facilities.

* Pipeline network: transfer resources such
as natural gas

Electric Grid System Even more subsystems inside these
subsystems (like natural gas
compressors inside the pipeline network)

29 Prakash 2019
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Challenge 2: Heterogeneity

 Different types of interdependencies

* Physical: the state of an infrastructure depends on
the material output of another

» Geographical: changes caused by local
environmental events

* Cyber: the state of an infrastructure depends on
the information transmitted through the information
Infrastructure

* Logical: other dependencies =" "~ ==;: &,

o Communication

Prakash 2019

LVirginialech



Challenge 3: Dynamics

 Different types of incidents can cause the
failure of a facility
* Loss of dependencies (power, fuel, etc)
« Malfunctioning (due to natural or man-made
disasters)
 The system has different states of operations
* Normal, repair, stressed

Before cascading After cascading

i -
T T r et )

Communications

Power

________
-~ A

minaﬂhg outages 4 o separated islands
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From a Data Analytics viewpoint...

 Highly heterogeneous data. E.g.:

* Networks with many different types of nodes and
links.

* Multiple networks
« Multiple sources of information

 Complex system dynamics
 Temporal behavior is important

e Large scale big-data for analysis.

 Require actionable results and intelligent
systems.

Four V’s of Big-data: Variety, Volume, Velocity, Veracity

32 Prakash 2019
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Modeling CIS

 How to model the dynamics of the system?
[Ouyang’13]

System dynamics based
Agent based

Network based
Empirical

Economic theory based

Prakash 2019
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Network based approaches

* Describe CIS as networks with nodes
representing different CIS components and
links mimicking the physical and relational
connections among them

B < Less ‘realistic’: require less
g\  domain knowledge
'} ~ « More general: can be applied
; for different systems
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Infer across-layer connections

[Chen, KDD’16]
 Different CIS layers can be connected due to
their complex interdependencies (not

completely observable)

AS Network Transportation Network

o

Control

Some slide materials taken from: http://www.public.asu.edu/~cchen211/FASCINATE _KDD.pdf
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Infer across-layer connections

Control Layer

Infer the incomplete
across-layer relations

Physical Layer

layer-layer \
dependency network

36 Prakash 2019

LVirginialech



Key idea 1

e Collaborative filtering

Dependency Only

™

Users = Routers| Movies = Transportation | Known Ratings = Observed Cross-Layer Dependency

37 Prakash 2019
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Key Idea 2
* Collaborative filtering with side information

Two-layered Network

—C
500"

Transportatign Networ; |

=

4 1
1

| ! |
\ [

oy |

Movie-Movie Similarity = Transportation Network | Social Network = AS Network
Known Ratings = Support from Routers to Transportation Network
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Key idea 3

 Node homophily: closely connected entities
tend to have similar latent profiles

(min tr(F'(D, — U)F) )

Celebrities = Power Plants | Users = Routers | Movies = Transportation

Known Ratings, Movie Cast, Fans = Observed Cross-Layer Dependencies
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FASCINATE

* A collaborative filtering based optimization
algorithm

. . 2
mingaoies, g ) = ) I Wi@WDy; — Fiy) 17 +
L,j:G(i,j)=1 " i ‘
Matching observed cross-layer dependencies

a Z fT(Fi'(Tz — Aok + BZ I Fi I

L |
Node homophily Regularization
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Performance

e Achieving good performance in inferring the
across-layer dependencies

1' E— —-e.-—-r_.,._h d 1 I e ——
0.9} B
0.8
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o
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(a) MAP (b) AUC
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System dynamics based

42
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Good for realistic and
precise modeling of a
single system

Typically require domain
knowledge

Can be time consuming

Agent based

Modeling CIS

Target System Agent based model
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Network based

Less realistic modeling
Require less domain
knowledge

Can work for multiple
systems together
More general

We will focus more on the network based

methods
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Outline

Introduction

« Data (network and sequence) mining challenges in
Cl systems

Part 1. Power Systems

* |dentifying and protecting against vulnerability in
power networks

Part 2. Transportation Systems
 Traffic states/flow prediction and control

Part 3: Decision Making
» Tools for facilitating decisions

Conclusion

Prakash 2019

LVirginialech



44

Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Prakash 2019
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Find facilities to protect/enhance against unknown natural
disasters (non-adversarial)

45
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Using mainly the static topology/structure of the network to
find crucial nodes

46 Prakash 2019
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Integrating the failure cascade dynamic into the analysis

47 Prakash 2019
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Protect the system against adversarial attacks with known
patterns and strategies

48
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
¢ Dynamics based

e Protecting CIS against attacks

Prakash 2019
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Power grid resilience metric

[Arianos, Chaos’09]

e Power transmission grid network

« Transmission network connecting power
generators and load nodes

Prakash 2019
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Power grid resilience metric

[Arianos, Chaos’09]

 Generalize the geodesic (shortest) distance
to account for the flow capacity between

power grid nodes

 Power does not flow from one
node to another in a single path

E= : > : e The power only flows from the
NN =1)i%; dy generator nodes to the load nodes
Global efficiency score » Capacity C; from generator i to
load | (the maximum power
Injection)

o1 Prakash 2019
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Net-abllity

 Generalize the geodesic (shortest) distance
to account for the flow capacity between
power grid nodes

Adapt to power grid

1 1
E= E = E 2 E p.r,
N(N - 1)z, d;j /NGND;Eg}Ep UkEH 'd
Global efficiency score Generator nodes f

Load nodes Power share of paths

52 Prakash 2019
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Net-abllity

Generalize the geodesic (shortest) distance
to account for the flow capacity between
power grid nodes

Adapt to power grid

P — , zzuzpq

N(N - 1)z, d;j NGND;Engp keH;;
Global efficiency score

Distance_ based on | d‘:-} — 2 Jdkzl

economic and technical

lek \
cost
///ﬂ Impedance

Power distribution factor
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Global performance evaluation

« Comparing with overload rate upon line

removal
;3 30
= ol A —— Efficiency
< NN | T - -Net-Abilit
> 10 VNS N /\ \ - — y
-10
30
20 L Overload
= 10
S of o
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Global performance evaluation

« Comparing with overload rate upon line
removal
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Connectivity measures on multi-
|aye red networks [Chen, ICDM'15]

e Multi-layered networks

(Dependency between
Layer 3 and Layer 4)

Physical Layer

A four-layered network

Some slide materials taken from: http://www.public.asu.edu/~cchen211/ICDM15_Mulan.pdf

56 Prakash 2019 L
LVirginialech




57

Connectivity unification
(SUBLINE family)

« Key idea: graph connectivity as an
aggregation over the subgraph connectivity

C(A)= )  f(m
TCA
— A: adjacency matrix of the graph

— 1r: a hon-empty subgraphin A
— f(m): connectivity of the subgraph
— C(A): connectivity of graph A

Prakash 2019
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Connectivity unification
(SUBLINE family)

« Key idea: graph connectivity as an
aggregation over the subgraph connectivity

c@) =) fm

TCA
Examples
_ Path Capacity.—/@ - {i " mpierer sl ¢ e
- Loop Capacity: il oop of engi fn(r) 2B
_ Triangle Capacity. " e

1 if7is atriangle c&o
\f(ﬁ) B { g

0 otherwise.
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Connectivity control
= Define 1(S))=X7_, ¢;j(C(A;)-C(A\S.))
— Example: C = Triangle Capacity

I(V) ~ #Triangles in which A & its dependencies participate
- "' \

I(V)~1+2+

Power Grid AS Network Airport Network

AS Network

59 Prakash 2019
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Optimal control

e Goal

* Find an optimal node set in the control layer to
maximize its impact on the target layers

e Theorem

 The SUBLINE family enjoy the diminishing
returns property

e Solutions (OPERA)
* Greedy algorithm (linear)

Prakash 2019
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
 Dynamics based

e Protecting CIS against attacks

Prakash 2019
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Robustness under failure
Cascade [Buldyrev, Nature’10]

* Failure cascade between different layers

a b c
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Internet network

Power network Disconnection from the
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Failure cascade based on

mutually connected clusters
e Only the mutually connected clusters are

functional
a b [ d

aE aE )b24 334C )b24
) ) b,y a3, @—0 by,
) 8 @— a1, @0 by, 30 @—0 by

Attack—
81 @— a1y @0 by, a3 @—0 by,
A B Stage 1 Stage 2 Stage 3
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Failure cascade based on

mutually connected clusters

e At the end, we study the size of the giant
(largest) mutually connected clusters.

a b c d

aE aE )b24 334C )b24
) ) by, 833 @0 by
) 8 @— a1, @0 by, 30 @—0 by

Attack—
81 @— a1y @0 by, a3 @—0 by,
A B Stage 1 Stage 2 Stage 3
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Analysis on ER networks

A critical threshold p. to maintain a giant
mutually connected cluster at the end.

1.0 T | T T T T | T | Pl -;.——;|_-::"'
et Ty
—— N =1,000 ot
...... N=21000
08— — —. N=4000
- += N=8,000 .
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06k *— - N=232,000 J
" =evms N = 64,000 ff' .;'
/ g
Q ¢, /f;A
Vi K /.: -
0.4 ’/ ., ,,:,
i |
R
Y A
02T 201 [ pe=2assay
. .-',f ',*///.."
0.0 =~ == -|#_.J""'.|_;j. -"'C:""T i | i | i
2.36 2.38 2.4 2.42 2.44 2.46 2.48 2.5
plk)
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HotS pOtS [Chen, CIKM'17 and KDD'19]

e Given a heterogeneous interconnected CIS
network

Description

Generate electrical power which is
transmitted to substations through the
transmission network.

Move electrical power from power plants to
substations.

Transform voltage and distribute electrical
powers to consumers.

Increase the pressure of a gas to transport it
through pipelines.

Transport natural gas to consumers.

_______ Infrastruct
| Power Plants nirastructure Node Type
*\ Type
® - : .
. |25, Transmission Nraﬂ:lI Electrical power
: - ] plants (g)
Power Transmission
nodes (t)
Electrical
S _ substations (s)
L :
----- N | Substations | Natural gas
------ \‘ ' S Natural gas | compressors (c)
s Pipelines (p)
]
#% OAK RIDGE
- Mational Laboratory
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HotSpots

e Given a heterogeneous interconnected CIS

| Powwer Plants | Inter-connections:
. . .
\ « Power plants are connected to the closest transmission
Gas Pipeline | line, and gas pipeline

« Substations are connected to the closest transmission line

» (Gas compressors are connected to the corresponding
substations that provide power to them; and to the closest
gas pipeline

» (Gas pipeline and transmission network themselves are

I ' — *
"\ (A =¥
| Gas CnmkprEssurs [ Y PS— [ ™

9 _ Substations _

o ST\ T networks with connections
& e\
* \*m__%_‘tz} More
. . details
Use the Urbannet toolkit to automatically construct et n e
heterogeneous CI networks from original raw shapefiles. —
utoria
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HotSpots

e Given a heterogeneous interconnected CIS
network

e Goal 1: Model the failure cascade among
multiple CIS

e Goal 2: Identify critical faclilities that may lead
to large failure spread over the entire system

68 Prakash 2019
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Goal 1: Fallure Cascade Model
 Propose F-CAS model:

Prakash 2019
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Goal 1: Faillure Cascade Model

 Propose F-CAS model:
« |If a substation has no path in the trans. network to any power

plant, it fails.
Power Plants
Power TransmISSIOn Substations LL‘Transmi‘r:s'rnn Net |
plants Network 2=

O3
OO)
o

N substations
w \ iy
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Goal 1: Faillure Cascade Model

 Propose F-CAS model:

« |If a substation has no path in the trans. network to any power
plant, it fails.
« |f a natural gas compressor’s associated substation fails, it fails.

Power Plants
¥

Gas SUbStationS Gas Pipeline | _» ?II_T.';_.__HTransmisls'rnn Net |
Compressors PR B Ry

|"‘.- I‘F - 5
_Gaanmpressnry:{ "\"’""" A \" Substations
T +'.‘ ‘”:::-‘ +_.‘ sr____..
I & 2 \ i

o7 Sod
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Goal 1: Faillure Cascade Model

 Propose F-CAS model:
« |If a substation has no path in the trans. network to any power
plant, it fails.
« |f a natural gas compressor’s associated substation fails, it fails.
« |f a power plant’s reachable natural gas compressor fails, it fails

Power Plants

R
1 o\
GaS Pi e”ne GasPIIpeline f’l T } L‘Transmisls'runNet:
Compressors P Power plants e=3A 0 F >

Network I 9 X
/—\ I/ ' "{\ﬂ/@

;,.;_"?x failure casc e
.I"'.. '_ ’ - I'
| Gas Cumpress.nry,’ "'\"' _____ (& ¥y substations
-u__ ' P . -'._,'
I » ,/ i
| YA

72 Prakash 2019

LVirginialech



Goal 1: Faillure Cascade Model

 Propose F-CAS model:
« |If a substation has no path in the trans. network to any power
plant, it fails.
« |f a natural gas compressor’s associated substation fails, it fails.
« |f a power plant’s reachable natural gas compressor fails, it fails
* In the trans. network, we propose two Independent Cascade
(IC) [Kempe 2003] based models

Power Plants

Gas Pipeline,  a , |-.*-. | Transmission Net |
h - e 1 4

~ >
B if t; and t; share a child \/ \1 ,,f— :
71 0 otherwise 3 4 5 {'l\lﬁ
\.

[ Trans-naive ]

[ Trans-real ]

W™ n
| Gas Compressors |
"

(_1a 2 ,- &

_ ZxeCs(Par(iy)\r) Load(x) (- Based on physical
ZxePar(t)\1; Capacity(x)| interdependencies, domain

__constraints, and tractability
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F-CAS: Novelty

* Neighbor-based failure cascade
« Substation to gas compressors

(New) Path-based failure cascade

* Not handled by traditional cascade models such
as the IC model, epidemiological models (SI, SIR,

etc.)
Power (I.'aansm1551g Power Plants
ubstafibpstations ;
plantsCompreésonrsork N\
Gas Pipeline | = : Transmission Net |
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Goal 2: Find Critical Nodes

 Problem 1 (Max-Sub)

« Given: a heterogeneous network G, the failure
cascade model F-CAS, and a budget Kk,

* Find: the critical set S* of k transmission nodes,
the failures of which maximize the expected
number of failed substations.

S* = arg max E[#s]|S]

Expected number of failed substations Gospipetie| s 3 [, [Transmission et
in the end given S S VALI R o

AL~ Y
El#s|S] = ZPI‘ si|S) \ e « W H
/ | Gas Cumpress.nﬂll;;:. e .- Al I
e o€ Lot AN N

Probability of a substation s, failing o \h )
;s given S as the initial failures

N
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Challenge

o E[#s|S] is hard to directly optimize
* For each s, we need to check the connectivity of
the entire transmission network

76

 NP-Hard
4 . . o)
ldea: Quickly estimate If a
substation node would fall
without re-checking the full
network
g J

new data structure
Dominator trees
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Effectiveness

e Simulate the final failure spread of the
selected critical nodes

400 *—*HotSpots »sHotSpots
+—PERA soo**0OPERA
350=—aDegree —sDegreea
300 —Pagerank —Pagerank
**Random 300" "Random
250.**Netshield A 5 —sNetshield ‘
w1 -~ i
. # 200 v $2M_ 2
Trans-naive ., ~ #*

Outperform methods based on static network
topology/structure (like OPERA)

L 3
400 - . . ' : .
*—sHotSpots =—sHotSpots
350+—0PERA apol*—0OPERA
—aDegree s—aDegree
300r—epagerank *—Pagerank
s5g|" "Random 300> *Random
—=pNetshield E ey —=pNetshield
" y
Trans-real 2o I
4+ 200
150
100 100
50
0 i) -
0 10 20 30 40 50 0 10 20 30 a0 50
K K
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Case Study: 2003 Blackout

« Evaluating critical nodes detected by
HotSpots

Eil o 6t Py M~ ﬁ _1. I'_'l
e e o B d 4! |
v S ] ’.-_{._F \ ¢ _iD il W e f L ij“u 0 a . q q
‘_IT b @ t-— ,& % " FINNS :|.1‘..J|H'I...'|. {ﬁ'“? **_{r, Gﬂ
O 0 : (4] "-ﬂ‘ - _‘_% o 'D 0 “:1 .'; il
é ~ N

8 =~ 1 b 7 R Tk, il o T rﬂ ﬂh 0 Fuer
. W ? s h 0 aH ﬂ v
LA . " " ' / . LR ﬁ f = ﬂ‘ﬂ ﬂ -
Fr, \.}1‘ c d.l.n./r-}'l .:.._ h_ y q'ﬂ ﬁ; % “,'s-m...{.- “_ — - ,_. o

~Ry W TN S % g
| f?:; o Vo %ﬁ*«'ﬁ' L R

=
. e 1
o 4 - iyt
® o :_1 ;;ll{:_: ¥ E"_“‘ |
¥ - 7y DAL i -
, ég} RS l (b) PA
jl f;g 'F':l' f ‘//'I‘ b 4 Q’_'_"— D n 3 = = s ™ 'n‘.'."‘-z
L= LN f % - = =
?. Lt --‘ l: 'I"‘f':x‘-__::._—g_'- ’:_! . n.- i I i, 4 ﬂ.-_ .rl a?._-‘.‘ , é{ :' - '. s
i 7% - . N g T TS e L+ ] [+
. a ] e 4 s b Wt o il @ o . o
e Y gﬁ ¢ =gl § 4 \* VIRGING b4 '.:r " -~ v W ""n‘ 8
L e - -0 Y T a1 e, = 4
¢ A i : [TF =iy B \ L - *':-.- oo '-::-‘ ! 0
Ii-lh"' it ‘i ];ﬂp-: IIlﬁ;.I--I%I v ﬂ‘ .rIT . # . 11. o F ¥ - .,‘__.’* ~ ! “."1 :—“._ . &‘.

K (a) OH (c) TN

Close to the 'transmission lines that All detected nodes are on or close to the

initially failed during the blackout high voltage transmission lines
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Part 1. Power systems

 |dentifying critical/vulnerable facilities
* Network structure based
e Dynamics based

 Protecting CIS against attacks

Prakash 2019
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Cascade-based attack

VU I n e rabl I |ty [Wang, Safety Science’09]

« Study the effect of two different attacks for the
network robustness against failure cascade

 Load redistribution in the network cascading
the failure

An attack on node i redistributes
% its load to the neighboring nodes

80 Prakash 2019
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Model for load and load
redistribution

Capacity of a node C; = TL; L /a: Control how much the
Initial load depends on

N Redistribution proportional to the initial loads
Initial load: product of degree

o
and the summation of the AL —L_ 5 | [kiz”'erfk"‘]
. . i L, knZger, ke
neighboring degrees 2oneriln " Y oner, [KnZger, k]
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Comparison of two different

attacking strategies
e HL: selecting 50 nodes with the highest loads

e LL: selecting 50 nodes with the lowest loads

1.0 : : : 1.0 - r . r
—a— a=0.5(LL) || —=— o=1(LL) ||
1 ~e— 0=0.5(HL) . ~@- o=1(HL)
0.8- l '. —a— a=0.4(LL) 0.8- '. -.:. —A— ¢=0.9(LL)
_ ' ' —v— o=0.4(HL) . @ | v a=0.9(HL) |
| < a=ﬂ.3§LL]) © L Yy ¢ ool
0.6- x| > g=0.3(HL) ~ 0.6- il X < > =0.8(HL)
| | o=0.3(HL) S ® * —— o=0.7(LL)
‘ |*" | —®— o=0.2(LL) | = | ¢ ® " * * | & a=0.7(HL)|]
0.4- | ® a=0.2(HL)| L’ 0.4 : ' 3 o o=06(LL) |
] o o=0.1(LL) QO *— 0=0.6(HL)| |
' ARG ¢ * o=0.1(HL) | T
0.2 | v § 0.2
0.0 0.0+——F T
10 11 12 13 14 15 16 1.7 1.8 10 11 12 13 14 15 16 1.7 1.8
T T

T: ratio between capacity and initial load
CFattack: impact of the attack
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Comparison of two different

1.9

attacking strategies

181
174
164
151
14
134

1.2 1

1.1

014 02 03 04 05 06 0.7 08 09 1.0
o

Different optimal strategies with different a setting
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Robustness of interdependent
networks under targeted attack

[Huang, Physical Review’11]
 Failure cascade based on mutually connected
clusters (only the giant cluster iIs functional)

2 b c d
43 43 )‘%4 334C: )bz4
) ) bys 833 @0 by
) 21 @— 1, @0 by 83, @—0 by,
Attack—
a; @— a,1 @—0 by, 831 @0 by,
A B Stage 1 Stage 2 Stage 3

Based on the non-adversarial work [Buldyrev, Nature’10],

o but integrating adversarial attap%'g]sﬂ strategy
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Degree based attacks

« Use a to adjust whether to target high degree
nodes or low degree nodes

Degree of the node

\4 ko

Wy (ki) = L —oo<a <40

>k

a>0: target high degree nodes

. _ ao=0: random selection
Probability of a node being attacked a<0: target low degree nodes

85 Prakash 2019
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Main conclusion

Degree-based targeted | converted to Random attack on
attack on interdependent > Interdependent network
network A and B A and B

ldea: Removal of edges connecting a deleted
edge Is equivalent to randomly removing a
portion of edges of the remaining nodes

86 Prakash 2019
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Optimize resilience against

a.ttaCkS [Ouyang, 2017]
* Integrate the arranging of the repair sequence
of damaged components under limited repair
resources into protection planning

Maximizing the resilience [ [Py — Pr(t))dt

t,
of the system R(T)=1-~= TP,
M. . .. h o+t I,
nimizing the ~ py _ f [Py — Po()|dt = f Py — Pr(1)]ds
resilience loss o 0
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CIRO-IA model

Attacking strategy Repair optimization

L(w,v,x,r,1,0, P3, f, APP
Tp—1

= min,max, min, , o ps s Ap> ) ( > APH?)
/ =1 neV?

t+1 t+1
Protection strategy [Z Mh(1+1) (Z D TinsTa+ ) D rus rz)

neV* s=1 leL* s=1

D20 P2) RS 5) s | IE

neV* s=1 leL* s=1
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Case study

Edges to protect

Nodes to attack
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Summary: Part 1

Improving power system robustness

Non-adversarial \A\dversarial

5 e .| 2 .
. -4 “ AT !‘I‘i
o Jiﬁ-F o = fo— 8 Y "“:r’ d ,
i =3 r 2= A
“‘Pn o-"?'-n . .?;?._ % i - '. i 5o ':5; Ia'ﬁ
™ b A I"ﬂ ey O ..I.I
10» . g O #' X :'. : hd' a mi‘ﬂe! - 2 }_gftrrf:-;
— - _ 5 [T Tqﬁ s . -'F: ¢ =
o | iiasey [P W-ae e NN
I;m g‘?;. : -.i’t‘;. | I. [ :é- (h] PA
\ o _:‘,-' Vo ‘ g ) £ — .,","i'i‘
g e/ W ot
? : 2 ,‘*‘“‘a -.1;'-_—_‘- r:‘;;_‘ v e - [ L™ ‘o‘l ]
! e e e S e
(a) OH (c) TN

Improvement based on network

topology or failure cascade dynamics
Protection against adversarial attacks
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Outline

Introduction

« Data (network and sequence) mining challenges in
Cl systems

Part 1. Power Systems

 |dentifying and protecting against vulnerability in
power networks

Part 2. Transportation Systems
 Traffic states/flow prediction and control

Part 3: Decision Making
» Tools for facilitating decisions

Conclusion

Prakash 2019
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Transportation Systems

 Example problems:

1 i -
= <- _\-‘\
& i ( R\
- i '
P £
! I
i : '
im - - o 5 ™ RFID Tag Mgy
- ==
L LR 7 :‘:" e Cantroller .
.:..-. - I_F.f - - - . PICIGFETXA '
Bellevue Mall - b LED
|- -
- 4 Desprlay
- ¥ 15
v i1 "
- [ ;
. i . 1 Traffic Controller /
Fartt i i
. I+ layuo -4
e e E

o _ Predicting different _ _
Predicting traffic flow traffic states such as Congestion tracking

weather, accidents, etc. and control

92 Prakash 2019

LVirginialech



Influence estimation for traffic

diffusion [Anwar+, CIKM'15]
e Glven

» Traffic data:

Traffic volume: the count of vehicles crossing a road
segment during the green light time

Degree of saturation: the ratio of effectively used green
light time and the total green light time

 Road network:

A network of road intersections, connected by road
segments with features

 Compute the influence score for each road
segment (how much the traffic on this
segment influence that on the global network)
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RoadRank

* Detect the influence between road segments
In terms of propagating congestions.

¥
Fl § 8 £ _—
iy § i e [My1e) (ML
J Bowen gy % = o L
Y [y L)
o & [hyiw) Qe
T = ] Clt‘# Liddiard St
Ligknany g; = 2 (Ldle} (Ld2e|
bl -Chry stobel Cres [Clw) < Lt < _@
" X (Ld1w) [Ld2w] (1) @ 2
- Park 5 == = iE =l 15
Es @Hg I 2l [2 g —
: g a = = N ;
=l T O & " Lynch 5t [Lyle] - £ A e [ylw) @S
el i ] & o & = z
- Lylw] = =
] & | ]:%: Ly _..‘.::_ é EE é E IB_J@'
@ 4= : £ .
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gl 0 Ry o 1
2 n sl || D
!:_' el e 2 E“r"’-"\'r&-. % .E.
Manningies Rt & J f z 2= [Malei
Chulay g i & £ ro Manningtree Rd (Mnle] 3 [01e)  OxleyRd
1 a ) R Lk — > o i
ok o ThinTw) 1w (atw) @ <
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3 [ ] = @ludze]
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[ B 4
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(a) Actual road map (b) Road network

Defining traffic diffusion probabilities

f{i{:‘f‘i — T )

2

inf
Vhiry—rrp

bp(ri = 13) = td(r; — 1)
i k
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Calculating PageRank-
based influence score
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Finding most influential roads

e Detecting congestion areas

Rank Road segment RR Score
03-02-2012 08:05 AM
1. Hoddle St {(Victoria Parade to Elizabeth St) 02.57095
2. Dddle St-(Elizabeth St to Albert St) 02.00645
3. Canterbury Rd to Danks St) 01.89356
4. Heldelberg Rd (Hoddle St to The Esplanade) 01.83253
d. eidelberg’Rd (The Esplanade to Hoddle St) 01.81797
03-02-2012 10:05 AM
1. Hoddle St\(Victoria Parade to Elizabeth St) 03.49890
2. Hoddle St (Elizabeth St to Albert St) 02.50019
3. Heldelber Rd (Hoddle St to The Esplanade) 02.38343
4. rg Rd (The Esplanade to Hoddle St) 02.35427
d. Hoddle St (Elizabeth St to Victoria Parade) 02.31045

Prakash 2019
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State estimation using crowd

sourced APPS [adnikari+, SIAM Data Mining *18]

« Crowd sourced application ; > s
. . Fulton Street
* Navigation
* Reporting incidents on road

o Users report incidents like
* Accidents
* Traffic Jam

~. * Stranded Vehicles

22:56

20 min 22 mil A

Waze app
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Problem formulation

e Glven
* A network &(V,£) with
/cV which have failed

* Probes: nodes observed
to have been failed ¢gc/

e |Infer

* Most likely unobserved
nodes which have failed

/[=¢

Failures are geographically correlated
[Agarwal et al., IEEE/ACM ToN 2013]

97 Prakash 2019
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GRAPHSTATEINF based on MDL

e Gilven:
e Graph &¢(V,£)
* Probes gcV

 Probability Dist. Ps
and # l
e FInd:
 The failure set |
e Such that:
e MDL cost is minimized e o & i
£(121,11],1, Q) = — log (Igl) —tog (Y& [TF 9 TL (1-F(v'19))
seV vel vl
Near optimal [-2|Q|log(v) — 2(|/] — |Q]) log(1 — )
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Higher
IS better

99

Performance

Precision/ Recallf F1 Score/ MDL Cost Ratio
=] o o =] o a =] o =]

..........................................................................................................................

L] e=a Precision
i =8 Recall
..................................................................................... =@ F1l Score

=8 MDL Cost Ratio
i : - )

i i
] ot (1] aa

| ocaLSeEarcH

Cost Ratio

Score) MDL

Precision/ Recall/ F1
8 m B 8 B

Lk el Precision
i i B=8 Recall
ST S OSSR SRS SR SOOI OO SR =8 F1 Score
: =8 MDL Cost Rabio
3 ] 0 ' ' £

GraruMapr

GRrAPHMAP results in higher F1 Score
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Outline

e Introduction

e Data (network and sequence) mining challenges in
Cl systems

 Part 1. Power Systems

 Identifying and protecting against vulnerability in
power networks

e Part 2: Transportation Systems
« Traffic states/flow prediction and control

« Part 3: Decision Making
* Tools for facilitating decisions

e Conclusion
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Facilitating decision making

e Improving situation awareness
 Ex 1: Finding flooding area
« Ex 2: Spatial event discovery

e Other CIS systems & tools

 Critical Infrastructure Protection/Decision Support
System (CIP/DSS)

» Urbannet toolkit & web interface
» Other resources

101 Prakash 2019
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Flood mapping on satellite

imageS [Liang, WWW'18]
 Distinguish flooded areas from non-flooded
areas using image segmentation technigues

@ oo Satellite images of
- - o

I@rakash 2019
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Human guidance

* A semi-supervised learning algorithm

* Divide the satellite image into patches using a
graph-based approach depending on the proximity
and intensity of the pixels

« Classify each patch: each time the user is asked
to label a few patches, and then learn a classifier
to automatically classify the other patches

103 Prakash 2019
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Performance

 |dentify flooding areas with high accuracy

(a) Our Method ) Watershed Algorithm
(c) Normalized Cuts Algorithm (100 partitions) (d) Graph-based Clustering with Post-processing (100 par-
titions)
104 Prakash 2019
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Faclilitating decision making

e Improving situation awareness
 Ex 1: Finding flooding area
 Ex 2: Spatial event discovery

e Other CIS systems & tools

 Critical Infrastructure Protection/Decision Support
System (CIP/DSS)

» Urbannet toolkit & web interface
» Other resources

105 Prakash 2019
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Real-time event detection

[Sakaki, WWW’10]
e Using Twitter users as sensors

e Design
* A classifier for detecting target events

« A probablistic spatial-temporal model that finds the
center and trajectory of the event e R

L P
L A t.l' , o
” -] ﬂ%d & " b
¥ . o . o e ._1.
. . .-I. v e "i. -_"_‘-:;Qi .
: : . Wyt
otw ] ke i g

P 'l LA ,'
n '\ - - il
“\\:‘:-”_' ._{'_ o — __,_:,-:'ff

Figure 2: Earthquake map.
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Summary of the framework

* Correspondence between event detection
from Twitter and object detection in a
ubiquitous environment

Event detection from twitter

Object detection in
ubiquitous environment

.

ek _ ——

F’robablllsuc model =) < Probabilistic model >

- 7 = .
. . B = ob
observation
;—,_ target event A target object
107
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Results

| = = = real path
3 estimated path
by particle filter

estimated path
by weighted ave.

Earthquake location estimation Typhoon trajectory estimation

108 Prakash 2019
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Multi-resolution spatial event
forecasting in social media

[Zhao, ICDM’16] | o
* Trade-off between accuracy and discernibility

NN
Prediction A:(USA, California, San Francisco)

Actual Event: (USA, California, San Francisco)

| Colorado Kaneae '1 Mim}%h Cﬂrﬂﬁd

Prediction C: (USA, Florida, Miami)

ﬁ:’ predicted event \fw X b4
* actual event Texas ulsTEn
\ Dﬁ“h
Prediction B: (USA, California, Los Angeles)j
v v x Vot
Y\ | = ] <
Three different predictions, correct in different discernibilities
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training data

MREF model

Spatial Resolution Relationship
Spatlal Ne-lghbnr Relationship

i

L

data with country

information

data with state
information

data with city
information

state- Ievel;"—'—""

city- ieve)

s

data with country

information

Geo- hlerarch a task
L cuuntry-ievel \ .............. Yy

state-level models

data with state O s )
information )' . .
city-level models
datawitheityh 2 ' @ @ @+ @® @
informatmn \ e /
L . I|I
test data a trained model for each task

Prakash 2019
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Performance

Method | Brazil Colombia Ecuador El Salvador Mexico Paraguay Uruguay Venezuela
ARX 0.63,0.47,0.54 0.20,0.40,0.35 0.33,0.47,0.39 0.44,0.42,0.43 0.43,0.20,0.27 0.52,0.27,0.36 0.53,0.60,0.56 0.51,0.23,0.32
LR 0.43,0.41,0.42 0.33,0.38,0.36 0.37,0.39,0.38 0.50,0.34,0.41 0.30,0.11,0.16 0.52,0.23,0.32 0.48,0.47,0.48 0.40,0.33,0.36
KDE-LR 0.99,0.01,0.02 0.68,0.01,0.01 0.16,0.13,0.15 0.28,0.09,0.14 0.02,0.15,0.04 0.04,0.35,0.07 0.13,0.93,0.22 0.69,0.03,0.06
LDA-LR 1.00,0.01,0.02 0.01,0.63,0.02 0.16,0.13,0.15 0.26,0.09,0.13 0.01,0.19,0.02 0.04,0.36,0.07 0.14,0.93,0.24 0.99,0.04,0.07
LASSO 0.74,0.45,0.56 0.40,0.41,0.40 0.34,0.42,0.38 0.62,0.36,0.46 0.18,0.42,0.25 0.72,0.25,0.37 0.61,0.46,0.52 0.19,0.80,0.31
MTL 0.68,0.48,0.56 0.27,0.44,0.41 0.24,0.55,0.34 0.42,0.45,0.43 0.42,0.24,0.31 0.57,0.29,0.38 0.60,0.54,0.56 0.37,0.45,0.41
TMTL 0.46,0.42,0.44 0.36,0.34,0.35 0.37,0.43,0.40 0.57,0.43,0.49 0.29,0.25,0.27 0.25,0.42,0.31 0.60,0.64,0.62 0.41,0.58.0.48
'~ MREF 0.79,0.47,0.59 0.27,0.39,0.38 0.38,0.43,0.40 0.58,0.43,0.50 0.29,0.30,0.29 0.75,0.26,0.39 0.66,0.60,0.63 0.24,0.49,0.33
State Level (precision, recall, F-measure)
Method Brazil Colombia Ecuador El Salvador Mexico Paraguay Uruguay Venezuela
ARX 0.73,0.63,0.67 0.25,0.41,0.38 0.34,0.51,0.41 0.53,0.55,0.54 0.55,0.39,0.46 0.48,0.42,0.45 0.33,0.57,0.42 0.63,0.41,0.50
LR 0.53,0.56,0.55 0.34,0.54,0.41 0.21,0.69,0.32 0.51,0.53,0.52 0.30,0.89,0.45 0.58,0.37,0.45 0.49,0.45,0.47 0.55,0.48,0.51
KDE-LR 1.00,0.08,0.16 0.02,0.18,0.04 0.10,0.38,0.16 0.10,0.29,0.14 0.93,0.23,0.37 1.00,0.12,0.21 0.23,0.20,0.21 0.37,0.37,0.37
LDA-LR 1.00,0.08,0.16 0.99.0.05,0.09 (.08,0.79.0.15 0.08,0.32,0.12 0.94,0.23,0.37 1.00,0.12,0.21 0.19,0.21,0.20 (.41,0.40,0.41
LASSO 0.70,0.67,0.68 0.43,0.43,0.43 00.34,0.50,0.40 0.64,0.44,0.52 0.41,0.69,0.52 0.31,0.77,0.44 0.52,0.49,0.50 0.64,0.40,0.49
MTL 0.60,0.72,0.66 0.40,0.50,0.45 0.39.0.51,0.44 0.55,0.51,0.53 0.70,0.30,0.42 0.65,0.37,0.47 0.58,0.55,0.56 (.57,0.54,0.55
TMTL 0.61,0.36,0.45 0.37,0.38,0.37 0.36,0.49,0.41 0.61,0.51,0.56 0.42,0.34,0.38 0.43,0.50,0.46 0.52,0.52,0.52 0.54,0.37,0.44
'~ MREF 0.75,0.64,0.69 0.36,0.51,0.43 0.37,0.49,0.42 0.27,0.59,0.37 0.35,0.77,0.49 0.58,0.41,0.48 0.63,0.58,0.61 0.53,0.42,0.47
Country Level (precision, recall, F-measure)
Method Brazil Colombia Ecuador El Salvador Mexico Paraguay Uruguay Venezuela
ARX 0.93,1.00,0.96 (.73,0.97,0.83 (1.53,0.87.0.65 0.66,0.97,0.78 0.99,1.00,1.00 0.90,0.87,0.88 0.60,0.90,0.72 (1.50,0.98,0.94
LR 0.95,1.00,0.97 0.79,0.97,0.87 0.56,0.95,0.70 0.78,0.82,0.80 1.00,0.98,0.99 0.89,0.97,0.93 0.63,0.93,0.75 0.92,0.96,0.94
KDE-LR 0.97,0.96,0.97 0.93,0.80,0.86 (0.88,0.59,0.70 0.85,0.76,0.80 1.00,0.99,1.00 1.00,0.85,0.92 0.97,0.69,0.80 1.00,0.91,0.95
LDA-LR 0.96,0.96,0.96 0.95,0.82,0.88 0.95,0.57,0.71 0.82,0.78,0.80 0.93,1.00,0.96 0.91,0.92,0.91 0.94,0.70,0.80 1.00,0.91,0.95
LASSO 0.95,0.99,0.97 0.81,0.95,0.87 0.59,0.93,0.72 0.75,0.86,0.80 0.99,0.99,0.99 0.90,0.99,0.94 0.54,0.99,0.70 0.93,0.99,0.96
MTL 0.98,0.97,0.97 0.83,0.94,0.88 (.58,0.88,0.70 0.79,0.87,0.83 0.99,0.99,0.99 0.92,0.94,0.93 0.68,0.75,0.71 0.95,0.95,0.95
TMTL 0.82,0.98.0.89 0.88,0.92,0.90 0.67.0.87,0.76 0.70,0.87.0.78 1.00.1.00,1.00 0.94,0.98.0.96 0.67.0.72,0.70 (.88,1.00,0.94
MREF 0.97,1.00,0.98 0.86,0.94,0.90 0.66,0.91,0.76 0.76,0.98,0.86 __ 1.00.1.00,1.00 0.93,0.99.0.96 0.69,0.97,0.81 (.96,1.00,0.98

Achieving good precision, recall and F1 score performance

111

Prakash 2019

[MVirginiaTech



Faclilitating decision making

e Improving situation awareness
 Ex 1: Finding flooding area
« Ex 2: Spatial event discovery

e Other CIS systems & tools

e Critical Infrastructure Protection/Decision
Support System (CIP/DSS)

» Urbannet toolkit & web interface
» Other resources
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CIP/DSS sush, 2005

* Main focus: develop a risk-based decision
support system to provide insights for making
critical infrastructure protection decisions

e Covering different problems in a wide range
of infrastructures:

« Transportation, water distribution system,
agriculture, banking and finance, etc.

 URL: http://public.lanl.gov/dp/CIP.html

» Los Alamos
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Example system: CLEAR -,

CLEARco2 model interface; users can choose different energy and transportation policies in the
main view (left figure), run the chosen scenario and look at the simulation in real time (right figure);
the main view also allows to compare different scenarios.
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Faclilitating decision makings

e Improving situation awareness
 Ex 1: Finding flooding area
« Ex 2: Spatial event discovery

e Other CIS systems & tools

« Critical Infrastructure Protection/Decision Support
System (CIP/DSS)

 Urbannet toolkit & web interface
» Other resources
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U R BAN N ET [Lee+ Big Data’16, Chen+ CIKM 2017]

e A system to generate networks for CIS

Analytic Tools
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Data processing pipeline

CSV datasets

Shapefile datasets

|

POINT

5,

MULTIPOLYGON

[ MULTILINESTRING

117

([

Interdependency links
between nodes created
from disparate data
sources

MULTILINESTRING

Network datasets

Header file

| Node listfile 1

. Reduced l

Node list
file
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optional task
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Urbannet

* Alicensed (ORNL and VT) toolkit that
Integrates

¢ Network construction

CIS visualization

Failure cascade modeling
HotSpots algorithm to identify critical facilities
Scenario generator & simulator

z 3 . P
e
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Additions: Provide actionable insights
IN emergency management

Hurricane Irma
power outage data

Get the middle
counties which
faced damage
because of a storm
(not hurricane)

Rationalizing
Al

Red rectangle shows the affected counties due to

119

hurricane and their restoration period
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Faclilitating decision makings

e Improving situation awareness
 Ex 1: Finding flooding area
« Ex 2: Spatial event discovery

e Other CIS systems & tools

o Critical Infrastructure Protection/Decision Support
System (CIP/DSS)

e Urbannet toolkit & web interface
 Other resources
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Other resources

HSIP gold

« A unified infrastructure geospatial data inventory,
which includes domestic infrastructure datasets
collected from various government agencies and
partners

* URL: https://gii.dhs.gov/HIFLD/hsip-guest
 NHDplus
e EIA
 USGS water data

121 Prakash 2019
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Other resources

HSIP gold

NHDplus

* A dataset created by the US Environmental
Protection Agency (EPA), which includes
Information about the nation’s hydrological
framework

* URL: http://www.horizon-systems.com/nhdplus/
e EIA

e USGS water data
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Other resources

HSIP gold
NHDplus

 EIA

* Open source Energy datasets from US Energy
Information Administration

« URL: https://lwww.ela.gov/
USGS water data

123 Prakash 2019
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Other resources

HSIP gold
NHDplus
e EIA

USGS water data

* Provide real time stream flow data across the
nation

 URL: https://waterdata.usqgs.gov/nwis/rt
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Outline

e Introduction

e Data (network and sequence) mining challenges in
Cl systems

 Part 1: Power Systems

 |dentifying and protecting against vulnerability in
power networks

e Part 2: Transportation Systems
« Traffic states/flow prediction and control

e Part 3: Decision Making
» Tools for facilitating decisions

e Conclusion
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Urban computing

 Many problems and challenges in big cities

Q4: Robustness & Evolution Q5: Public Health Q6: Air pollution

126 Prakash 2019
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Critical Infrastructure Systems

 Vital to our national security, economy.
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Control Center

Cyber System Electric Grid System
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Conclusions

e Many important problems in CIS for data
miners

o Complex system dynamics, unknown system
Interdependencies pose huge challenges to
traditional approaches

 An open domain with many opportunities!
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