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Abstract—This paper proposes a methodology to estimate
leakage capacity of electromagnetic (EM) side channels created
by execution of instruction sequences (e.g. a function, a proce-
dure, or a program) in a processor. We propose to use Markov
Source model to include the dependencies that exist in instruction
sequence since each program code is written systematically to
serve a specific task. The channel input sources are considered as
the emitted EM signals while executing an instruction. We derive
a mathematical relationship between the emanated instruction
power (IP) and total emanated signal power while running a
microbenchmark to obtain the channel input powers. The results
demonstrate that leakages could be severe enough for a dedicated
attacker to obtain some prominent information.

I. INTRODUCTION

Covert/side channels are unintentional channels, which
could be a back door for severe attacks to steal some sensitive
information [1]. For example, some electromagnetic (EM)
signals, which carry prominent information, can be emanated
while executing a legitimate program in computer systems
[2]. By exploiting these vulnerabilities, dedicated attackers
can monitor some of the activities done by their victims.
These attacks could be related to power variation [3], [4],
temperature analysis [5], [6], cache-based analysis [7], [8],
etc. Fortunately, detection probability of these attacks are high
because all these attacks require some degree of direct access
to the monitored systems. However, attacks based on emanated
EM signals only require close proximity, hence, detecting
these attacks is highly unlikely [9]. Therefore, a methodology
to quantify possible information leakage can help designers
to improve their computer systems to be more secure. In
that respect, Millen links Shannon’s capacity to define an
upper bound for side-channel leakage [10]. In [11], [12],
this work is further extended to account for different length
of instructions, and it was shown that Shannon’s capacity
overestimates side-channel leakage capacity. However, work
in [10], [11], [12] do not take into account that individual
instructions in the program are not independent, but connected
by program functionality. This paper addresses these problems
by proposing a methodology which quantifies the information
leakage by taking into account instruction dependencies. To
model such a system, we propose a Markov source model
where the states are instructions, and emanated signal powers
of instructions are the outputs at each state. Furthermore, to
calculate the emanated instruction signal power, we derive a
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mathematical relationship between instruction power and the
total signal power while running a program. The rest of the
paper is organized as follows: Section II reviews capacity of
Markov Sources over noisy channels, and introduces the model
to calculate the leakage capacity, Section II-C introduces Em-
anated Signal Power (ESP), and derives the relation between
ESP and the total emanated power while executing a program,
Section III provides experimental results of various devices,
and Section IV concludes the discussion.

II. INFORMATION LEAKAGE BASED ON MARKOV SOURCE
MODEL OVER A NOISY CHANNEL

In this section, we describe Markov Source model used to
model instructions and their dependencies in the sequence of
instructions. In the model, we consider instructions as states,
the emanated instruction signal as the signal emitted at each
state, and the noise corrupted version of emitted signal as the
channel output.

A. Brief Overview of Markov Model Capacity

We start with a brief overview of the capacity definition for
Markov Source models. The capacity of a Markov model over
noisy channels can be written as [13]
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In this equation, Y] represents the received sequence between
t=1tot=mn, P(i]Y]") is the probability that S;_; is ¢, and
P, (i, 7]Y7") is the probability that the states are S;_1 = 7 and
St = j. There is no closed form solution to the optimization
problem given in (1) due to the calculation of T;;. However,
an expectation-maximization algorithm is presented in [13] to
calculate this capacity. We will later utilize this algorithm to
obtain the leakage capacities of computer systems.



B. Modeling Sequence of Program Instructions as a Markov
Source

To model sequence of instructions, we propose Markov
Source model where states represent the executed instructions
in a processor, and each state emits an EM signal with a
specific power. The proposed model allows us to account for
the dependencies among instructions because the probability
of executing instruction ¢ after instruction j changes with
respect to the task that the program serves. Moreover, each
instruction can be executed after any instruction, which makes
the model indecomposable. An illustration of the model is
given in Fig. 1 when the cardinality of instruction set is
three. Here, we consider three instructions, division DIV,
multiplication MUL, and subtraction SUB and the probabilities
P; ; which represent the probabilities that instruction j is
executed after instruction ¢, e.g. Pprv,suB.

Porv piv

Pl)l\r',Sl B

Psup,piv P
SUB,SUB

Pyur,priv Porv ot

P\’HH.\HTI, I)Sl B,MUL

Fig. 1. Modeling the sequence of instructions using Markov model.

In the model, we assume that channel inputs are the powers
of EM signals emanated while executing instructions in a
processor, and channel outputs are the corrupted versions of
these EM signals. Because the model is indecomposable, we
can utilize the algorithm in [13] to quantify the information
leakage. However, we do not have any knowledge about
channel input powers in advance since emanated instruction
power varies depending on the computer system. Hence, to
quantify the leakage capacity, we have to obtain the channel
inputs for individual instructions.

C. Measuring Emanated Instruction Power (IP)

One of the key steps in estimating leakage capacity is
estimation of input powers. Here, we start by using a program
that is designed to eliminate all unrelated system activities and
to capture only emanated signal, as described in [14]. The
program is a simple microbenchmark which contains a for-
loop with a period of T3¢ and two nested for-loops. The first
for-loop executes Activity A, and the second for-loop repeats
the execution of Activity B. It is shown that if these activities
have different characteristics, a spectral component appears
at the alternation frequency, fay = 1/Tai. The power at
the alternation frequency corresponds to total emanated signal
power due to difference between two instructions executed
in the inner loops. Please note that this is not equivalent
to emanated power of single instruction so additional signal

manipulation is needed to obtain input powers for the proposed
Markov model. To achieve that, we use this microbenchmark
when the second for-loop is filled with no-instruction (NOP).

To proceed further, we first need to define the instruction
power (IP) which is given in discrete time as
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where N; is the number of samples taken only when A
is executed, T is the sampling time, and ap is the signal
emanated only when A is executed. We need to note that aa
is assumed to be the ideal signal, which does not contain any
other signal components. In Appendix A, we show that IP[A]
can be obtained by the following theorem:

Theorem. Let Pa(fars) be the normalized emanated power
which is defined as

Pa(far) = Pa(far) — Prxop (fair), )

where Pnxop(fas) is the measured emanated power when
both for-loops of the microbenchmark execute NOP instruc-
tions. Then, the mathematical relationship between IP[A] and
Pa(fait) while running the activity A in the first for-loop can
be written as:

[)2 Pa(far) - N 5)
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where Ny, is the number of samples taken when the outer loop
of the microbenchmark runs only one time, Ny, s is the number
of repetitions of the nested for-loops to obtain a spectral
component at fa1, and Pa(fa) is the power measured when
the first nested for-loop executes instruction A.

IP[A] = (

Proof. Please see Appendix A. ]

Since we have a method to obtain the channel input power
and the corresponding model, in the next section, we demon-
strate the severity of these leakages on different platforms.

III. EXPERIMENTAL RESULTS AND CAPACITY LEAKAGE
ANALYSIS

In this section, we provide the experimental results for
the emanated signal power of each instruction, and leakage
capacity of some platforms. We investigate the activities given
in [14], and the experimental setups are shown in Fig. 2.
We used a spectrum analyzer (Agilent MXA N9020A), and a
magnetic loop probe (AAronia PBS-H3) for the FPGA board,
and a magnetic loop antenna (AOR LA400) for the laptop.
The alternation frequency, fa, is set to 80 kHz. The distance
is kept as close as possible to the processor since our goal is
to reveal the channel input powers.

To analyze the behavior of the leakage capacity for various
noise regimes, we define the signal to noise ratio (SNR) as:

SNR =

> (IP[@'DQ] /(I8 x No/2) (6)

i€S

where |S| is the cardinality of instruction set S.



Fig. 2. Measurement setups used in the experiments.

We first consider the instruction powers for NIOS Processor
on DE1 FPGA board. The instruction set we consider for
the experiment is Sppga = {LDM, LDLI1, DIV, ADD, SUB,
MUL}. After performing the experiment introduced in Section
II-C, and exploiting the equation given in (5), we obtain IPs
for the set Sppga as IP = [4.6, 1.68, 0.17, 0.002, 0.03, 0.11]
in alJ, respectively. As the second example, we provide the
instruction powers for AMD Turion X2 laptop which has
64 KB 2 way L1 Cache and 1024 KB 16 way L2 Cache.
The instruction set considered for this experiment is Sayp =
{LDL2, LDM, STM, STL2, MUL, DIV}. Applying the same
procedure for FPGA, we obtain the IPs as [1.80, 0.17, 0.13,
2.26, 0.003, 0.33] in al, respectively.

Since we have the channel input powers, i.e., IPs, the next
step is to calculate the information leakage capacity of the
model given in (1). To utilize the algorithm given in [13], we
assume the channel outputs are noise corrupted versions of
the instruction signal where noise is additive white Gaussian
with power calculated based on the SNR given in (6). The
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Fig. 3. Leakage Capacity of FPGA and AMD Turion X2 Laptop.

results are given in Fig. 3. We observe that both devices show
similar characteristic for different SNR regimes. However, the
increase in the capacity as SNR increases could be different
since the distributions of the channel inputs are different. We
also observe the effect of non-uniform distribution of channel
input powers thanks to the zigzag pattern exists in the plots.
Moreover, the figure illustrates the severity of the information
leakage since the leakage is high even for low SNR regimes.
Since each instruction takes a couple of clock cycles to execute
on average, this result means thousands of bits of information
can be leaked through software activities considering the clock
frequency of modern computer systems.

IV. CONCLUSION

This paper has proposed a methodology to estimate leakage
capacity of EM side channels created by execution of series
of instructions (e.g. a function, a procedure, or a program)
in a processor. We proposed to use Markov Source model
to include the dependencies that exist in instruction sequence
since each program code is written systematically to serve

a specific task. Channel input sources are considered as
emitted EM signals during instruction executions. We have
also derived a mathematical relationship between the emanated
instruction power (IP) and total emanated signal power while
running a microbenchmark to obtain channel inputs. The
results demonstrate that leakages could be severe enough for
a dedicated attacker to obtain some prominent information.

APPENDIX A
MATHEMATICAL DERIVATION OF IP

This section provides how IP is related to the alternation
power at the considered frequency. For measurement and
derivation purposes of IP, the microbenchmark given in [14],
and the derivations given in [11], [12], [15] are heavily
exploited. The framework given in this paper provides much
simpler analysis than [15] since we assume instructions takes
equal time to execute.

Let assume i[m] be the ideal emanated signal sample and
w[m)] be additive white noise with zero mean and variance o2 .
We can write the received signal samples as s[m] = i[m] +
w[m] under the assumption that the noise term captures all
disruptive effects of the environment.

Let the signal for the first embedded for-loop be st[m),
whose length is N. We can decompose si'[m] into three
different sequences. These sequences are:

* The samples regarding the execution of the instruction A:
aslm] =10, ---, 0, axl0], ---, aa[N;—1],0,---,0].
* The samples of other activities rather the instruction A:
or [m] = [o[0], o[t], -+, o[NL —2], o[NL —1]].

These samples belong to other activities in the mi-
crobenchmark to make the program more practical.
* Finally, the last sequence contains the noise components:

wry [m] = [w(0], w(l], -, wlNg —1]].

Therefore, we have s'[m] = aa[m] + or,[m] + w, [m)].
Similarly, the second for-loop signal, denoted as s52[n], can
be written as s52[m] = op,[m] + wg, [m]. Here, we assume
that the signal power produced by NOP is relatively zero. We
also observe that the for-loops are almost identical except the
part where A is inserted. Therefore, we assume o, [m] and
or,[m] are identical and referred as o[m].

Let p[m] be a square wave whose period and duty cycle
are 2Npn;,s samples and 50%, respectively. Moreover, let
s[m] be the one period signal of the outer for-loop, a[m]
and o[m] be generated by concatenating a 4[m| and o[m] by
2nnst times, respectively. Under the assumption that the noise
components are i.i.d., we can write

s[m] = p[m]aa[m] + o[m] + w[m)].

The first harmonic of s[m| can be written as
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After taking the magnitude square of both sides, we can
write the first harmonic of s[m] as

P[]
2NLninst
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since O[k] and A 4[k] have nonzero frequency components
only if K = 2-nps-l, where VI € {0,--- , N —1}, |P[1]| >
|P[1 — 2n;y,5]|, and under the assumption that
P[]
2NLn7Lnst

Ay [0}‘ > Re {P[1JAA[O]W*[1]}.

The next step is to obtain an expression for A 4[0]. By
utilizing Discrete Fourier Series analysis, we have

2N Ninst

Aal0] =

(a1

Ny,
aal] 2 2ninst Y aal] (9
v=0 v=0

where () follows the fact that as[m] is periodic with N,
samples. Since only N7 entries of a4 [m] have nonzero values,
(9) can be written as

AA[0] = 2N E [aam]] 2 2N s (10)

where (a) follows the assumption that N is large. Utilizing
(3), we can write IP[A] as
TsN I
R
where o4 is the standard deviation of the samples while
executing an instruction. Combining (10) with (11), we have
((3‘3) TsN I 2 Ts
~ TR MY ARNg2
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where (a3) follows the assumption that the variation in an
instruction signal is much smaller than its mean. The final
step is to show the link between IP[A] and the alternation
power P(fait). The relation between the first harmonic of the
signal and the power measure through the spectrum analyzer
is given as [16], [17]

S 2
P(farr) = % (2NLMnf) ‘

Let Pa(fat) be the measured alternation power when the
first and second embedded for-loops of the microbenchmark
are filled with A and NOP, respectively. Moreover, let Po( fait)
be the measured power when both for-loops are filled with
NOP. Here, we need to note that the number of inserted NOP
into the microbenchmark needs to be chosen carefully so that
the loops takes same amount of time with the instruction A
inserted version of the microbenchmark.

The critical observation here is that the term related to A in
(8) is zero when both for-loops are filled with NOP. Assume
S4[l] and Sg[1] denote the first harmonics of the signal when
1) the instruction A is inserted, and 2) both loops are filled
with NOP, respectively. Considering this setup, we can write

m? [Sall]]” —[So[l]]* =~ |Aa[0]]®

(13)
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where we utilize the approximation that 7| P[1]| = 2N npst-
Let Pa(fat) be the normalized alternation power for the
instruction A which is defined as Pa(far) = Pa(far) —
Po(fart). Using the equations given in (12), (13), (14), and
2 fait - Ninst - N - T = 1, I P[A] can be written as

(E)Z Palfar) - N

IP[A
[ } 2 NI'falt'ninst

5)

which concludes the proof.
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