
What Label should I use?
Use this guide to determine the appropriate label for your files, folders, documents, data, etc.

Is any of the information considered strictly confidential
(social security numbers, human subject research data, contracts, etc.)?

Yes

Label as

Lock 4 – Critical Risk
Pick who can open the document.

No

Is any of the information considered confidential
(student information, employee information, etc.)? 

Yes

Label as

Lock 3 – High Risk
Pick who can open the document.

No

Is any of the information considered for internal use only 
(internal emails, drafts of research papers, NUID, etc.)?

Yes

Label as

Lock 2 – Limited Risk

No

Is the information intended for public consumption 
(campus maps, job posting, press releases, etc.)?

Yes

Label as

Lock 1 – Public

No

Please refer to the 
NU Data 

Classification 
Guidelines website.

https://northeastern.sharepoint.com/sites/DA-DataClassification/SitePages/data-classification-guidelines.aspx


Lock 1
Public

Sharing
Can share internally 
and externally.

Permissions
Allows
• View,
• Edit,
• Save as,
• Print,
• Copy/Paste.

Offline Access
Yes, indefinitely.

Encrypted
No.

Reply/Forward
All allowed.

Lock 2
Limited Risk

Sharing
Can share internally 
and externally.

Permissions
Allows
• View,
• Edit,
• Save as,
• Print,
• Copy/Paste.

Offline Access
Yes, indefinitely.

Encrypted
No.

Reply/Forward
All allowed.

Lock 3
High Risk

Sharing
Depends on sublabel chosen:

• External Access Allowed

• Northeastern Access Only
Sharing restricted to
Northeastern domains.

• Faculty/Staff Only
Sharing restricted to
faculty/staff.

Permissions
Allows
• View,
• Edit,
• Save as,
• Print,
• Copy/Paste.

Offline Access
Yes, indefinitely.

Encrypted
Yes.

Reply/Forward
All allowed.

Lock 4
Critical Risk

Sharing
Depends on sublabel chosen:

• External Access Allowed

• Northeastern Access Only
Sharing restricted to
Northeastern domains.

• Faculty/Staff Only
Sharing restricted to
faculty/staff.

Permissions
Allows
• View,
• Edit,
• Print.

Offline Access
Yes, 7 days access.

Encrypted
Yes.

Reply/Forward
Allows
• Reply,
• Reply all.

Not Allowed
• Save as,
• Copy/Paste.

Not Allowed
• Forward
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