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Enable PF

• PF is enabled/disabled through the pfctl 
command.

• # pfctl -e

•  # pfctl -d



Rules Location

• /etc/PF.conf

• /etc/PF.os

• etc/PF.anchors





Basic Commands
pfctl -f /etc/pf.conf 

pfctl -nf /etc/pf.conf 

pfctl -Nf /etc/pf.conf

pfctl -Rf /etc/pf.conf

pfctl -sn

pfctl -ss

pfctl -si

pfctl -sa



7 Types of statement in 
PF.conf

• Macros

• Tables

• Options

• Traffic Normalization

• Queueing

• Translation

• Packet Filtering



PF - Packet Filtering
General Syntax

action [direction] [log] [quick] [on interface] [af] 
[proto protocol] \

[from src_addr [port src_port]] [to dst_addr 
[port dst_port]] \

[flags tcp_flags] [state]



Default Deny

To create a default deny filter policy, the first 
two filter rules should be:

block in all

block out all



Pass Through Examples
# Pass traffic in on dc0 from the local network, 192.168.0.0/24,
# to the OpenBSD machine's IP address 192.168.0.1. Also, 
pass the
# return traffic out on dc0.
pass in on dc0 from 192.168.0.0/24 to 192.168.0.1
pass out on dc0 from 192.168.0.1 to 192.168.0.0/24
# Pass TCP traffic in on fxp0 to the web server running on the
# OpenBSD machine. The interface name, fxp0, is used as the
# destination address so that packets will only match this rule 
if
# they're destined for the OpenBSD machine.
pass in on fxp0 proto tcp from any to fxp0 port www



“Last Matching” Rule
Wrong:

block in on en0 proto tcp from any to any port ssh

pass in all

Better:

block in quick on en0 proto tcp from any to any port 
ssh

pass in all



Keeping State
• TCP

• state table

• Improve performance

• dramatically faster

• UDP - Will keep track of how long a matching 
packet has gone through but has no true start/
end of packet.



State Tacking Options
table <abusive_hosts> persist

block in quick from <abusive_hosts>

pass in on $ext_if proto tcp to $web_server \

port www flags S/SA keep state \

(max-src-conn 100, max-src-conn-rate 15/5, 
overload <abusive_hosts>

flush)



Blocking Spoofed Packets

antispoof [log] [quick] for interface [af]

antispoof for fxp0 net

block in on ! fxp0 inet from 10.0.0.0/24 to any

block in inet from 10.0.0.1 to any



Lists
Correct way:

block out on en0 from { 192.168.0.1, 10.5.32.6 } to any

block out on fxp0 from 192.168.0.1 to any

block out on fxp0 from 10.5.32.6 to any

Wrong Way:

pass in on fxp0 from { 10.0.0.0/8, !10.1.2.3 }

pass in on fxp0 from 10.0.0.0/8

pass in on fxp0 from !10.1.2.3



Tables
table <goodguys> { 192.0.2.0/24 }

table <rfc1918> const { 192.168.0.0/16, 172.16.0.0/12, \

10.0.0.0/8 }

table <spammers> persist

block in on fxp0 from { <rfc1918>, <spammers> } to any

pass in on fxp0 from <goodguys> to any

table <spammers> persist file "/etc/spammers"

block in on fxp0 from <spammers> to any



Add to Tables

# pfctl -t spammers -T add 218.70.0.0/16

# pfctl -t spammers -T show

# pfctl -t spammers -T delete 218.70.0.0/16



Quick Rulesets 
• Macros:

# define macros for each network interface

IntIF = "dc0"

ExtIF = "fxp0"

DmzIF = “fxp1"

# define our networks

IntNet = "192.168.0.0/24"

ExtAdd = "24.65.13.4"

DmzNet = "10.0.0.0/24"



pre = "pass in quick on ep0 inet proto tcp from "
post = "to any port { 80, 6667 } keep state”

# David's classroom
$pre 21.14.24.80 $post

# Nick's home
$pre 24.2.74.79 $post
$pre 24.2.74.178 $post

Expands to:

pass in quick on ep0 inet proto tcp from 21.14.24.80 to any \
port = 80 keep state
pass in quick on ep0 inet proto tcp from 21.14.24.80 to any \
port = 6667 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.79 to any \
port = 80 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.79 to any \
port = 6667 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.178 to any \
port = 80 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.178 to any \
port = 6667 keep state



Anchors - “Sub Rulesets”
* anchor name - evaluates all filter rules in the 
anchor name

* binat-anchor name - evaluates all binat rules in 
the anchor name

* nat-anchor name - evaluates all nat rules in the 
anchor name

* rdr-anchor name - evaluates all rdr rules in the 
anchor name



Anchor Example

ext_if = "fxp0"

block on $ext_if all

pass out on $ext_if all keep state

anchor goodguys



Anchor Example
anchor goodguys

load anchor goodguys from “/etc/anchor-goodguys-ssh”

# echo "pass in proto tcp from 192.0.2.3 to any port 22" \

| pfctl -a goodguys -f -

anchor "goodguys" {

pass in proto tcp from 192.168.2.3 to port 22

}



Manipulate Anchors
List all rules

# pfctl -a ssh -s rules

Flush all rules

# pfctl -a ssh -F rules



PF Logging

pass in log (all, to pflog1) on $ext_if inet proto 
tcp to $ext_if port 22

keep state

View log:

tcpdump -n -e -ttt -r /var/log/pflog0



Reading logs

To view the log file:

# tcpdump -n -e -ttt -r /var/log/pflog

Real Time View:

# tcpdump -n -e -ttt -i pflog0



Ice Floor



Murus Lite
https://www.murusfirewall.com/



My setup

• /etc/psuiss.sh

• com.apple.psuiss.plist

• Library/psuiss/pf



Handy commands
sudo launchctl unload /Library/
LaunchDaemons/com.apple.psuiss.plist

sudo launchctl load /Library/LaunchDaemons/
com.apple.psuiss.plist

sudo pfctl -a psuiss.inbound -s rules

networksetup -listallhardwareports



Helpful Links
• https://gist.github.com/tracphil/4353170 

• https://www.freebsd.org/cgi/man.cgi?
query=pfctl&sektion=8 

• http://krypted.com/mac-security/a-cheat-sheet-
for-using-pf-in-os-x-lion-and-up/ 

• http://www.hanynet.com/icefloor/ 

• https://www.murusfirewall.com/

https://gist.github.com/tracphil/4353170
https://www.freebsd.org/cgi/man.cgi?query=pfctl&sektion=8
http://krypted.com/mac-security/a-cheat-sheet-for-using-pf-in-os-x-lion-and-up/
http://www.hanynet.com/icefloor/
https://www.murusfirewall.com/


GitHub repo

• https://github.com/jhimes/PF-setup 

• This will allow you to setup PF the way I did in 
my environment.

https://github.com/jhimes/PF-setup
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