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History of Enterprise Identity Options on macOS

Active Directory Domain:

Hide Options
eeeeeeeeeeeeeeeeeeeeee
domail rve
This domain servi ed
istrationby: ~ domain admins
enterprise admins
All mem|
administ
compute

CCCCCC

LDAP Bind
2001
Mac OS X (10.0)

Verify your AD Username and Mac passwords. If they
do not match, your Mac password will be synced.

Enter your AD Username password:

Enter your Mac password — the one you use to log in to
your Mac and unlock the screen saver:

Kerberos SSO
2019
macOS 10.15

..........

Enterprise SSO
2019
macOS 10.15

3rd Party
(Jamf Connect,
XCreds, etc.

Platform SSO
2022
macOS 13+



Quick Poll

Show of hands, how many of you have deployed the Microsoft
Enterprise SSO Extension?



Where are the gaps?

- Local creds, on-premises AD,

MDM, or 3" party tools

Nothing outlined so far provides
a hative way to manage local

Identities without on-premises . Multiple tools used for SSO
AD

- On-premises dependencies

- No phishing-resistance



Platform SSO

Framework built by Apple

Local account credential
managed by combo of MDM
and IDP vendor plugin

Replacement for AD join

Multiple auth methods



Step 1: Device Registration

User

IDP Credentials

\ 4

IDP Credentials

Network Servers

m |- Platform Single Sign-on

i Mac SSO Extension
@ Registered

Open Directory Utility...

Response (Tokens issued)

\4

No Servers

Repair

Check credentials

&
<

Generate Secure Enclave
«+— bound keypair

Pubkey + JWT + Cert request

Device Registration Complete

\ 4

Validate JWT, Parse Cert
Request & Create Device

A




3 Authentication Methods Support by Platform SSO

_ Good: Password Better: Smart Card Best: Secure Enclave Key

Local Account

Password Sync w/ X X
Entra ID
Federation
Support via WS-Trust (same as
Windows)

MFA Required for

v v
Registration X L L]
Phishing Resistant X
Phishing Resistant
via Built-In Apple X X via same protocols as Windows
Hardware Hello for Business
Can be used as a

v



Step 2: User Registration - Password Sync Flow

=

1

IDP Username and Password

\ 4

IDP Username and Password sent
to usernamemixed endpoint

\4

Microsoft Entra

J Please sign in to your Microsoft |
Entra account.
Check password r
veko65@woodgrove.ms

Response + grant

A

n

Set local password

Ok

A

Account Updated
H Your password has been synchronized with
— your Microsoft Entra account.



macOS

Local Username and Password

Lillll Public Key / Private Key Pair
= - Created by Secure Enclave
— \ C —
= — Public Key sent to IDP R
it
) Response (registration complete)

Ok (registration complete)

e it e e L e L e e L e Rt R

en

ren

Wi

User Configuration:

{

" _sepKeyData" :

"created" :

"lastLoginDate" :

e

Allow this user to administer this computer
You cannot remove yourself from administrators.

User name

Password

Platform Single Sign-on
Login
Method

Registration
@ Registered

Tokens
@ 550 tokens present

?  Open Contact Card...

User Registration - Secure Enclave Key Flow

Vera Kopecka

Change...

vekoB5@woodgrove.ms
Secure enclave key

Repair

Authenticate

concel . QLD

"2BZ24-BT7-B3T21:30:422",

"loginType" :

"created" :

"loginUserMame" :

}

L
"yersion" :

1

"ZBZ4—-BT7-B3T2L:29:492",

"epRyk+980T1IM062FpYVUgbx+3RE5P+BdWio1ERTKZE=",

"POLoginTypeUserSecureEnclaveKey (2)",
"state" : "POUserStateNormal (@)",
"unigqueIdentifier" :
"userLoginConfiguration" : {

"2024-B7-B3T21:30: 427",

"4251CER1-BTAZ-4BBE-AZ67-BCCIGATARGAL",

"wékkwoodgrove.ms"




ecure Enclave Key Registration Experience

# QuickTime Player File Edit View Window Help (=] & Wi 7T Q 8 WedJul3 4:24PM

n Registration Required
s Please register with your identity provider.

This Mac is supervised and managed by: Woodgrove

Device (Managed)
Firewall Profile
1 setting

Intune MDM Agent PPPC Profile
' settin

Intune MDM Agent SCEP Profile

Management Profile

# 4 settings

Passcode Profile

1 settir

Platform SSO - Kerberos

1 setting

System Policy Control Profile

1 settir

System Policy Managed Profile

etting

com.apple.extensiblesso Profile




Secure Enclave Key Interactive Authentication Flow
=)

User

Access to my app please

macOS / PSSO
Broker

n

¥ Y A

User Action Required

Browser /
Desktop App

APl / Service /
Cloud App

TouchID or PIN/Passcode

Data

A

1 1 1

1 1 1

' > ! Data please O

i i Redirect (Tokens please) i i

: I: 1 1

: ! Tokens please ! |

! ! Authentication required ! '

1 < 1 1

i WebAuthN Authentication request | | |

i ) i Request nonce (random data) i i

1 1 ': :

| Nonce | | |

| i i i

1 1 1 1

> ! ! !

': Sign nonce with SE private key | | |

| | | |
_— 1 1 1 1

1< 1 1 1

ml | , | |

\ ! ! Signed Nonce »: Validate signed nonce with public key |
= i i i
rrrrr | | | |
: Tokens | — |

! Tokens R | :

| g Tokens | !

e o e |

1 ~ T 1

L J 1 1



Secure Enclave Key Authentication Experience

® QuickTime Player File Edit View Window Help > Q & WedJul3 4:28PM

login.microsoftonline.com

B® Microsoft
Sign in
Email, phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies

PB0=a"BO00Q00000RAE» (16 @




Sonoma vs. Ventura
Feature  |Ventura(macOS13) |Sonoma(macOS14)

Secure Enclave
Password Sync
Smart Cards

User enrollment and registration
UXin System Settings

Local Account Creation using IDP

Admin authentication without local
user account

Kerberos SSO

X X X X XEE
NENEENNBRB



Kerberos SSO via Platform SSO

zkey=ExtensionData</key>
<dict>
<key=allowPasswordChange</key=

¢ Leverages the Apple KerberOS :EgﬂiilwﬂatfnrmSSDﬂ.uthFallhackcfkcy:u

<true/=

" <key=performKerberosOnly=/key=
SSO extension keyepe g

<key=pwReqComp lexity</key=
<true/=>

« Simplifies delivery of SSO to “heyssyneLocalpassuords/key>

<true/=
<key=usePlatTormSSOTGT</key=

one tool S
 Requires custom configuration <key=Hosts</key>

<array=

p I‘Ofi Ie (See d OCS) <string>woodgrove.net</string>

<string>+#.woodgraove.net</string=
« User experience similar to | &
Apple Kerberos SSO, easler -

macO0S

deployment
KERBEROS.MICROSOFTOMNLINE.COM

vekoG5@woodgrove.ms

Options n

Cancel



Platform SSO Fundamentals

Deployment Best Practices
Authentication Strengths Feedback
Go Do’'s!




Best Practices

1. Deploy Secure Enclave Key



Secure Enclave and MFA

Secure Enclave PSSO = Phishing
Resistant MFA credential

=L @ FigsAM Q @ =

« PIN/Local Passcode =
Something you have +
something you know

« TouchlD = Something you have
+ something you are

 You'll satisfy MFA Conditional
Access Policies




Why Phishing Resistant is Critical?

- Defenses erode over time

- MFA is the bare minimum...
today

Anatormy of an AITM phishing attack

User

TLS session

@ User puts their

Phishing

password into iz

the phishing site

Phishing site
proxies the MFA
screen to the user

o1

. .l'.l_#
User inputs i
the additional

authentication

e

S

Phishing site
redirects the user
to another page

!

© Phishing site
proxies reguest
to the actual site

Ty

Ed

a Website returns
an MFA screen

o

b

0 Fhishing site
proxies reguest to
the actual website

T
Fd
ﬂ Website returns

a session cookie

A

Malicious proxy server

TLS session



Why Phishing Resistant is Critical?

- Defenses erode over time

- MFA is the bare minimum...
today

- Understand
FIDO2/CTAP2/WebAuthN -
https.//aka.ms/PSU2024FIDO2

- Then really shift focus to

| Desktop & Dock

endpoint (token theft, malware,

I @ Game Center

updates, physical device theft)

{

C NON | < Password Options

Q AutoFill Passwords and Passkeys ([ @)
AutoFill helps you sign into apps and websites.

© siri & Spotlight

0 Privacy & Security

Use passwords and passkeys from

.+ iCloud Keychain

g Displays

Wallpaper Bl Company Portal [ @) |

Screen Saver

Battery Verification Codes
ﬂ Ll Srarean Delete After Use [ @)
Automatically delete verification codes in Messages and Mail after they
) Touch ID & Passwor d are used.

Wallet & Apple Pay

) Keyboard
] Trackpad


https://aka.ms/PSU2024FIDO2

Best Practices

1. Deploy Secure Enclave Key
2. Align password management for macOS



MDM Password Policy Considerations

Password policies set via MDM
can conflict with Platform SSO

 Secure Enclave — overly
complex password policies or
frequent rotation requirements |
will cause user experience

Old password:

. " Verify:

ISSUES Password hint:
 Password Sync - MDM BB

password policies that don't Cancel

match Entra ID / Active
Directory password settings
will conflict



MDM Password Policy Considerations

Secure Enclave Guidance:
» Align requirements with the rules

Enter Passcode

your organization use to manage

to enable Face ID

Windows Hello for Business PINs
e Default WHFB PIN rules:

- 4 characters

- Numeric-only Allowed
- No expiration

- Biometric Allowed

- Recommended PIN rules:
- 6-8 characters
+ Numeric-only Allowed
- No expiration
- Biometric Allowed




MDM Password Policy Considerations

Secure Enclave Guidance: . Oncse s e 0010

These settings configure the declarations used by Apple’s declarative device management feature. These settings are

- Align requirements with the rules O o s i g e s
. . Passcode Remove subcategory
your organization use to manage
Wi nd OWS H el | O fo r B u Si ne SS P I N S @ 3 of 7 settings in this subcategory are not configured

+ Default WHFB PIN rules: gt 0 2 o

- 4 characters Vinimum Pascode Lengh* © [ © e
Numeric-only Allowed Reauire Complex Passcod. © @) e

No expiration Reauire Passcode on Device O @

Biometric Allowed

~ Restrictions Remove category

° Re C O m m e n d e d P I N ru | e S o Configure the Restrictions payload to enable or disable features on devices. These configurations can be used prevent
L]

users from accessing a specific app, service or function on enrolled devices. For example, a restriction can be added that
prevents an iPhone or iPad from using AirPrint. Another restriction can be added to prevent the sharing of passwords

6 _ 8 Ch a ra Cte rs over AirDrop on an iPhone, iPad and Mac. Certain restrictions on an iPhone may be mirrored on a paired Apple Watch.

ﬂ 73 of 74 settings in this category are not configured

Numeric-only Allowed
NO eXpiration Allow Fingerprint For Unlock @ 0 True S
Biometric Allowed



MDM Password Policy Considerations

Account Policies/Password Policy

Password Sync Guidance: Foc settng

Enforce password histony 5 passwords remembered
Maimum password age 50 days

« Remove MDM password 0oy
Minimum password length & characters

Passcode Remove subcategory

. .
O I I I e S a I to g et I I e r | et P S S O Password must meet complexdty requirements Enabled
Configure the Passcode payload to specify whether a password or passcode is required to access
. ° and use an enrolled device. When the configuration profile is installed, users are asked to enter a
° m n m m m password or passcode that meets the policies you specify. Otherwise, the profile won't be
I I u a e S u re installed. When the Passcode payload is installed on an iPhone or iPad, users have 60 minutes to
, enter a passcade. If users don’t do so within that time frame, the payload forces them to enter a
passcode using the specified settings. If you use device policies and Exchange passcode policies,
| | L4 I the two sets of policies are merged and the strictest settings are enforced.
| | y o 11 of 17 settings in this subcategory are not configured
.
requirements as Entra ID / oo 16
. . .
Active Directo ry e @@ ’

PIN History * @ E /] o
Max PIN Age In Days * O ‘ 90 /l o

?
Min Length * © [ 8 v l o

Force PIN (O Q True e

Allow Simple Passcode (O (. ] False



Best Practices

1. Deploy Secure Enclave Key
2. Align password management for macOS
3. Enable Recommended MDM configs



Extensible Single Sign On (SSO)

Configure an app extension that enables single sign-on (550) for devices.

Recommended MDM Settings

Screen Locked Behavior (&) Do Not Handle

Recommended Configuration: F—

Platform 550 ()

« All other configuration options can be
the same as previous Enterprise SSO
p rOfi Ie S Enable Authorization (0 Enabled

UserSecureEnclavekey

. / Enable Create User At Login (D) Enabled
« Repl SSO file, don't t
eplace € rotiie, don t create
® ° . Mew User Authorization Mode () Standard
conflicting eSSO and PSSO profiles
Use Shared Device Keys (0 Enabled
User Authorization Mode (O Standard
Team |dentifier () UBFBT346G9
Extension Identifier (0 com.microscft.CompanyPortalMac.ssoextension
Type © Redirect
URLs (O https://login.microsoftonline.com, https://loginmicrosoft.com,

https://sts.windows.net, https://login.partner.microsoftanline.cn,
https://legin.chinacloudapi.cn, https://login.microsoftonline.us,
https://login-us.microsoftonline.com,



MDM Config Best Practices Round Up

- Start with the recommended and documented Platform SSO settings

- Especially Shared Device Keys
- Iterate from there

- Deploy Kerberos settings as part of your Platform SSO configuration

- Make sure to bring over your Microsoft Enterprise SSO Extension
settings

- Align MDM password policy settings with org requirements

- Work with Security and Identity teams to align across OSes



Best Practices

1. Deploy Secure Enclave Key

2. Align password management for macOS

3. Enable Recommended MDM configs

4. Understand impact of hardware-bound device identity



* No access to any key material
controlled by Platform SSO
* Example App: Google Chrome

Authentication Flows
E * App vendor must update app or
PSSO vendor must take special steps

.oker Aware App

(e.g., Outlook)

on-Broker Aware App that >§E§ >=
uses Apple's web APIs (e.g., TITr e
Safari) Platform SSO Broker 1 iop

+ Secure Enclave

xon Broker and doesn’t use \

Apple's APIs (e.g., Firefox)




Device-Bound Cert Impact on MDMs

macOS Device

Microsoft Compliance API

3. Report Compliance
to MS API

MDM Client

fil

Platform SSO Broker
+ Secure Enclave

1. Check Device Cert in Keychain for
| \ Device ID 2. Report Device Info to MDM

Server w/ Device Identifier

macOS Keychain MDM Server



Device-Bound Cert Impact on MDMs

macOS Device

Microsoft Compliance API

3. Report Compliance
to MS API

MDM Client

LLLLL 1. Ask Broker for Device Info, Broker
uses Hardware-Bound Device ID

fil

Platform SSO Broker
+ Secure Enclave

] { 2. Report Device Info to MDM (oo ]

£ N Server w/ Device Identifier w

macOS Keychain -
MDM Server

Requirement: MDM Vendors must make updates to their clients to use the broker instead
of the Keychain for 3 Party Compliance Integration w/ Microsoft



Best Practices

1. Deploy Secure Enclave Key

2. Align password management for macOS

3. Enable Recommended MDM configs

4. Understand hardware-bound device identity impacts
5. Follow Apple's TLS Guidance



TLS Inspection and Apple’s SSO Framework

* TLS Inspection is not allowed for specific Apple URLs:

« app-site-association.cdn-apple.com
« app-site-association.networking.apple

 Top cause of support cases we see for macOS SSO, SSO will be
completely broken

« Work with your network teams to exempt these URLs, or preferably

these wildcards:

- *.cdn-apple.com
- *.networking.apple



TLS Inspection and Apple’s SSO Framework

- Trust but Verify — check if TLS Inspection is occurring on your Macs:

- Use Mac Evaluation Utility from AppleSeed for IT

P P :?gquf)\1 Report Complete

Reports Overview

[ reporton Categories and Tests Number of Tests Status
plow 3 Computer Information 5 (/]
> Network Information 10
> Apple Network Services 216 (/]
79
> Certificate Validation 3
> Device Setup 7
» Device Management 15
> Apple Business Essentials 5
> Apple Business Manager and Apple School Manager 9
> Software Update 5
> Apple ID 4
> App Store 4
> Content Caching 7
 Additional Content
‘app-site-association.cdn-apple.com:443
app-site-association.networking.apple:443
audiocontentdownload.apple.com:443
data.appattest.apple.com:443
devimages-cdn.apple.com:443
download.developer.apple.com:443
playgrounds-assets-cdn.apple.com:443
playgrounds-cdn.apple.com:443
sylvan.apple.com:443
www.apple.com:443
> Feedback Assistant 3
+ B > DNS Resolution 1

> Annle Diaonostics 1

Type

Evaluated

Status

Warning

Observation

app-site-association.cdn-apple.com:443 — Certificate
isn't trusted by built-in anchor certs ( (“Charles Proxy CA
(2 Nov 2023, Michaels-MacBook-Pro-2.local)* certificate
is not trusted))

Description

HTTPS Interception app-site-assaciation.cdn-
apple.com:443




TLS Inspection and Apple’s SSO Framework

@ system_logs.logarchive

- Trust but Verify — check if TLS PossilEEE= L

Activity 1D Type PID: Thread ID Thread ID Date & Time Message Process

1040317 2399: @x2017e ox2di7e 2023-89-20 13:48:50.954708-0400  com.microsoft.teams teamIdentifier: UBFBT34669 AppSSOAgent
1040317 2399: @x2d17e ox2d17e 2023-89-20 13:48:50.954901-0400  +[SOAgentUtils _localizedNameForBundle:] com.microsoft.teams -> Microsof  AppSSOAgent

(] L] ()
1640317 2399: @x2d17e ex2d17e 2023-09-20 13:48:50.954905-0400 30278 localized app name: Microsoft Teams AppSSOAgent
1040317 2399: @x2d17e ex2d17e 50. -t ifer:] ft.

1040317 2399: ox2d17e ex2d17e :50. -(S0Conf. % i iles:] on <private>  AppSSOAgent
1040317 2399: ox2d17e ex2d17e :50. -t i ifer:] t.
1040317 2399: ox2d17e 6x2d17¢ 48 _(SOExtension checkAssociatedDomains] on cprivate>
hd " 1040317 ° oxzd17e 0x2d170  2023-99-20 13:48:50.957914-0400  Associated domain: login.microsoft.com is not approved AppSSOAgent
° 1040317 L ex2d17e ox2d17e 2023-09-20 13:48:50.957915-9400  Associated domain: login-us.microsoftonline.com is not approved AppSSOAgent
1040317 ° oxzd17e x2di7e  2023-99-20 13:48:60.957916-0400  Associated domain: login.chinacloudapi.cn is not approved AppSSOAgent
1040317 ° oxzd17e 0x2d17¢  2023-09-20 13:48:50.957916-0400  Associated domain: login.partner.microsoftonline.cn is not approved AppSSOAgent
. o e 1040317 L] ex2d17e ox2d17e 2023-89-20 13:48:60.957916-8400  Associated domain: login.microsoftonline.de is not approved AppSSOAgent
° U S e M a C EVa | u a t I O n U tl | It fro m A | e Se e d 1040317 . ex2d17e ox2d17e 2023-09-20 13:48:50.957916-8408  Associated domain: sts.windows.net is not spproved AppSSOAgent
y 1040317 L ox2d17e ox2d17e 2023-89-20 13:48:50.957917-0480  Associated domain: login.microsoftonline.com is not approved AppSSOAgent
1040317 . oxzd17e 6x2d7e  2023-89-20 13:48:50.957917-8480  Associated dosain: login.usgovcloudapi.net is not approved AppSSOAgent
_ 1040317 L4 ex2d17e ox2d17e 2023-09-20 13:48:50.957917-0480  Associated domain: login.microsoftonline.us is not approved AppSSOAgent
1040317 2399: ox2d17e oxzd17e 13:48:50. -t hasuaL i 1 url: <mask.hash: 'Tu6bXaC  AppSSOAgent
1040317 2399: ox2d17¢ 0x2d17¢  2023-09-20 13:48:50.958039-0400  ~[SOxtension hasURLApprovedAssociatedDomain:] url: <mask.hash: 'TusbXnC  AppSSOAgent
1040317 2399: ox2d17e oxzd17e 13:48:50. A ted domain: validation failed for URL: <mask.hash: 'a@56kivyeLYBc  AppSSOAgent

1040317 2399: @x2d17e ox2d17e 2023-09-20 13:48:50.958076-0400  -[SOExtension hasURLApprovedAssociatedDomain:] url: <mask.hash: 'Iu6bXnC  AppSSOAgent

- Can also check with SySd 1a JNOSE. Qe

50.958074-0400 i fe. 3 fon has:

:50.958081-0480  Associated domain: validation failed for URL: <mask.hash: '+I13IC+X8hP7Sr  AppSSOAgent

Showing:  Last 15 Minutes @

sudo sysdiagnose -f ~/Desktop/ __
- Open the system_logs.logarchive file.

- Search for com.apple.appsso and change the
filter to SUBSYSTEM



Best Practices

Deploy Secure Enclave Key

Align password management for macOS

Enable Recommended MDM configs

Understand hardware-bound device identity impacts
Follow Apple's TLS Guidance

o bk W=

Use the Troubleshooting Guides



Troubleshooting Guides

“PSSO isn't working. Has anyone seen this before?”...YES!
- Have we seen your specific issue before? Maybe

Leverage the troubleshooting guides
- Enterprise SSO: aka.ms/AppleSSOTSG
- Platform SSO: aka.ms/PSSOTSG

- Be SPECIFIC

- Which credential? Password/Smart Card/Secure Enclave
- Which OS? Ventura/Sonoma/Sequoia

- Which MDM? Intune/Jamf/etc.
- Does that MDM support this?

- Where do you differ from the recommended config?
+ What do the guides lead you to believe the issue is?

- Do you have a support case open?


https://aka.ms/AppleSSOTSG
https://aka.ms/PSSOTSG

Platform SSO Fundamentals

Deployment Best Practices
Authentication Strengths Feedback

Go Do's!




Auth Strengths Option 1

View Authentication Strength X

e Pros

' ' N: Phishing-resistant MFA
« Quicker time to PSSO General ™ ishing-resistan

Availability (already works this ~ ™?¢ Bullt-in
way in Public Preview) Description Include authentication methods that are phishing-
resistant like Passkeys (FIDO2) and Windows Hello
° Cons for Business

e Lack of per-OS granu|a rity Authentication Flows Windows Hello For Business .--
between Windows and macOS OR

® MICI‘OSOft may St|” make Passkeys (FIDOZ)
changes in the future and split oR

the “overloaded
authentication flow”

« May or may not require
administrator action

Certificate-based Authentication (Multifactor)



Auth Strengths Option 2

View Authentication Strength

e Pros

« Better per-OS granularity

» Future-proof, no changes
required down the road

« Cons

+ Longer time to PSSO
General Availability

Mame

Type

Description

Authentication Flows

Phishing-resistant MFA
Built-in

Include authentication methods that are phishing-
resistant like Passkeys (FIDO2) and Windows Hello
for Business

Windows Hello For Business
OR

Passkeys (FIDOZ2)

OR

Certificate-based Authentication (Multifactor)



Platform SSO Fundamentals

Deployment Best Practices
Authentication Strengths Feedback

Go Do's!




Go Do’s!

- Understand how PSSO works and you meet the pre-reqgs
- Deploy Secure Enclave whenever possible
- Align your password management policy

- Understand hardware-bound device identity impacts, deploy
Chrome extension if needed

- Prepare to enforce with Conditional Access Authentication Strengths

- Continue to provide feedback to Microsoft, Apple, and your MDM

provider
- We try to watch the #Microsoft-entra channel on MacAdmins Slack and Microsoft Mac

Admins on LinkedIn (aka.ms/MacAdmins)


https://aka.ms/MacAdmins

@ Microsoft Security

2024

MACADMINS
CONFERENCE

Q&A

https://bit.ly/psumac-2024-39
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