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Background on Apple OS logging
• Historical


• macOS - /var/log/system.log


• iOS - LemonJar iOS Console app


• Unified logging system


• iOS 10.0 and later


• macOS 10.12 and later


• tvOS 10.0 and later















Unified Logging

•Introduced at WWDC 2016

•Standardized logging format across apps

•Maximize information collected with minimal 
footprint

•Formatted at read back

•Coordinate log message life cycle (file limit)

•PII redacted



Unified Logging - Where?

•.tracev3 files

•/var/db/diagnostics 
•/var/db/diagnostics/persist 
•~50-55 files are 
maintained


•~5-10.5 MB in size



Unified Logging - How?

•Use built-in tools

•Console.app

•log command line 
tool



Unified Logging - What?

Message Level Enabled 

Default Always

Info Yes, streaming

Debug No

Error Always

Fault Always



Tools
•Console.app

•GUI

•Limited to streaming on device

•Open archives

•RIP Intel 🚀 go silicon 😎


•log command line

•show 
•stream 
•Fast and could be used in scripts
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Support Support
• Jamf Support historically has been built on the idea of ONIT


• Objective


• Not working


• Investigated


• Tried


• All support has levels of escalation it is the nature of what happens at scale


• The more information and context you can provide


• How can you best state your case at opening of a ticket


• Be open and honest



Support Support



Debugging & Streaming

• Log level setting read

•sudo log config --status --subsystem "com.vend.app" 

•Enable debug logging per subsystem

• sudo log config --mode "level:debug" --subsystem com.vend.app 

• Creates a plist in /Library/Preferences/Logging/Subsystems
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Debugging & Streaming
https://developer.apple.com/bug-reporting/profiles-and-logs/
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Debugging & Streaming

•Console.app

•Limited to streaming on device

•log command line

•Past as well as present



Debugging & Streaming

•sysdiagnose

•MDM vendor support

•Apple Support

•ADE, VPP, or any testing 
workflow with flushing 
or multiple steps



Debugging & Streaming



Debugging & Streaming
•sysdiagnose

•macOS

•Terminal

•SHIFT + CNTRL + OPT + CMD + “.”

•Default location /private/var/tmp

•File path can be specified with -f 

•iOS/iPadOS

•Press and hold both volume buttons and the side or top button on device for 1 to 
1.5 seconds to start sysdiagnose.

•When you release the buttons, iOS sysdiagnose starts, and the iPad takes a 
screenshot. On iPhone, but not on iPad, you feel a short vibration when 
sysdiagnose starts.


•tvOS

•Press and holding PLAY/PAUSE and VOL- for 6 seconds, release the buttons 
and a dialog confirmation will appear on the TV screen.
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Filtering - Debugging
•Console.app

•Process(s)

•Time Dropdown

•Look at Process(s) in question then peel back the filter 
and snap back in full logs


•log command line

•Time range

•Predicate in question



Filtering - Debugging
•log command line

•Time range

•log show --last 1m 
•log show --last 1h 
•log show --last 1d 
•log show --last boot 

•Show events from an start date

•log show --start '2024-07-11 13:30:00' 

•Show events up to an end date

•log show --end '2024-07-11 13:30:00' 

•Show range

•log show --start '2024-07-11 13:30:00'--end 
'2024-07-11 14:30:00’





Filtering - Debugging
• log command line


•log show --predicate 'process contains 
"loginwindow" and eventMessage contains 
"com.apple.sessionDidLogin"' --last 24h



Filtering - Debugging
• log command line


•log show --predicate 'subsystem == 
"com.apple.sharing" and category == 
"AirDrop"' --info 

•log show --predicate 'process == "sudo" and 
eventMessage contains "user NOT in sudoers"'



Filtering - Debugging
• log command line


•log show --predicate 'process == "sudo" and 
eventMessage CONTAINS "TTY"'



Filtering - Debugging
• log command line

•log show --predicate 'process == "Mail"' --last 24h



Filtering - Debugging
• log command line


• log show /Users/bryce.carlson/Downloads/
sysdiagnose_2024.07.09_15-51-49-0400_iPhone-OS_iPhone_22A5297f/
system_logs.logarchive --predicate 'process ="managedappdistributiond"'





Filtering - Streaming

•Console.app

•Process(s)

•log command line

•Predicate in question



Filtering - Streaming
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Filtering - Streaming
• log command line


•log stream --level=debug --predicate 
'subsystem contains 
"com.addigy.MacManage"'



Filtering - Streaming



Filtering What macOS iOS/iPadOS/tvOS
Apple Push Notification Service (APNs) process: apsd
 process: apsd

Content caching subsystem: 
com.apple.AssetCache

N/A

OS Installer and Software Update process: softwareupdated process: softwareupdated

MDM/ADE process: mdmclient

com.apple.ManagedClient

process: mdmd 
process: profiled

Network subsystem: 
com.apple.network


process: wifid 
process: 
AssetCacheLocatorService
subsystem: 
com.apple.network


User login process: loginwindow

com.apple.login

N/A

VPP Apps process: mdmclient

com.apple.ManagedClient 
 
process: appstored

process: 
managedappdistributiond

process: appstored



Real world examples

• iOS Cellular Investigation

• DDM Managed App Install



iOS Cellular - example
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iOS Cellular - example
info	 2024-03-20 06:23:50.959250 -0500	
softwareupdated	 16d363000 : Caller has pased in 
downloadOptions: MADownloadOptions allowsCellular: 1 
resourceTimeout: -1 canUseCacheServer: 0 discretionary: 0 
disableUI: 0 sessionId: (null) additionalServerParams:{ } 
allowsExpensiveAccess:1 requiresPowerPluggedIn: 0 
prefersInfraWiFi: 1 liveServerOnly: 0 
DownloadAuthorizationHeader: not present analyticsData: not 
present allowDaemonConnectionRetries: 1  + 
MAMsuDownloadOptions reqProdVersion: 17.3.1 delayPeriod: 0 
managedDevice: 1 allowSameVersion: 0 prereqBuild: (null) 
prereqVersion: (null) prereqReleaseType: (default) 
liveAssetAudienceUUID: (null) purpose: (null) 



iOS Cellular - example
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iOS Cellular - example
default	 2024-03-20 14:49:11.491353 +0100	
mobileassetd	 -[MADownloadOptions logOptions]: The 
download options are MADownloadOptions allowsCellular: 0 
resourceTimeout: 5382 canUseCacheServer: 0 discretionary: 1 
disableUI: 0 sessionId: (null) additionalServerParams:(null) 
allowsExpensiveAccess:1 requiresPowerPluggedIn: 0 
prefersInfraWiFi: 1 liveServerOnly: -1 
DownloadAuthorizationHeader: not present analyticsData: not 
present allowDaemonConnectionRetries: 0  + 
MAMsuDownloadOptions reqProdVersion: (null) delayPeriod: 0 
managedDevice: 0 allowSameVersion: 0 prereqBuild: (null) 
prereqVersion: (null) prereqReleaseType: (default) 
liveAssetAudienceUUID: (null) purpose: (null) 



iOS Cellular - example







iOS Cellular - example
Lycamobile or Telia 

(Denmark)
Tello 

(T-Mobile USA)

info	2024-03-20 14:47:23.211318 +0100	
softwareupdateservicesd	Carrier SU download policy: 
SUDownloadPolicy <0xe7ca97490>:

            	isDownloadFree: NO

            	isDownloadAllowable: YES

            	isDownloadAllowableOver2G: NO

            	isAutoDownloadAllowable: NO

            	maximumDownloadSizeInBytes: 
18446744073709551615

            	numberOfDaysToWaitForCellularDownload: 0

            	peakStartHour: -1

            	peakEndHour: -1

            	AllowEnhancedDownloadOnNRHDM: YES

info	2024-03-20 06:46:27.847714 -0500	
softwareupdateservicesd	Carrier SU download policy: 
SUDownloadPolicy <0xdaae1c890>:

            	isDownloadFree: YES

            	isDownloadAllowable: YES

            	isDownloadAllowableOver2G: NO

            	isAutoDownloadAllowable: NO

            	maximumDownloadSizeInBytes: 
18446744073709551615

            	numberOfDaysToWaitForCellularDownload: 0

            	peakStartHour: -1

            	peakEndHour: -1

            	AllowEnhancedDownloadOnNRHDM: YES






Cellular Summary
• Objective

• Deploy iOS updates over Cellular


• Not working

• iOS updates over Cellular


• Investigated

• Network in use

• Declarations Sent History

• sysdiagnose output


• Tried

• Known good Wi-Fi network test

• Known good Cellular network test

• Known bad Cellular network test



DDM VPP App - example



DDM VPP App - example
default 2024-07-09 14:33:34.937736 -0400 remotemanagementd	
Running DeclarativeManagement command of MDM service 

default 2024-07-09 14:33:43.251741 -0400	 remotemanagementd 
Finished running DeclarativeManagement command of MDM 
service 

default	 2024-07-09 14:34:42.007889 -0400	
managedappdistributiond	[MDIedb3cca7] Requesting metadata for 
updating declaration edb3cca7-XXXX-XXXX-XXXX-453d3ddf932f -- 
C39X53XXXXXX -- 302584613



DDM VPP App - example



DDM VPP App - example
default	 2024-07-09 14:38:45.045597 -0400	 MDMAppSubscriber	Publisher MDMAppStatus starting processing status keys: ( 
    "mdm.app" 
) 
default	 2024-07-09 14:38:45.415436 -0400	 managedappdistributiond	 [DDM3D048E46] Received response: status: 200 url: https://
iosapps.itunes.apple.com/itunes-assets/Purple221/v4/82/fe/2a/82fe2ae7-3784-10fa-ca62-fcef4cb21dd0/pre-
thinned11639859919161560343.thinned.signed.dpkg.ipa?REDACTED headers: 
  Accept-Ranges: bytes 
  Content-Length: 61893104 
  Content-Type: application/octet-stream 
default	 2024-07-09 14:38:45.463130 -0400	 appstored	 [DIS3BB025F1/com.amazon.Lassen:302584613] bundleDisplayName: Amazon Kindle metatdata: { 
    bundleDisplayName = "Amazon Kindle"; 
    bundleID = "com.amazon.Lassen"; 
    is32bitOnly = 0; 
    softwareVersionExternalIdentifier = 866798614; 
    uncompressedSize = 132843520; 
} 
default	 2024-07-09 14:38:45.464804 -0400	 dmd	 Send app store request result: success: YES, metadata: { 
    bundleDisplayName = "Amazon Kindle"; 
    bundleID = "com.amazon.Lassen"; 
    is32bitOnly = 0; 
    softwareVersionExternalIdentifier = 866798614; 
    uncompressedSize = 132843520; 
}, change type: ASDManagedApplicationChangeTypeNeedsReDownload, error: (null) 
default	 2024-07-09 14:38:45.502511 -0400	 dmd	 Send app store request result: success: YES, metadata: { 
    bundleDisplayName = "Amazon Kindle"; 
    bundleID = "com.amazon.Lassen"; 
    freeBuyParams = "productType=C&price=0&salableAdamId=302584613&pricingParameters=STDQ&pg=default&appExtVrsId=866798614"; 
    is32bitOnly = 0; 
    isActiveAccountAppOwner = 0; 
    isAppFree = 1; 
    itemID = 302584613; 
    softwareVersionExternalIdentifier = 866798614; 
    uncompressedSize = 153390080; 
    vendorName = "AMZN Mobile LLC"; 
}, change type: ASDManagedApplicationChangeTypeNone, error: (null)

https://iosapps.itunes.apple.com/itunes-assets/Purple221/v4/82/fe/2a/82fe2ae7-3784-10fa-ca62-fcef4cb21dd0/pre-thinned11639859919161560343.thinned.signed.dpkg.ipa?REDACTED
https://iosapps.itunes.apple.com/itunes-assets/Purple221/v4/82/fe/2a/82fe2ae7-3784-10fa-ca62-fcef4cb21dd0/pre-thinned11639859919161560343.thinned.signed.dpkg.ipa?REDACTED
https://iosapps.itunes.apple.com/itunes-assets/Purple221/v4/82/fe/2a/82fe2ae7-3784-10fa-ca62-fcef4cb21dd0/pre-thinned11639859919161560343.thinned.signed.dpkg.ipa?REDACTED


Feedback to Apple
•Feedback Assistant.app

•Public Beta

•AppleSeed

•Developer Program


•Collects user story/
workflow details

•sysdiagnose logging 
uploaded
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Q&A


