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Introduction and Background
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Introduction and Background

Data and Computation at Risk — Right at the Hardware
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Introduction and Background

Hardware Itself Also at Risk Real

A Case Study in Fake Chips

In 2010 the United States prosecuted its first case against a counterfeit-chip |nte| L
broker. The company, VisionTech, sold thousands of fake chips, many of which

pentiume pentium™

were destined for military products.
Counterfeit parts sold by VisionTech

Motorola Intel flash Cypress Altera National
ICs memory ICs ICs ICs Semiconductor ICs

2 0 APRIL 2019: ZHENGZHOU CUSTOMS DESTROYS

i COUNTERFEIT TI CHIPS WORTH 704M YUAN
Zhengzhou Customs seized 20,000 automotive CPU ICs
labeled with the Texas Instruments (TI) trademark,
suspecting them to be counterfeit. [...] Total value of the

High-speed Hostile Control Falcon5000 Identification fake chips was estimated at 704 miIIion yuan_ (around

1

£ trainbrakes radar systemin  hand-held friend-or-foe

o tracking ballistic nuclear (IFF) systemon HIH

£ inF-16 missteidentiica-  mitaycariers 100 million USD).
a fighterjets  defense tiontool  anddestroyers

Source: Sentencing memo, United States of Americav. Stephanie A. McCloskey, filed 7 September 2011
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Introduction and Background

Threats in the Modern, Outsourced IC Supply Chain
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Introduction and Background

3D Integration: Stacking and Interconnection of Chips

© Shorter, vertical interconnects: power consumption, delay, bandwidth — “More Moore”
© Separate dies: heterogeneous and larger systems, yield, security — “More than Moore”
£ More complex design, design automation, and manufacturing processes
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Introduction and Background

3D Integration: Stacking and Interconnection of Chips

3D NAND Structure
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IP Protection

Protection of Design IP — An Overview
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IP Protection

Split Manufacturing in 3D Integration — A Natural Match

© Physical separation into trusted and untrusted parts

© More flexible: system-level splitting into multiple dies
@ More practical: FEOL and BEOL processing uninterrupted (except for monolithic 3D)
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IP Protection

Examples for Split Manufacturing, Camouflaging in 3D
@ Split manufacturing of 3D NoC: flexible, generic, obfuscation of system-level interconnects

© camouflaging of monolithic 3D cells: superior layout cost than 2D camouflaging
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IP Protection

Split Manufacturing and Camouflaging in 3D — “Best of Both Worlds”

Prior art: high cost, protect only against fab or end-user Top Tier
& Obfuscate vertical interconnects (RDLs)
© Only trusted BEOL and resilient BEOL materials required
© Thwarts both malicious foundries and end-user

© Reasonable layout cost
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Data Protection

Protection of Data and Computation (1)

£ (1) Internal access/modification: Trojans, design bugs, malicious software
(3 Monitoring at runtime, dedicated hardware security features
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Data Protection

Protection of Data and Computation (1) in 3D

&5 (1) Internal access/modification: Trojans, design bugs, malicious software
(3 Monitoring at runtime, dedicated hardware security features

Benefit of 3D Integration:
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Introduction and Background IP Protection Data Protection Summary

Protection of Data and Computation (1) in 2.5D

{5 (1) Internal access/modification: Trojans, design bugs, malicious software
Monitoring at runtime, dedicated hardware security features — fully separated root of trust

Benefit of 3D/2.5D Integration:
Physical Separation

Runtime monitoring
of system-level
communication

Nabeel et al., in preparation, 2019
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Data Protection

Protection of Data and Computation (2)

(2) External, physical access/modification: probing, photon side channel, etc.
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Data Protection

Protection of Data and Computation (2)
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% (2) External, physical access/modification: probing, photon side channel, etc.

(3] Shielding and probing sensors
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Data Protection

Protection of Data and Computation (2) in 3D

{5 (2) External, physical access/modification: probing, photon side channel, etc.
& Shielding and probing sensors — “cage all around”

& Could also block side-channel emissions like photons
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Summary

3D Integration: Another Dimension Toward Hardware Security

Data, computation, and hardware itself are at risk
» Outsourced supply chain: IP piracy, Trojans; design bugs; etc.
. Attacks at runtime, not only software, also physical ones

© 3D integration: up and coming, “More Moore” and “More than Moore”

(+] Physical separation, physical enclosure in 3D for security
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