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ABSTRACT
Given their non-invasiveness and demonstrated effectiveness, power analysis attacks (PAAs) are
concerning and to be accounted for inmodern circuit design. That is especially relevant for technology-
dependent verification of PAA countermeasure implementations. Prior art proposed various counter-
measures against PAAs, including masking and hiding, voltage switching, noise injection, etc. Aside
from the proven working principles of such countermeasures, it is important to understand that their
effectiveness is primarily technology- and implementation-dependent. Hence, before deployment,
especially for integrated circuits, such countermeasures require accurate circuit-level studies.

This work investigates an industrial-grade 14nm fin field-effect transistor (FinFET) technology
at design-time in the context of PAAs. We leverage device-level measurement data from Intel high-
volume manufacturing processes, build up accordingly well-characterized standard-cell libraries, and
utilize a commercial-grade computer-aided design (CAD) flow for PAA evaluation at design-time. Our
study is focused on 1) the effectiveness of voltage switching as a countermeasure, 2) the advanced
encryption standard (AES) cipher as a representative circuit, and 3) the correlation power analysis
(CPA) as an attack framework. We show that, to improve the resilience against the CPA attack
in particular and to lower information leakage in general, specific voltage configurations are more
promising than others for the 14nm FinFET technology.

1. Introduction
To protect any sensitive data handled within integrated

circuits (ICs), the use of ciphers is widely adopted, which
are formally secure algorithms for encryption/decryption of
data. Still, once attackers have direct access to ICs, they
can monitor the physical interactions with the environment
which are inevitably occurring for hardware. These interac-
tions, also known as side-channel information leakage, can
be exploited to, e.g., infer the secret key used for ciphers;
related activities are known as side-channel attacks.

In this work, we focus on power analysis attacks (PAAs),
where attackers measure power traces and assess the under-
lying relationship to the cipher operations conducted within
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the hardware under attack. Among other side-channel at-
tacks, PAAs are particularly concerning, owing to their non-
invasiveness, low-cost implementation, and proven effec-
tiveness [3]. Different versions of PAAs have been demon-
strated, like the simple power analysis, the differential
power analysis (DPA) [13], the correlation power analysis
(CPA) [3], or the mutual information analysis [8]. Without
loss of generality, we focus on the widely adopted, seminal
CPA attack in this work.

Various countermeasures against PAAs have been pro-
posed and evaluated in a large body of prior art, including
masking and hiding [14, 16, 25], voltage switching [10,
27, 26, 18], noise injection [1, 5], etc. Essentially, these
countermeasures seek to de-correlate the observable power
consumption from the sensitive cipher operations, to hinder
PAAs.More specifically, masking and hiding re-organize the
design such that sensitive operations are decomposed/split
at the functional level as well as the circuit level, aiming
for notions of formal security. However, the implementa-
tion of such schemes is expensive, as overheads are scal-
ing quadratically with the related security requirements,
making efficient implementations challenging [9]. Voltage
switching can be supported via integrated voltage regula-
tors (IVRs) [10]. IVRs are commonly employed in modern
IC designs, as they can enable significant power savings.
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However, the efforts for IC verification as well as the need
for system-level synchronization during switching periods
represent some challenges when employing IVRs. Noise-
injection schemes like doubling the registers and interposing
random data into the paths [1], while effective in practice,
also incur considerable area and power cost. Without loss of
generality, we focus on voltage switching in this work.

Aside from the fact that the working principles of these
various countermeasures have been thoroughly studied be-
fore, it is important to understand that their effectiveness
is largely dependent on the used technology and the hard-
ware implementation. Therefore, we argue that any counter-
measure, especially before deployment in high-volume IC
manufacturing, would require a circuit-level evaluation that
must be based on accurate technology models along with
commercial tool support. We note that some prior art, e.g.,
[16, 25], relied on field-programmable gate array (FPGA)
implementations for evaluation, which is not suitable to
assess the resilience of an IC implementation, as there are
fundamental differences in the hardware architectures of
FPGAs and ICs. We also note that some prior art, e.g., [27],
uses SPICE simulations for power analysis, which is limited
to small circuits, due to considerable computational efforts.

This manuscript is not aiming to counter such or other
prior art, but rather to contributes to the landscape as follows.

• We derive a well-calibrated model for an industrial-
grade 14nm FinFET technology from Intel quality
production. This step is based on actual measurement
data set and commercial tools, and the model match-
ing is confirmed.

• We implement a CAD flow, also based on commercial
tools, which allows for accurate and efficient design-
time power analysis. This CAD flow is integrated with
an open-source CPA attack, which we extend for a
thorough exploration of the sampling space.

• Leveraging this integrated CAD and CPA framework,
we investigate, without loss of generality, the security
promises of voltage switching in detail for an AES cir-
cuitry implemented in an industrial-grade 14nm Fin-
FET technology. We derive related, practical guide-
lines for any security-concerned designer.

The scope of our work is also illustrated in Figure 1.
The manuscript is structured as follows. In Section 2, we
describe our approach to model an industrial-grade 14nm
FinFET technology from Intel quality production. In Sec-
tion 3, we describe our commercial-tools-based CAD flow,
which allows for design-time power analysis and thorough
CPA attack runs for security evaluation. In Section 4, we
present our experimental study, where we investigate the
security promises of voltage switching in detail for an AES
circuitry. We derive practical guidelines for any security-
concerned designer using such industrial-grade 14nm Fin-
FET technology. Finally, in Section 5, we conclude.

Design-Time
Exploration

Well-calibrated model for
14nm FinFET technology
Commercial-tools-based
CAD flow

Voltage
Switching

Power Analysis
Attacks

Correlation Power Analysis
Welch's t-test
AES cipher

Power
Traces

Guidelines
for Secure

Design

Figure 1: The scope of this work is to study voltage switch-
ing as a countermeasure against PAAs, speci�cally for an
industrial-grade 14nm FinFET technology, and to derive con-
servative guidelines for secure design. This is achieved through
design-time exploration of an exemplary AES circuitry, using
a well-calibrated technology model within our integrated CAD
�ow. Since the data obtained from our �ow is free of noise
(unlike for attacks on devices in the �eld), we can provide
conservative and well-founded security assessments.

2. Modeling and Calibrating for a
Commercial 14nm FinFET Technology
To accurately model the FinFET technology, it is es-

sential to perform calibrations with some existing commer-
cial technology offered by the semiconductor industry. To
achieve that, we employ the available measurement data
from state-of-the-art Intel 14nm FinFET technology ob-
tained from a high-volume production-quality manufactur-
ing process [17].

First, we use Synopsys Sentaurus Process Technology
CAD [23], a commercial TCAD tool, to mimic the fabri-
cation process of 14nm FinFET using the same materials
properties, layer dimensions, doping profile, etc. Then, we
carefully tune key parameters in the FinFET device such
as source/drain doping, sub-fin doping, source-drain series
resistance, gate-metal work function, low-field mobility pa-
rameters, and high-field saturation parameters.

Next, we calibrate the industry-standard compact model
for the FinFET technology, BSIM-CMG [15, 4], using the
Intel measurement data and additional data obtained from
the previously calibrated TCAD transistor devices. The ad-
ditional data contains, for instance, the electrical properties
of transistors at various temperature and voltage biases.
The calibrations are performed for both n-type and p-type
FinFET devices and the output of this step is fully-calibrated
transistor models that accurately match and reproduce the
measurement data of the 14nm Intel FinFET technology.

Finally, we perform TCAD mixed-mode simulations to
further validate our calibrated transistor models (SBIM-
CMG). In this validation phase, we compare the TCAD
results of an inverter and ring oscillator circuits against the
results of SPICE simulations. This step ensures to us that
parasitics effects are accounted for in the calibration. Further
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Figure 2: The calibration process starts with the industry
compact model of FinFET technology (BSIM-CMG), using
measurement data from the production-quality Intel 14nm
node. The calibrated transistor models are then employed
within standard tool �ows for standard-cell library calibration.
The calibration is performed at various operating voltages. Our
libraries are fully compatible with the existing CAD tool �ows.

details on the validation and calibration process are also
available in [15].

In Figure 2, we summarize our technology calibration. In
Figure 3, we demonstrate how SPICE simulations, using our
calibrated FinFETmodel, reproduce Intelmeasurement data
for both n-type and p-type FinFET devices. More specifi-
cally, in Figure 3(a), we show the transfer characteristics rep-
resented by transistor drain current (IDS ) versus gate voltage(VGS ), and in Figure 3(b), we show output characteristics
represented by transistor drain current (IDS ) versus drain
voltage (VDS ). In both cases, for both n-type and p-type
transistors, the results from our calibrated FinFET models
match very well the original 14nm FinFET measurement
data from Intel [17].

Having well-calibrated transistor models enables us to
characterize standard-cell libraries that can be used within
any design flow. To this end, we employ the open-source
SPICE netlists for FinFET standard cells from Silvaco [21].
Using a commercial tool flow for standard-cell library char-
acterization based on Synopsys SiliconSmart [22], we create
the 14nm FinFET library by employing our calibrated Fin-
FET models. For every standard cell within the library, we
consider 7 × 7 cases for input signal slews and output load
capacitance, similar to what is done in existing commercial
cell libraries.

To capture the impact of voltage scaling accurately, we
repeat the library characterization for an entire voltage range
from 0.8V down to 0.3V with 50mV and 100mV step
sizes. All the created 14nm FinFET standard-cell libraries
for the varying voltages are fully compatible with existing
CAD tool flows. Hence, we can directly use them, without
any modifications, to perform accurate timing analysis and
power analysis. For this work, we employ these libraries
within our CAD flow to investigate the resiliency of AES
against PAAs attacks under the effects of voltage scaling.

Figure 3: 14nm FinFET technology calibration for both n-type
and p-type transistors. (a and b) demonstrate the excellent
matching between our calibrated FinFET models and Intel

14nm FinFET measurement data from both transfer and
output characteristics, respectively, [15].

3. Integrated CAD and CPA Framework
Next, we explain our integrated CAD and CPA frame-

work that allows to evaluate ciphers (or any other circuitry
module, for that matter) against PAAs (Figure 4). The fun-
damentals of the framework are derived from [12].

We note that some prior art leverages similar princi-
ples, e.g., see [2, 20]. However, an important distinction of
ours from such prior art is the randomized-but-reproducible
exploration of the power-distribution sampling space (not
illustrated in Figure 4, but explained in detail further below).
This is essential for a fair and thorough assessment of any
technology, circuitry, or system feature against PAAs. We
demonstrate our framework for the seminal AES cipher and
voltage switching in this work; however, our framework is
not limited to those.

It is important to note that our notion of resilience is
not based on any de-synchronization effects induced by
voltage switching. While an attacker would have to handle
these effects during measurements required for real-world
attacks, here we instead evaluate the foundation of voltage
switching, namely mixing of different power distributions,
and the resulting role for resilience against PAAs.
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Figure 4: Our integrated CAD and CPA framework. The left part illustrates the CAD stages, the center part illustrates the
cipher/module under investigation (AES for this study), and the right part illustrates the CPA stages. The parts are intertwined
as needed for design-time exploration against PAAs.

Our framework requires the register-transfer level (RTL)
description of the cipher and the standard-cell libraries of
choice as inputs. After the successful termination of the
framework, the user gets to know the minimum number of
power traces needed to disclose the secret key. In general, a
larger number of traces indicates that the underlying cipher
RTL has a higher resilience against the launched attack.
We explain the two major components of our integrated
framework next.
3.1. Simulation-Based Power Analysis

Initially, we synthesize the cipher RTL using the tech-
nology libraries of choice. We verify the functionality of the
gate-level netlist using a Verilog testbench with user-defined
sets of plaintexts and keys. We also confirm the functionality
of the design using software simulation.

Next, we perform a gate-level simulation (GLS) and
generate a Value Change Dump (VCD) file. This VCD file
captures every node’s switching activity for a user-defined
time resolution (e.g., 1 ps). The VCD file is then used
for power simulation of the synthesized gate-level netlist.
To reduce computational efforts for power analysis without
comprising the efficacy of PAAs, we can consider only the
relevant time intervals, i.e., the last round of AES, which is
known to be vulnerable [3].

Instead of performing full-scale timing simulations,
which would also capture glitching activities, we leverage
zero-delay simulations here. For such, all signal transitions
occur simultaneously at the clock’s active edge, which also
simplifies the extraction of peak power values. As explained
further below, we are indeed only interested in the switching
power of specific registers, which occurs at the clock’s active
edge. Our power analysis can be considered conservative
from a security standpoint since we ignore glitching noises,
which naturally deteriorate any PAA. Depending on the
countermeasure of interest, glitches may still have to be con-
sidered, e.g., for masking-based countermeasures. However,
for our notion of voltage switching, glitches are not relevant.
Related implications are further discussed in Section 4.

In short, we obtain the design-time power traces for
the AES RTL in a step-wise manner while processing the
texts and secret keys, and we extract the zero-delay, peak-
power values for the sensitive registers of the last-roundAES
operations [3].
3.2. Correlation Power Analysis

The correlation power analysis (CPA) [3] is an effective
attack. At its heart, thePearson correlation coefficient (PCC)
is leveraged to measure the relationship between predicted
and actual power profiles [3]. In our framework, we follow a
standard approach for the CPA, as detailed next.

First, we derive the predicted power profiles using a
power model. Since registers consume a significant portion
of dynamic power during signal transitions, considering the
Hamming distance (HD) for the registers’ output before and
after switching is established as the HD power model [3].
This predictive modeling is repeated for all possible key
candidates; the results are also known as hypothetical power
values that are related to the respective key hypotheses.
Note that we need to consider only the registers holding the
intermediate texts for the vulnerable last-round operation to
build up the HD power model [3]. Finally, the design-time
the hypothetical power values are correlated via PCC, and
the hypothesis with the highest PCC is thought to represent
the correct key.

In other words, we stepwise correlate the following
two assets: (a) the set of design-time power values arising
from using the actual, secret key for the vulnerable AES
operations, and (b) all the different sets comprising all pos-
sible hypothetical power values, which mimic the power
consumption of the sameAES operations for all possible key
candidates. Note that all the sets in (b) have to be individually
correlated with (a); there are as many correlation results
as there are sets or key hypotheses in (b). Then, the set in
(b) corresponding to the highest correlation score describes
the hypothetical power values matching best with the actual
power consumption of the AES operations using the secret
key—the related key hypothesis is thus considered to be
correct key.
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Acting as designers, we can directly verify the key hy-
pothesis. As an attacker, however, one would have to study
the trend in correlation throughout multiple trials, and once
a stable and significant trend for correlation appears, one
deducts with certain confidence that the key hypothesis
should be correct [3].

While conducting the above steps would be sufficient for
an actual attack, for the exploration in this study, we have
to conduct multiple trials while varying the secret key, the
texts, the selection of power traces, and the voltages. Related
details are given next, in Section 4.1.

4. Experimental Investigation
4.1. Setup
4.1.1. Synthesis and Simulations

We use Synopsys VCS for functional simulations at RTL
and gate level, Synopsys DC for logic synthesis, and Synop-
sys PrimeTime PX for power simulations; all tool versions
are from 2018.

For the AES circuit, we leverage a publicly available
RTL, which works on 128-bit keys and texts, and uses look-
up tables for theAES substitution box [11]. For synthesis and
power simulations, we employ the 14nm FinFET technology
libraries described in Section 2. Without loss of generality,
we use the operating frequency f = 100MHz.
4.1.2. Voltage Switching

To enable a thorough study on the impact of voltage
switching, we carefully investigate switching using a broad
range of voltage configurations. Our approach is outlined in
Figure 5, and we describe it in some detail next.

First, we apply different supply voltages for the whole
AES circuit during independent runs for power simulations,
after which we collect the corresponding power traces for
each voltage and corresponding library separately (as out-
lined in Section 3–3.1). The considered voltages are: 0.8V,
0.75V, 0.7V, 0.6V, 0.5V, 0.4V, 0.3V.

Now, we can study voltage switching for varying-sized
sets of texts processed by the AES circuit. We stepwise
consider the full spectrum of switching, i.e., we investigate
all possible configurations ranging from 100% of the texts
processed using VDD1

, over, e.g., 99% processed using VDD1and 1% processed using VDD2
, all the way to 100% processed

using VDD2
. Note that the granularity for switching is tuned

according to our initial experiments—for voltage configura-
tions with a large difference |VDD1

− VDD2
|, we found that

employing very fine granularities (down to 0.1%) is required,
whereas for smaller differences, coarser granularities suffice
(e.g., 10%). Also note that, while observing the selected
granularity, we do switch randomly, i.e., any number of
consecutive texts may or may not be processed using the
same voltage.

For simplicity, we always switch between 0.8V and one
other, fixed voltage, i.e., we consider pairings {VDD1

, VDD2
}

with VDD1
= 0.8V as common baseline voltage, where

VDD2
≠ VDD1

. Since we keep VDD2
fixed to one particular

P11
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P12

P263
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Power Distributions for Different Voltages

Example for Voltage Switching with V2 = 0.75V

Figure 5: Conceptional examples for voltage switching. Volt-
ages VDD1

, VDD2
are labeled V1, V2 here for simplicity. Based on

the individual power distributions obtained through simulation
for di�erent voltages, voltage switching at the system level
is mimicked by mixing these power distributions. Note that
voltage switching is realized stepwise and independently for
the di�erent, �xed pairs of V1, V2.

voltage for each set of experiments, we have to conduct
independent runs for each set, across all the considered
voltage configurations.

Note that, for each voltage configuration, we conduct
three batches of randomized switching, and all reported
results are accordingly averaged.

To mimic voltage switching at the system level, we mix
the separately obtained power distributions, whereas some
IVR circuitry would be leveraged in practice.

As indicated, our evaluation of resilience is not based on
any de-synchronization effects induced by voltage switch-
ing.While an attacker would have to handle these effects dur-
ing measurements required for real-world attacks, here we
rather evaluate the foundation of voltage switching, namely
different power distributions, and their impact on resilience.
4.1.3. CPA Attack

We leverage and extend the open-source C/C++ frame-
work of [7]; we provide our version in [11]. All CPA runs are
executed on a high-performance computing (HPC) facility,
with 14-core Intel Broadwell processors (Xeon E5-2680)
running at 2.4 GHz, and 4 GB RAM are guaranteed (by the
Slurm HPC scheduler) for each CPA run.
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We assume a classical threat model, i.e., the attacker can
measure power traces at will and also understands which
power values belong to which texts that are being processed.
While the attacker understands that voltage switching is
applied as a countermeasure, s/he does not know which par-
ticular text is processed using which voltage.1 Furthermore,
the attacker has only external physical access, but no invasive
probing capabilities.

While our power traces are obtained at design-time and
are thus void of any environmental noise (e.g., arising from
the measurement equipment), the traces gathered by an
attacker would be subjected to such noise. In other words,
we are not taking the attacker’s perspective here, but rather
the designer’s perspective, wherewe leverage the CPA attack
to conduct a conservative and robust security evaluation at
design-time.

Initially, we generate and store the following assets: six
random, 128-bit keys; 5,000 random, 128-bit plain-texts;
and, separately for each key, the corresponding 5,000 cipher-
texts, also 128 bits long each. We keep these sets of keys and
texts the same across the whole study, i.e., for all voltage
configurations.

To guide the CPA attack exhaustively through the var-
ious sets of voltage-variable power traces, we apply the
following sampling strategy.2 We start with a small num-
ber of traces being selected from the larger overall set of
traces collected, and we choose such small subsets of traces
multiple times, in order to conduct multiple, independent
CPA runs. Then, we stepwise increase the number of traces
being selected, and we repeat that procedure of selecting
multiple subsets and conducting related CPA runs. By doing
so, we explore different subsets with more and more traces
being made available for the CPA attack. Such an approach
is essential for a robust assessment of how many traces are
needed to disclose a secret key.

The sampling approach is exemplified in Figure 6.
Throughout 2,500 steps, we randomly pick for each step
1,000 sets of matching pairs of design-time power values
and hypothetical power values. Matching pairs mean that
the power values arise from the same texts being processed,
which is a prerequisite for PCC, or for any correlation for
that matter.

Each of 2,500 steps requires an independent, separate
CPA run. As indicated, each step covers 1,000 sets (through
an independent CPA run), more specifically 1,000 permu-
tations of all 5,000 available pairs of design-time and hy-
pothetical power values, where each step s + 1 considers
two more pairs per permutation over prior step s. In total,
this results in 2,500,000 permutations being considered, step
by step, through individual CPA runs on those subsets of

1To uphold this assumption, it is essential that the voltage configura-
tions cannot be trivially differentiated, i.e., the power distributions arising
from using the different voltages must be sufficiently interspersed. This
holds true for all the configurations considered in this study, as long as the
ratio of switching is accordingly tuned. See Section 4.2.2 for more details.

2This strategy is conducted separately for each configuration of voltage
switching—voltage switching and sampling of power traces are indepen-
dent procedures of our framework.

P11

P12

P13

Design-Time
Power Traces

...

P1 5000

Hypothetical
Power Traces

P'11

P'12

P'13

...

P'1 5000

Step 1: 1,000 Permutations
of 2 Matching Pairs of

Power Traces 

P11

P13

P'11

P'13

P11

P13

P'11

P'13

P11

P13

P'11

P'13

P11

P13

P'11

P'13

P1 340

P1 923

P'1 340

P'1 923

P1 2295

P1 4042

P1 389

P1 1003

P'1 2295

P'1 4042

P'1 389

P'1 1003

P1 2295

P1 4042

P1 389

P1 1003

P'1 2295

P'1 4042

P'1 389

P'1 1003

P1 2295

P1 4042

P1 389

P1 1003

P'1 2295

P'1 4042

P'1 389

P'1 1003

P1 2295

P1 4042

P1 389

P1 1003

P'1 2295

P'1 4042

P'1 389

P'1 1003

P1 2295

P1 4042

P1 389

P1 1003

P'1 2295

P'1 4042

P'1 389

P'1 1003
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Power Traces 
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Figure 6: All experiments utilize the outlined, thorough sam-
pling of power traces, to determine the number of traces to
disclosure with high con�dence.

power values. For a fair comparison, these permutations are
all memorized, stored, and re-applied when conducting the
CPA runs for different keys as well as for different voltage
configurations.

In short, using the above strategy, we ensure 1) a thor-
ough sampling of all power traces for robust inferences
about how many traces are needed for key disclosures, and,
more importantly, 2) that any differences observed in CPA
resilience are not due to the outlined randomized nature of
sampling, but rather indeed due to different voltage config-
urations (and different keys).
4.2. Results
4.2.1. Overview

The goal of this work is to investigate the resilience
offered by voltage switching in an industrial-grade 14nm
FinFET technology. From this study, security-concerned
designers can obtain guidance for proper implementation
of voltage switching as a countermeasure against PAAs in
general and the seminal CPA attack in particular.

The main observations from the empirical study are
as follows. First, the larger the difference |VDD1

− VDD2
|,

the less we need to switch from the baseline voltage VDD1to VDD2
in order to raise the resilience against the CPA

attack to a specific, comparable level. Second, the larger the
difference, however, the larger the information leakage in
terms of Welch’s t-test scores.

The first observation is because of the fact that, for a
larger difference of voltages, the difference in power con-
sumption is significantly larger as well, given that P ∝
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Table 1

Results for Baseline Voltage VDD1
= 0.8V

Key #TTD(99.9%) �(P) �(P) CV (P)

1 1008 1.868E-03 5.15E-05 2.77%
2 920 1.870E-03 5.40E-05 2.88%
3 874 1.873E-03 5.26E-05 2.80%
4 856 1.824E-03 5.43E-05 2.98%
5 970 1.881E-03 5.21E-05 2.76%
6 1032 1.862E-03 5.31E-05 2.85%

�(#TTD) 943 - - -
�(#TTD) 71.74 - - -
CV (#TTD) 7.61% - - -

(� ×C ×V 2
DD ×f ).3 The resulting pronounced variances for

power values hinder the effectiveness of the PCC formalism
underlying of the CPA attack, suggesting to leverage largely
different voltages to advance security.

The second, more important observation, however, sug-
gests that the voltage difference should be limited. This is
because for overly large differences, there is information
leakage arising for the largely varying power values. While
the seminal CPA attack is not leveraging this kind of infor-
mation leakage—on the contrary, the CPA attack is rather
hindered by the less clear correlations of voltage-variable
power values with AES operations—more advanced attacks,
e.g., based on machine learning, might leverage this leakage.
Note that the second observation also relates to the assump-
tion that an attacker cannot trivially differentiate the power
distributions. This assumption only holds true for limited
voltage differences where the resulting power distributions
remain sufficiently interspersed.

In short, there are trade-offs for voltage switching which
necessitate such an empirical study during design-time, in
particular before application of voltage switching in produc-
tion. Next, we discuss our findings in more detail.
4.2.2. Detailed Results and Discussion

In Table 1, we report the results considering only the
baseline voltage VDD1

= 0.8V . The main metric here, as
well as in the remaining experiments, is number of traces
to disclosure (#TTD), which we report with a confidence of
99.9%. Recall that we leverage 1,000 permutations per step
during our sampling approach; these 1,000 permutations,
evaluated through individual CPA runs each, correspond
to the 1,000 runs required for the 99.9% confidence on
assessing #TTD.

We further report the (rounded) mean and standard de-
viation for #TTD, which describe the variations induced by
different keys. However, note that we focus on the mean
#TTD in the remainder; key-induced variations are not of

3The switching activities � are dictated by the AES keys and texts
processed, as captured through Synopsys VCS in our flow. Given that the
same keys and texts are processed, the activities are also the same.

particular interest here.4 In any case, we point out the fol-
lowing: 1) these differences observed across keys establish
themselves as relatively consistent trends across all experi-
ments; 2) our observations are interpreted considering mean
values. Thus, our findings on voltage switching are not
undermined in any way by key-induced variations.

We also report the mean �(P), the standard deviation
�(P), and the coefficient of variation CV (P) for the under-
lying power values; these metrics serve to characterize the
distribution of the power values. The coefficient of variation
CV = �∕� puts the variability of a distribution into its
proper context, i.e., the mean value. The CV values in
Table 1 are put into context further below.

In Table 2, we report the results when voltage switching
is applied. As indicated, we consider a large range of volt-
ages VDD2

to switch to.
The first finding is that all considered voltage configu-

rations can help to increase the resilience against the CPA
attack by ≈ 5× over the baseline resilience (Table 1). The
mean ratio of how much we have to switch is essentially
dictated by the targeted-at mean #TTD ≈ 5, 000, which we
utilize for all configurations to enable a fair comparison.
That is, different configurations require different degrees
of switching to achieve a specific, comparable resilience
against the CPA attack; the smaller the difference between
the two voltages, the more switching is required.

The second finding is that for any voltage configuration,
switching more would generally increase the resilience, al-
beit also introducing more information leakage. We have
also studied this aspect for VDD2

= 0.75V in more detail,
with the related results illustrated in Fig 7.

Toward the third finding, we note the following two
aspects: 1) the mean PCC between the randomly (but repro-
ducibly) selected power values from the individual distribu-
tions associated with the two different voltages is relatively
low; 2) the mean CV for the combined distribution of the
selected power values (which is the only one observable by
an actual attacker) is relatively large, i.e., compared to the
CV values for the baseline configuration (Table 1), but still
sufficiently low to maintain the interspersed nature of the
underlying power distributions.

These aspects serve to explain the increased resilience
against the CPA attack—correlating hypothetical power val-
ues, which exhibit relatively low correlation to begin with,
with the more varied power distributions resulting from
voltage switching is more difficult by definition.

4For more context on key-induced variations, note the following.
Recall that our experiments are tailored for a fair and thorough comparison
and, as such, for these experiments considering different keys, we ensure
that the very same (but initially randomized) texts are leveraged for all
experiments. Thus, the resulting differences in #TTD are due to varying
distributions of bit-level flips across the last-round texts, which can impact
the effectiveness of the CPA attack by definition. Still, we caution that
such findings should not motivate to favor specific, seemingly “resilient
keys” for actual applications—such outcomes are highly dependent on the
architecture, RTL, and gate-level implementation of the cipher, as well as
the selection of plain-/cipher-texts. There are studies investigating the role
of keys and texts more formally, e.g., based on notions of collision and
statistical modeling [6], which are out of scope for this work.
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Table 2

Results for Voltage Switching With VDD1
= 0.8V

Mean Ratio #TTD Combined Power Distribution Individual Power Distributions
VDD2

VDD2
∕VDD1

� � CV Mean � Mean � Mean CV Mean PCC Mean t-score

0.3V 1.05% 4984 38.22 0.77% 1.813E-03 1.75E-04 9.46% 0.2993 659.54
0.4V 1.42% 4953 73.43 1.48% 1.843E-03 1.79E-04 9.71% 0.2937 562.62
0.5V 2.03% 4920 135.02 2.74% 1.839E-03 1.77E-04 9.63% 0.3060 462.23
0.6V 3.52% 4927 111.58 2.26% 1.833E-03 1.70E-04 9.27% 0.3138 345.79
0.7V 11.50% 4939 49.73 1.01% 1.808E-03 1.63E-04 9.01% 0.3213 22.95
0.75V 50.00% 4730 116.31 3.52% 1.736E-03 1.37E-04 7.86% 0.3600 61.53

The �Combined Power Distribution� refers to the actual distribution after voltage switching is applied, whereas the �Individual
Power Distributions� refer to the individual distributions obtained for the respective voltages.

Figure 7: Mean #TTD and mean t-scores versus the ratio for
voltage switching, with VDD1

= 0.8V , VDD2
= 0.75V . The more

we switch, the more resilient the circuit becomes against the
CPA attack, but also the more information leakage is arising
from the power values corresponding to di�erent voltages.

The role of these aspects on the resilience against the
CPA attack can also be quantified, namely via the Spear-
man correlation, which is defined as the PCC between the
rank variables. Unlike the PCC itself, that can only assess
linear relationships (which is sufficient for correlating actual
power values and hypothetical power values within the CPA
framework), the Spearman correlation is more generic as
it can assess any monotonic relationship. For example, the
Spearman correlation between #TTD and PCC is −0.8162,
representing a strong reciprocal correlation; this confirms
that more traces are needed for less correlated power dis-
tributions. Furthermore, the Spearman correlation between
#TTD and CV is 0.7532, representing a strong correlation
as well; this confirms that more traces are needed for more
varied power distributions.

As explained, the resilience against the CPA attack is
increasing the more we switch and the larger the voltage
difference is. For such cases, however, information leakage
is often increasing as well, as evident from Welch’s t-test
scores in both Table 2 and Figure 7. Note that Welch’s t-test
can assess whether there is information leakage at all, which
may be exploited by some attacks, but it does not provide
any insight on success rates of actual attacks.5

5It is said that, for a t-score below 4.5, the circuit is leakage-free and
thus cannot be attacked by PAAs [19]. Accordingly, our reported results are
not for leakage-free scenarios, which is also clearly demonstrated by the
fact that the related CPA attack runs are, on average, successful.

Thus, from a formal point of view, possibly seeking re-
silience going beyond the CPA attack, we would rather want
to employ small voltage differences and small switching
ratios. Indeed, an outstanding t-score minima is observed
for VDD2

= 0.7V , where the voltage difference is still
sufficiently small while the switching ratio is already con-
siderably relaxed/reduced compared to the case of VDD2

=
0.75V (where 4.35× more switching was required for com-
parable CPA resilience). Importantly, although such a setting
impacts the resilience against the CPA attack in general, it
does not undermine the resilience against a specific level
of attack effort (i.e., #TTD). This is especially true once a
slightly increased switching ratio is considered again.

Thus, we have investigated this most promising scenario
further, by considering more frequent switching. Indeed,
already from 12% switching onward, the CPA attack always
failed to infer the correct key even when provided all 5,000
traces (across all the different keys).

This constitutes another, fourth finding, namely that this
specific configuration is most promising for voltage switch-
ing as a countermeasure within the considered 14nmFinFET
technology, both from an empirical and a formal perspective.

Finally, it is important to recall that this study is based
on zero-delay power simulations using commercial tools.
Therefore, our results are void of any noise. Moreover, aside
from empirical data based on CPA attack runs, we provide
formal insights based on Welch’s t-test. This implies two
considerations as follows. First, for actual attacks in the
field—assuming the same operation conditions—an attacker
cannot do any better than what we observe. Accordingly,
our findings serve well as accurate but conservative guide-
lines, e.g., for tailoring schemes like dynamic key man-
agement [24]. Second, for actual voltage switching in the
field, our findings and guidelines may be over-constrained,
i.e., once noise or other detrimental effects play out, a less
stringent switching than what we consider here may offer
the same level of resilience in practice. Most, if not all,
IVR circuitry can be configured at run-time as needed,
allowing to later on reduce such overheads arising for over-
constrained switching requirements.
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5. Conclusion
In this work, we have investigated the resilience of an

industrial 14nm FinFET technology against power analysis
attacks. We have leveraged device-level measurement data
from manufacturing cycles, built up correspondingly well-
characterized standard-cell libraries for different supply volt-
ages, and utilized a commercial-grade CAD flow for power
and attack evaluation at design-time.

Without loss of generality, our study is focused on volt-
age switching for an AES circuit and its resilience against
the seminal CPA attack. We have shown that there are
trade-offs for voltage switching, which clearly necessitate
such an empirical study. More specifically, the resilience
against the CPA attack is increasing the more we switch as
well as the larger the difference is for the voltages being
switched between, but the information leakage is often in-
creasing at the same time. The specific configurationVDD1

=
0.8V , VDD2

= 0.7V was found to be a “sweet spot” that is
most promising from both formal and empirical perspective.
Randomly switching more than 12% of the AES operations
to VDD2

was hindering CPA attacks altogether.
While specific to the AES circuit implemented using

the 14nm FinFET technology, these findings are robust and
conservative. The former is because we carefully conduct
batches of randomized-but-reproducible CPA runs, to ex-
plore the whole sample space of power traces in a com-
prehensive manner. The latter is because the findings are
based on technology-accurate, design-time data obtained
from zero-delay power simulations. Furthermore, we con-
sider the AES circuit as stand-alone module, without any
potential side-effects of other modules’ activities undermin-
ing our analysis. Assuming the same operation conditions,
an attacker in the field cannot do any better than what
we observe here. Accordingly, our findings serve well as
practical guidelines for secure design or for system-level
design/configuration parameters, e.g., key refresh rates.
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