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> Sensor manipulation with D. Garajic (BAE)
- Sensor-reveal game
- Existence/computation of Nash equilibrium
- Data-driven approach to detection
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Motivation — Cyber attack detection @ .\ gineering

« Legitimate users can request access to a secure service by providing

appropriate credentials.
« Attacker explores sequence of exploits to get access to credentials that

would give her illegal access. "> gcan network ports, gain user access, escalade
user to admin access, execute arbitrary code,

\ screen capture, install plugin, etc.

exploit 1 exploit 2 exploit M
grant -
access

deauthorize access

denial of g
; illegal access )
service

deauthorize

« Attack detection based on sensor (“logs”)
that can be disabled by an attacker




Bayesian Detection @ cngincering

1000/ 1008/

Problem formulation:

1 attack active =
0 no attack o cyber sensor logs

0 —

—

detection system wants to estimate é@)

classical Bayesian detection
(given a-priori distribiution of 8)

to minimize Jaetec = AP(0 =1,0=0)+ BP0 =0,0=1) [
cost of false cost of missed
detections detections
1-D example: _ _
40 = 0) 'f(y|9 ~ 1) Pick L in detector
\ to minimize
pm(L) = P(6 =06 = 1)



Adversarial Detection @ chgineering

Problem formulation:

g — 1 attack active
|0 no attack o cyber sensor logs

—

)

detection system wants to estimate é@)

|
classical Bayesian detection

to minimize Jaetec = AP =1,06 =0) + BP(6 =0,6 = 1)

cost of false cost of missed
detections detections

(given a-priori distribiution of 8)

attacker wants to maximize

|
adversarial detection
(attacker decides distribution of 8)

Jattack = RO—CPO=1,0=1)+ FP(0=1,0 =0)

reward penalty for reward for

for attack  getting caught false detections
(compromise confidence

on detection mechanism)




Adversarial Detection B

Problem formulation:

0 — {1 attack active

0 no attack
1-D example:
f(ylo l())) Flylo = 1) Detector picks L in
y\v = P : |
| QA B 0 y<L
\ to minimize

prm(L) =P(0 = 0]0 = 1) L \

pip(L) =P(O =1/ = 0) AP(0 = 0)pgp(L) + BP(0 = 1)pe (L)

attacker wants to select P(6 = 1) to maximize (mixed policy)
Jattack = RP(0 =1) — C(1 — pep(L)) P(6 = 1) + Fpe(L)P( = 0)

reward penalty for reward fqr
for attack getting caught false detections



Adversarial Detection B

Problem formula| . C|assical/adversarial formulations assume given & fixed

distribution of data y (given 68)

9 = but...

* In attacks detection, opponent will likely manipulate data
(e.g., disable logs, engage in “diversions”)

1-D example: - _ | | Y
f(y|0 =0) Flylo = 1) Detector picks L in
ylo =0) . |

SN, - 5_ )0 y<L

p(L) =P@=0fp=1) © \ A
pfp(L) = P(Q = 1‘9 = 0)

to minimize

AP(8 = 0)py(L) + BP(6 = Dpra(L)

attacker wants to select P(6 = 1) to maximize (mixed policy)
Jattack = RP(0 =1) — C(1 — pep(L)) P(6 = 1) + Fpe(L)P( = 0)

reward penalty for reward fqr
for attack getting caught false detections



Detection with data manipulation engineering

Problem formulation:
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000/1000/ 10009
000/1000/ 1000 (0|

/5bia/ 1a1118

1 attack active

1906972573 | 137432 |endahy
11506972873 | 737441 | enany

e TrerTer e rovers T
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attacker selects values for

0 €{0,1} = whether or not to attack (typically mixed policy
o€{1,2,.., which sensor to reveal

detector picks set Y3, Y, ..., Yy for each sensor and sets
1y, e¥s in 1D example,
0 Yo ¢ Y, , = Li' oo)

l

0 =
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roblem formulation: 1 attack active

0 no attack
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sensor selection allows attacker to influence
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can be increased b
disabling logs
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e

# (1506972572 | THH1TS | endany

JHLI mmsmmmnmne-u 9
816362 1504073572 10384 endary

N 9|9
L] startang 362 7168000
startang )6 mu?mmrnuon | 1506977572 | TR |
creating “diversions”

Startang 4

data manipulation cost
attacker wants to maximize e.g., added risk of being caught by

disabling sensors
]., =1 +FPé=1,9:O_ Ptn, Pfp

RO —CP(0

attack

attacker maximizes reward by “tuning” data manipulation to maximize rewar
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Extensive Form Representation

attacker selects sensor o

¥ engineering

o=N
attacker selects 6

defender selects
detection sets Y;
(knowing o but not )

é . 1 Yo € Yo-
|0 Yy ¢Y,
On each branch o = i, we have a 2-player nonzero sum game attacker
plays rows:
A | s s Fpiy, (V) =S o P (M)-85i ] selects 6 = 0
st | R-s;  R-C Si—R+C(1—p§n(y3))—Si R—C<1—P?n(3’z'M)>—Si «—selects 8 =1
_ o - «—selects 8 =0
. 0 A Apt (Yh) Ape, (V)
BZ iy fp v -p ¢ p—
def | B 0 Bpi (V1) Npi, (VM) —selectsd =1
defender Y, =0 lYl = "al_l"k intermediate options for Y;:
always pick always pic - -
plays gyz ] 4=1 Yoy M (finite enumeration

columns: for simplicity)
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Theorem: Consider only 3 detection sets (@, “all’, ¥;)

For each sensor selection o = i, the game has mixed Nash eq. with
detection policy of the form

([ G R o |gnore Y and declare no attack
ci gp——
A C’ 2 R
) & } ........................................... “ignore Y and declare attack
Zdef =T o0 7
cf;ﬂgm C'< R .
|| SR Y;-dependent decision
| C+F-C?
detection cost:
L A+B-in C* = C(1 —pg,) + Fpg,
S =< fp _
def A—Blp7 i < R
| B+A— "
fn
detection-set Y; selected to maximize very different from Bayesian case, where
1—pk ~i detection-set Y; is selected to maximize
Pt _ AP =0)ps, + BP(0 = 1)ps
ﬁ;p“%, C" <R, but not surprising because now attack
p

probabilities adjust to Pfps Pfn



Main Results S e

Theorem: Consider only 3 detection sets (@, “all’, ¥;)

For each sensor selection o = i, the game has mixed Nash eq. with
detection policy of the form

([ GER |gnore Y and dec|are no attack
B B
A C’ 2 R
* 4 } .......................................... “ignore Y and declare attack
Zdef =T o0 7
R-C" = ~
C+F—_Ct C"< R .
|| SxE=n Y;-dependent decision
| C+F-C?
detection cost: attacker’s reward: ' = C(1 — ply) + Fpi,
(_ AB SIS .
ApBiPin’ ¢h=k Rpyg, ~i
Jt *_< PE, Ji*_F Ci _Sz'a. . C'>2R
def = AB Ol < R att (R=C)A—pip)+CPt _ g Fi - R
Al_f%p —|—B’ C’—I—F‘—C_'z [
. pfn

Attacker’s reward determines (deterministic) optimal sensor selection form attacker

fry _ g, Ci>R
—Sz' Cz < R,

o = arg m?XF (R—C)(1—pi)+Cpl,

C+F—-Ct




Main Results S e

/_}’ attacker selects sensor o \

deterministic (pure policy)
o=N

attacker selects 6 5
- _ o—stochastic (mixed policy) g

Y- Y-
/\ .. defender selects

detection sets Y;
stochastic (mixed policy)

K 0 yo¢Ys
AT —o s s— K
J'i * _ P%p JZ * — F Ci bz’, ) C > R
def AB Ol < R att (R=C)(A—pg)+Cppy g O < R
A _p%p +B’ C‘i_F_C_"L [
Pty

Attacker’s reward determines (deterministic) optimal sensor selection form attacker

fire, _ g, C'>R
—Sz' Cz < R,

C+F—-Ct




Main Results S e

Theorem: Consider only 3 detection sets (@, “all’, ¥;)

For each sensor selection o = i, the game has mixed Nash eq. with
detection policy of the form

([ GEoR o |gnore Y and declare no attack
ci | e
A C’ 2 R
) 2. } .......................................... “ignore Y and declare attack
Zdef =T o0 7
R-C" — .
C+F—C C"< R o
|| SR Y;-dependent decision
C+F-C

detection cost:

But this policy depends crucially on opponent’s goal...

A N

Jattack = RO —CP@O =1,0=1)+ FP(f = 1,0 = 0)

C'=C(1 —pp,) + Fpi,



Learning Through Fictious Play  § chgineering

Over repeated instances of the game, defender keeps track of

iy fraction of times 6 = 0 in [0,t] when o = ¢
| fraction of times # = 1 in [0,¢] when o = i

at time t + 1 defender makes optimal Bayesian decision assuming

= g7 (¢) observed so far for sensor

[P(Q _ 0)] empirical distribution
o(t + 1) is the correct prior

Theorem:

1. If attacker is using a fixed policy (Nash or not), then y(t)
converges to optimal best response trivial

2. If attacker is also using fictious play based on the observation of
detectors policy, then y?(t) converges to optimal best response

non-trivial, based on results of
convergence of 2xN player games



Learning Through Fictious Play  § chgineering

Theorem:
1. If attacker is using a fixed policy (Nash or not), then y°(t)
converges to optimal best response

2. If attacker is also using fictious play based on the observation of
detectors policy, then y?(t) converges to optimal best response

attacker’s mixed policy defender’s mixed policy player’s costs
. ‘ ‘ ‘ C —p@=0) il | | | [ pl=-0 | 06 ‘ ‘ ‘ ‘ E—
always IUU ne=n ol o=l 0.4 i |
0.87 fIShIng / ‘/\‘/‘/w., ~llgnhore Y, decision based an Y 0.2f defender’s cost
06/ H : ogeclare IUU * of :
0.4F ‘ ] 0.47 A\ ] 0.2F \‘ ]
| | \ ignore Y, declare no IlUU | ]
" oluu | 7 'O ‘ e vl | f opponent’s ¢ost
0 | | L ||
0 015 1 1,‘5 2 215 3 0 015 1 115 2 215 3 _0'80 0.‘5 1 115 2 2.‘5 3
" defender adjusts to
opponent uses fixed  opponent uses opponent’s policy,
(non optimal) policy optimal policy

regardless of optimal or not
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Partial information games

» Sensor manipulation with D. Garajic (BAE)
- Sensor-reveal game
- Existence/computation of Nash equilibrium

- Data-driven approach to detection
[based on CDC’20, WeC09.4]

»= Asymmetric information

- online learning of the attacker’s best response  With G. Yang (UCSB),
R. Poovendran (UW)

[based on CDC’20, FrB09.3]



Learning Through Fictious Play  § chgineering

4 )
Impact:

* Robustify attack detection with respect to potential sensor manipulation

« Algorithm adapts to changes in opponent’s intent
. J

2. If attacker is also using fictious play based on the observation of
detectors policy, then y?(t) converges to optimal best response

)
attacker’s mixed policy defender’s mixed policy player’s costs
1 ‘ ‘ ‘ ‘ 72«9:0), 16 | | | | —P{é:o) | 06 f—
always attack Pe=1 oy 04/ Jaa |
0.8 | : 0.8 i
Al ignore Y, decision based on Y .l defender’s cost
06/ H : 061 declare * of :
0.4} | ] 04| attack ) 1 02 | ]
7 7 0ol \ ignore Y, declare no attack _,, | ,
" o attack | | N 06! ‘\ f opponent’s ¢ost
0 J ] ol L :
0 015 1 1,‘5 2 215 3 0 0.‘5 1 115 2 215 3 _0'80 0.‘5 1 115 2 2.‘5 3

»
Ll |

defender adjusts to

opponent uses fixed ~ opponent uses opponent’s policy

(non optimal) policy optimal policy : ’
regardless of optimal or not
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Asymmetric Information P engineering

o Defender often unaware of the attack objective ahead of time
o Attacker can observe/probe the defense strategy prior to attack

L Lack of no-regret policies for defender

routing game example (based on cross fire attack [Kang-Lee-Gligor-13])

—__ link 1, capacity = 1Mpbs /\\

source, 1Mbps legitimate 4 / \ > destination
—

= PA—

link 2, capacity = 1Mpbs

« attacker has resources to create 1Mpbs traffic through links 1, 2, or a combination
* router must decide how to route 1Mpbs of traffic through links 1, 2, or a combination
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Asymmetric Information

o Defender often unaware of the attack objective ahead of time
o Attacker can observe/probe the defense strategy prior to attack

L Lack of no-regret policies for defender

routing game example (based on cross fire attack)

—__ link 1, capacity = 1Mpbs / \\
Source, 1Mbps legitimate / \ _ _—
/\ / destination

link 2, capacity = 1Mpbs

« attacker has resources to create 1Mpbs traffic through links 1, 2, or a combination
* router must decide how to route 1Mpbs of traffic through links 1, 2, or a combination

link 1, 1Mpbs legitimate Optimal attack floods
link 1 and
compromises 1Mpbs
link 2, 0Mbps legitimate of legitimate traffic

link 1, .5Mpbs legitimate Optimal attack floods
link 2 and
compromises .5Mpbs
link 2, .5Mbps legitimate of legitimate traffic
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Acecvmmaetrie Infoarmatinn

sineering

1. Option | is optimal for router but leads to regret:

© “if router knew link 2 was going to be flooded, it would
© have routed all legitimate traffic through link 1”

2. But option Il also leads to regret...

\ Asymmetric information = regret /

—__ link 1, capacity = 1Mpbs /\\
Source, TMbps legitimate / \ _— -
/\ / destination
YA

« attacker has resources to create 1Mpbs traffic through links 1, 2, or a combination
* router must decide how to route 1Mpbs of traffic through links 1, 2, or a combination

link 2, capacity = 1Mpbs

option | option Il

link 1, 1Mpbs legitimate Optimal attack floods
link 1 and
compromises 1Mpbs
link 2, 0Mbps legitimate of legitimate traffic

link 1, .5Mpbs legitimate Optimal attack floods
link 2 and
compromises .5Mpbs
link 2, .5Mbps legitimate of legitimate traffic




Asymmetric Information b

o Defender often unaware of the attack objective ahead of time
o Attacker can observe/probe the defense strategy prior to attack

4 )

< Naif defender that reacts to “current” environment regrets choice
(no Nash equilibrium, fictitious play will not converge)

) Defender must learn attacker’s “response” and plan accordingly
(need to consider Stackelberg equilibrium)

- J

« attacker has resources to create 1Mpbs traffic through links 1, 2, or a combination
* router must decide how to route 1Mpbs of traffic through links 1, 2, or a combination

option | option Il
link 1, .5Mpbs legitimate Optimal attack floods link 1, TMpbs legitimate Optimal attack floods
link 2 and link 1 and
compromises .5Mpbs compromises 1Mpbs

link 2, .5Mbps legitimate of legitimate traffic link 2, 0Mbps legitimate of legitimate traffic



Stackelberg equilibrium - Pprhivee

defender’s attacker
(Ieader)ﬁcost (follower) cost
u* = arg min J,, (u, B(v)) B(u) = arg min J, (u, a)
uel acA ... :
der aiacker's attaclier’s
defender S best response .
action space action space

Challenge in CPS sec.: attacker’s best response () is unknown to defender

 attacker’s intent J,(-) not known a priori
 attacker’s capabilities A not known a priori
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defender’s attacker
(leader) cost (follower) cost
u* = arg min J,, (u, B(v)) B(u) = arg min J, (u, a)
uel . ac A ...
dor aiacker's attaclier’s
defender’s best response .
action space action space

Challenge in CPS sec.: attacker’s best response () is unknown to defender

 attacker’s intent J,(-) not known a priori
 attacker’s capabilities A not known a priori

Online learning approach:

1. estimate best response function £ (+) based on observation of
attacker’s actions a
2. select defender action

~ %k A

4* = arg min J,, (u, 5(u))
uel



Stackelberg learning B

defender’s attacker
(Ieader):_.cost (foIIower):_cost
u* = arg min J,, (u, B(u)) B(u) = arg min J, (u, a)
uel acA
Assume linearly parameterized function
B() e {f(@, ):0€ @} approximator on compact set U

(results extend to only approx. match)



Stackelberg learning @ chgineering

defender’s attacker
(Ieader) cost (follower) cost
u* = arg min J, ( ,B( ) B(u) = arg min J,(u, a)
ueU acA
Assume linearly parameterized function
B() e {f(ﬁ, ):0€ @} approximator on compact set U

(results extend to only approx. match)

attack best-response learning rule:

2 : N L

gradient descent learning with projection

0= )\ [V@ Hf (0,u) = aH ]T « can be computed without knowing 6
©

» can be computed without even observing a,

hysteresns switching :
stops adaptation when error just Ju (u, a)

1£(0,u) — a| is smaller than /2
Ao if [|f(0,u) —all > ¢;

limg s Ae(s) if || £(0,u) — al € (¢/2,¢);

Ae(t) {
guarantees: 0 it | £(0,u) —all <e/2

d 2 2 e |6 — 6*| is monotonically decreasing;
—H9 a Q*H < _2)‘€Hf(e’ u) - aH <0 stops only if ||f(0,u) —al <€

L will prove: stops in finite time



Stackelberg learning @ ramnam

defender’s attacker
(Ieader)::cost (follower) cost
u* = arg min J,, (u, B(u)) B(u) = arg min J, (u, a)
uel acA
Assume linearly parameterized function
B() e {f(@, ):0€ @} approximator on compact set U

(results extend to only approx. match)

attack best-response learning rule: 9 = —)_(¢) [VQHf(Q, 0 a‘Q]
Te

gradient descent with
projection
(can be generalized
by other adaptation
mechanisms)

[~V duu, SO )], || <0

defender’s adaptation rule: o = —X\, [VUJU (u, f(o, u))]

Tu

guarantees:

: d
=0 = &Ju(u,f(ﬁ,u)) < —Au

leader’s cost J,(u, f(0,u)}s monotonically decreasing;
stops only if [~Vudu(u, f(0,u))], =0
L will prove: convergence



a

a

0 Est.: éj)\e(t) [—Vng(Q,U) - aH2]T@

Convergence analysis

%) UCSANTA BARBARA
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Follower: min J, (u, a) Best response: ((u) := arg min J,(u, a)

acA

acA

Leader: minJ,(u,B(uw)) Assume B(-) = f(0*,-) € {f(0,): 0 € O}

uel

hysteresis switching:
stops only if error is smaller than ¢ > 0

Opt.: 4 = Ay|—VuJu(u, f(0,u))],

u

4 ™
Theorem.
. . . . . generalize Barbalat’'s lemma
1. After finite time T, estimate will accurately predict a(t) for hysteresis switching
|£(0),u(®) —a®)||<e  VE>T
: : : . establish invariance principle
2. Leader will converge to 15-order optimality condition for projected gradient
d t
[_vuju(uaf(eau))]Tu — 0 e
3. One can use probing to guarantee correct estimation pe:iiSte”t excitation (PE)
L H@(t) — 0" ” < €p Vi > T ) / ng(s)TVQf(s) ds > agl

€p = &/ To/(m



a

a

QO Est: é;Ae(t) [—Voll £(6,u) — al*] 1,

Model mismatch

%) UCSANTA BARBARA
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Follower: min J, (u, a) Best response: ((u) := arg min J,(u, a)

acA

acA

Leader: minJ,(u,B(u)) AssumeBt-r=f0* {0060}

uel

hysteresis switching:
stops only if error is smaller than

Opt.: u = Ay|—VuJu(u, f(0,u))],

u

4 ™
Theorem.
. . . . . generalize Barbalat’'s lemma
1. After finite time T, estimate will accurately predict a(t) for hysteresis switching
|£(0),u(®) —a®)||<e  VE>T
: : : . establish invariance principle
2. Leader will converge to 15-order optimality condition for projected gradient
d t
[_vuju(uaf(eau))]Tu — 0 e
3. One can use probing to guarantee correct estimation pe:iiSte”t excitation (PE)
L H@(t) — 0" ” < €p Vi > T ) / ng(s)TVQf(s) ds > agl
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Routing game example

/ T <\\ destination

source \ /
/ — //~
In
* initially attacker wants to
L= % - 1 - - - disrupt both links equally
B o % traffic through link 1 (=%

N | S router’s policy adjusts to

0.5F | i %l 0.5 - -

oy | 04| balance traffic

)
=)

0—8—8—6—8—&—o0—o0——o : : :
1.5 2 0 0.5 1 1.5 2

0 0.5 1
(a) Parameter estimate (b) Router’s action

.. v. N ..\

4 T T T 1 T ; (& OT Vo
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Routing game example
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> Sensor manipulation with D. Garajic (BAE)
- Sensor-reveal game
- Existence/computation of Nash equilibrium
- Data-driven approach to detection

Partial information games

[based on CDC’20, WeC09.4]

»= Asymmetric information

0 e lea g of the attacker’s best P R. Poovendran (UW)

[based on CDC’20, FrB09.3]



